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whoami

*  Telegram: @sorokinpf
* [leHTecTtep — AppSec

*  Mowm nHTepecobl: 6e30NacHOCTb
Cl/CD, K8s, nnatdoopmbl 1 nx

MUCKOHPUIN

™\ Github
https://github.com/sorokinpf

&  Telegram-kanan «Hapbin»
i https://t.me/naryl_sec

0ZONiech


https://github.com/sorokinpf
https://t.me/naryl_sec

Tembl OZON

Shared Executor B Cl/CD: Tvnbl n puckm
[Touemy Docker Shared Executor — 3t1o nnoxo

[TpnmeHeHne OPA authz plugin gns sawuTsbl
Docker Shared Executor

Paspabotka npaBun HA rego






Shared Executor ozoNiech

- B CI/CD Bctpeuatorcs Shared Executor (runner)

* Twunbl Executor

Shell Bce pxobbl 3anyckatotca B pamkax OC oT nmeHn ogHOro nosib3oBATENS

Kaxxpasa ppkoba 3anyckaeTca B KOHTenHepe. HTtobbl paboTaTtb

Dock
ociker c pokepom B pkody npobpacbkiBaeTtca docker APl socket

Kubernetes Kaxkpaa mpkoba 3anyckaeTcs B CBOem nope



Shared Executor — yrposbl ozoN{ech

Kak ogHO KOMaHOO MOXET MOBAUATb HO OXKOObI APYrMX KomaHg,?

[octyn K apTechakTam
[locTtyn kK KO@y opyrmx KomaHg OPYrMX KOMAHA, BO3SMOXXHOCTb
MX nepesanunucaTb

[locTyn K cekpeTam,
MCMOSb3yYEMbIM B O>KOOAX
OPYrMX KOMaHA

[loBbiLLEeHME NpuBUNErnin
Ha Executor




Shared Executor — yrposbl ozoNiech

[NoBbiLLeHUe
npuBUnerun
Ha Executor

Hoctyn Hoctyn

YreHue koao

K apTtechakTram K CeKpeTam

Bo3MoXHO BoamorxeH B o6bwem-T1o
Shell Bo3moxxeH
HONPSAMYIO HOMNPSAMYIO He TpebyeTcs



Shared Executor — yrposbl ozoNiech

[NoBbiLLeHUe
npuBUnerun
Ha Executor

Hoctyn Hoctyn

YreHue koao

K apTtechakTram K CeKpeTam

Bo3smorxHo Bo3moxxeH B obwem-To
Shell BoamorkeH

HONPSAMYIO HOMNPSAMYIO He TpebyeTcs

Bo3smorxkHoO Bo3moxkeH Bo3smoxkeH Bo3smoxkeH
Docker yepes docker yepes docker yepes docker docker run --

APl socket APl socket APl socket privileged ....



Shared Executor — yrpo3bl

HocTyn

YreHue kopa
f K apTtechakTam

Shell Bo3amoXHo Bo3moxxeH
HONPSAMYIO HONPSAMYIO
Bo3amoxHo Bo3moxxeH

Docker yepes docker yepes docker
APl socket APl socket

Kubernetes (*) - -

ozoNech

[NoBbiLLeHUe
npuBUnerun
Ha Executor

Hoctyn

K CeKpeTam

B obwem-To

Bo3smorkeH

He TpebyeTcs
Bo3amorkeH Bo3smorkeH
yepes docker docker run --
APl socket privileged ...

(*) ecnu He ncnonb3osaTs dind



Threat Matrix for Cl/CD Pipeline 0ZON
it access | necuton | persstonce | priviege scloion | Dotence vason | Crodentl access| Latrt Movement | Exivoion | mpect

Supply Chain Modify CI/CD Compromise Get Credential for Add Approver Dumping Env Exploitation of Exfiltrate data in Deniel

Compromise on CI/CD Configuration Cl/CD Server Deployment (CD) on using Admin Variables in Remote Services Production of Services
Cl Stage permission Cl/CD Environment

Valid Account of Git Inject Code to iaC Implant CI/CD Privileged Escalation = Bypass Review Access to Cloud (Monorepo) Get Clone Git

Repository (Personal Configuration Runner Images and Compromise Metadata Credential of Repositories
Token, SSH Key, Login other CI/CD different folder's

Password, Browser Pipeline context

Cookie)

Valid Account of CI/CD  Inject Code to Source Modify CI/CD Access to Secret Read Privileged

Service (Personal Token,
Login Password,

Code

Configuration

Manager from
Cl/CD kicked by

Credentials File

Escalation and
Compromise other

Browser Cookie) different Cl/CD Pipeline
repository

Valid Admin account Supply Chain Inject Code to iaC Modify Caches of Get Credential
of Server hosting Git Compromise Configuration Cl/CD from ClI/CD
Repository on CI/CD Admin Console

Inject bad Inject Code to Implant CI/CD

Dependency Source Code Runner Images

SSH to CI/CD Pipelines Inject bad

Dependency

Modify the
Configuration of
Production Environment

Deploy modified
applications or Server
Images to production
Environment



Paznensemblie Shell u Docker executor — 310 onacHo

Docker — 3T10:

° MHCTPYMEHT Onsi COOpKM

* runtime

Bmecto docker pna c6opkun OCl-o06pazoB ny4ywie
uncnonb3sosaTtb kaniko/buildah

I

ozoNiech


https://github.com/GoogleContainerTools/kaniko
https://github.com/containers/buildah

Docker Shared Executor ozoniech

Ho ecnn no4yemy-To BCe-TAKMW

HY>KEH

12



Docker Shared Executor

Ho ecnun noyemy-10 Bce-Taku Hy>kKeH nmeHHo docker runtime...
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ozoNiech



Docker Shared Executor

Ho ecnun noyemy-1o Bce-Taku Hy>kKeH nmeHHo docker runtime...

@ oPA

14

ozoNiech






OPA Docker Authz plugin ozoniech

Github: https:/ /github.com/open-policy-agent/opa-docker-authz

[TnarMH no3BonsieT co3naBATb
paspeLwiaome U sanpeLgalowme npaBsuna
HO OCHOBAHMMK 3anpocdad, otnpaBneHHoro B docker APl socket

16


https://github.com/open-policy-agent/opa-docker-authz

OPA Docker Authz plugin — OPA ozoniech

OPA Docker Authz plugin:

https:/ /github.com/open-policy-agent/opa-docker-authz

[TnarMH no3BonsieT co3naBATb
paspeLwalome U sanpeLgaloLwme npaBsuna
HO OCHOBAHMMK 3anpocdad, otnpaBneHHoro B docker APl socket

I/


https://github.com/open-policy-agent/opa-docker-authz

OPA Docker Authz plugin — OPA ozoNiech

OPA Docker Authz plugin:

https:/ /github.com/open-policy-agent/opa-docker-authz

[ oTOBBLIN HOGOP NpaBUn...
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https://github.com/open-policy-agent/opa-docker-authz

OPA Docker Authz plugin — OPA ozoNiech

OPA Docker Authz plugin:

https:/ /github.com/open-policy-agent/opa-docker-authz

[ oTOBBLIN HOGOP NpaBUn...

19


https://github.com/open-policy-agent/opa-docker-authz




OPA. Y10 xoTm 30npeTtuTtb?

° BoO3MOXXHOCTb BINMUSITb
HO COM OOKep-AEMOH

* Ha Bcakum cnyyam Ha swarm

* Bo3MoOXXHOCTb cO30aHUS
npuBUNErMpoBaHHbiX (*)
KOHTEUHEPOB U, COOTBETCTBEHHO,
BbIXOAO U3 goKkepa

2]

OZON

BoO3MO>XXHOCTb MOHTUPOBAHMUS
cdainos/aupexkTopuii ¢
xoctoBou OC

Bo3MOXXHOCTb YUMTATb OAHHDbIE
B APYroM KOHTEeUHepe

Bo3mo>kHOCTb BHepgpaTca
B HY>KOU KOHTENHep



C yem pabotaetr OPA-nnarvnH ozoniech

[TnarmH nony4aer:

"Body": {
"HostConfig": {
 Method "Privileged":
- Path g
"Hostname'": "",
o Query I.ITTaQE“: "hello-world",
¥,
- Headers "Headers": {
"Content-Length": "1552",
"Content-Type": "application/json",
. BodY ser=Agents: Nt Docker=Client /2071012 (L iinux)
Je
g "Method": "POST",
Hy 1o ecTb pacnapLueHHbIN "Path": "/vl.41/containers/create",
HTTP-3anpoc

22



OPA — yntaem pokymeHTauumio docker

23

ozoNiech



OPA — BnusiHMe HO neMOH 0ZON

 docker plugin (MO>XHO OTKAIOYMTb NACArUH)

+ docker swarm (paboTta B pexxume swarm)

 docker volumes (Bozmo>xHocTb cosgaHus volumes,
B TOM YMUCHNEe FIOKASbHbIX AUPEKTOPUNA)

24



OPA — orpaHu4yeHuns 3anycka KOHTEMHEPOB 0ZON

* --privileged (npusunernposanHbIit 3anyck)
* --cap-add (sanyck ¢ kanabunutn)
* =--1pc (IPC namespace)

o --pid (PID nhamespace)

 --network (Network namespace)

° =V (MoHTMpoBaHMe volume)

* --cgroup-parent

 --device (nopknioyeHne device)

 --security-opt qppqrmor/ seccomp (oTknoyeHMe apparmor n seccomp)

25



OPA — orpaHu4eHust Ha paboTy C APYrMMN KOHTEMHEPOMM ozoniech

* docker exec * docker update
 docker cp + docker attach/logs
 docker stop/kill/ » docker commit/

pause/restart checkpoint

26



OPA — npasuna

Co3paH Habop npaBun

https:/ /github.com/sorokinpf/docker_opa

27
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https://github.com/sorokinpf/docker_opa

[ Toumep Rego-npasuna

package docker.authz

allow {
not devices

devices {
inhput.Body.HostConfig.Devices !'= null
not devices_array

devices _array {
1s_array(input.Body.HostConfig.Devices)
count(input.Body.HostConfig.Devices) ==

23

OZON



OPA — ucknioyeHus

* -p — NOPTbl HO XOCTEe
* docker stop

 docker attach/logs

29

ozoN‘ech

MO>XKHO NOoBNMATb HO OOCTYMNHOCTD,
HO HE HO KOHOUNAEHUNANBHOCTD



OPA — apmuHckuin naponb gnga 6annaca

A

input.Headers|["Opa-Baypass"] == "your_secret_password_here"

}

~/.docker/config.json: \

{ ...,
"HttpHeaders": {

"Opa-Baypass': "your_secret password_ here"

b

30
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BbiBOOb!

 Docker executor — 310 NNoxo, HO MOXXHO
30XAPAEHUTD

e CtaBum docker authz

* WU ucnonb3syem rotoBbi CNMCOK
npasun no QR-kopy

3l

OZON
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