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OCHOBHbIE naeu
Talos Linux
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OCHOBHbIE Naeu MaKCUManbHO YMEHbLINTB
Talos Linux NOBEPXHOCTb aTaKM.

[lepeinTn K HEn3MeHAEeMOoWn
(MMMyTabenbHoM)

MHPPACTPYKTYpE.

CoXpaHNTb MaKCUMasbHYIO
30pPEKTUBHOCTb 1 YA0OOHOCTb
paboTbl ¢ K8s.
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Talos Linux — OCHOBHble NpenMyLLeCTBa
01

iIMMyTabeNbHOCTb

HenameHdaemblin coctaB OS
nocsie pasBepTbiBaHUA,
KOHJourypauua so
BPEMEHHON ANPEKTOPUN
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01

IMMYTa0ENbHOCTb

HenameHdaemblin coctaB OS
nocsie pasBepTbiBaHUA,
KOHJourypauua so
BPEMEHHON ANPEKTOPUN

04

TonbKo API

ECTb TOJIbKO OHAa
BHELWHAA “pyyKa” ynpaBneHu4,
nocTynHada no npotokony gRPCS

02

be30nNacHOCTb

AI3Ha4YyanbHO co3aaBaniacb
119 NOoBbILLEHUS
6e30nacHOCTU
KOHTENHEepPHbIX cpen,

05

BEpPCUOHHOCTb

J1na Kaxxgon HOBOW BEpCUn
OS nogaeprKa TONbKO TPEX
nocnegHux sepcuin k8s

03

MWHUMaNU3M

MWUHMUMAaNbHbI HAGOP
KOMMNOHEHTOB A/1a padboTbl k8s,
pa3mep obpasa OS ~80M6

06

APXUTEKTYPA

[TOHATHOCTb B3anmMoaencTBuUA
KOMMNOHEHTOB Y BOSMOHOCTb

nopabaTbiBaTb NOA, CBOW 3a4a4u
21
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Ham Hy}XHa Oblna 6e30NacHOCTb —
Mbl MONE3NN B UMMYTa0ENbHOCTb
M MAKCUMAaNbHbIA XapaeHUHT
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Ham Hy}XHa Oblna 6e30NacHOCTb —
Mbl MONE3NN B UMMYTa0ENbHOCTb
M MAKCUMAaNbHbIA XapaeHUHT

Mbl xoTenn sanpeTuTb LWenn Ha Hoay

Mbl XoTenn Kyoep Ha Kenese

Mbl ObINIM FOTOBbI AONUCHIBATD
KOMMOHEHTbI, eCNN NOTPebyeTCH
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[logaeprXKa pasBepTbiBaHNA
Talos Linux

| | | |

B OCHOBHOM J1IOCTYMHbI KaK [lopaepKKa [ToppeprkKa
MCnosb3yeTcH nyoGnnYHbIE, pa3BepPTbiBaHUA pa3BEePTbIBAHUS
0719 TECTOB TaK M YaCTHblE Ha NonynapHbIX Ha }Kenese yepes
oOnakKa cucTemax Sidero u
BUpTYanusaumnu ClusterAPI
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TpeOoBaHMNA K pecypcam And 3anycKa

Minimum Requirements

Role Memory Cores System Disk

Control Plane 2 GIB 2 10 GIiB

Worker 1GIB 1 10 GIiB

Recommended

Role Memory System Disk

Control Plane 4 GIiB 100 GIB

Worker 2 GIB 100 GIiB

*ConocTaBumo C TpedboBaHuaAMU And pa3sepTbiBaHuA k8s

28
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ApxuteKrtypa Talos Linux

3a OCHOBY B3A4Tbl naen nus OS Gentoo
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ApxuteKrtypa Talos Linux
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PacnpocTpaHaeTca KaK caMoA0CTaTOYHbIn 00pa3
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J1na KaXXon HOBOI Bepcum
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ApxuteKrtypa Talos Linux

3a OCHOBY B3A4Tbl naen nus OS Gentoo

PacnpocTpaHaeTca KaK caMoA0CTaTOYHbIn 00pa3

|

J1na KaXXon HOBOI Bepcum
Talos Linux ecTb
noaaeprKKa ToNbKo 3-X
nocnegHux sepcuii k8s

Hanpumep:
OS v1.3->k8sv1.24-1.26

l

O0pas 1 KaxKabli
KOMMOHEHT apXUTEKTYPb
MW3Ha4anbHO NOAMNCAHDI

Cydero Labs

|

Ob6pa3 cobpaH ¢ read-only
doarinoBow cucTemon gnq
oOecneyeHuns
MMMYTabeNbHOCTY
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ApxuteKTtypa Talos Linux

Talos Linux ncnonb3yeT npuHUMN MOAYNbHOCTM:
MOAYN CBA3bIBaOTCA MeKay cobon no gRPCS
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ApxuteKTtypa Talos Linux

Talos Linux ncnonb3yeT npuHUMN MOAYNbHOCTM:
MOAYN CBA3bIBaOTCA MeKay cobon no gRPCS

\

310 obecneynBaerT:

* [[@apaHTMPOBaHHYIO AOCTABKY AAaHHbIX MEXAy MoaynamMmun

* YAO0OHOCTb MOANMUKALIMK UX B3aUMOAENCTBUA OT
BEpCUU K BEPCUn

* BO3MOXHOCTb A0Pa00TKN apXUTEKTYPbI MO, CBOW 3aa4u

36



ApxuteKTtypa Talos Linux

Administrator workstation Control plane node Worker node

kube-
controller-

manager

Kubernetes
component

Sidero Labs cloud




Talos Linux - npoLecchl

-talosctl?2:~/configs$ talosctl service
SERVICE STATE HEALTH  LAST CHANGE
apid Running OK 1283h37m45s
containerd Running OK 1283h37m51s
cri Running OK 1283h37m49s
etcd Running 0K 1283h37Tmd4s
kubelet Running OK 1283h37m42s
machined Running OK 1283h37m52s
trustd Running 0K 1283h37Tm49s
udevd Eunning_ OK 1283h37m51s

ago
ago
ago
ago
ago
ago
ago
ago

LAST EVENT

Health
Health
Health
Health
Health
Health
Health
Health

check
check
check
check
check
check
check
check

successful
successtul
successtul
successful
successtul
successtul
successful
successtul
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Talos Linux - npoLecchl

-talosctl?2:~/configs$ talosctl service

SERVICE STATE HEALTH  LAST CHANGE LAST EVENT

apid Running OK 1283h37m45s ago  Health check successful
containerd Running OK 1283h37m51s ago  Health check successful
cri Running OK 1283h37Tm49s ago  Health check successful
etcd Running 0K 1283h37md44s ago  Health check successful
kubelet Running OK 1283h37Tm42s ago  Health check successful
machined Running OK 1283h37m52s ago  Health check successful
trustd Running 0K 1283h37m49s ago  Health check successful
udevd Eunning_ OK 1283h37m51s ago  Health check successful

-talosctl2:~/configs$ talosctl containers -k
NAMESPACE ID

k8s.1o0 kube-system/cilium—ddoz4

k8s.i0 L kube-system/cilium—ddoz4:apply-sysctl-overwrites

k8s.io0 L kube-system/cilium—-dd9z4:cilium—-agent

k8s.i0 - kube-system/cilium—dd9z4:clean—cilium—state

k8s.1i0 - kube-system/cilium—dd9z4:config

k8s.1i0 - kube-system/cilium—dd9z4:install-cni-binaries

k8s.i0 L kube-system/cilium—-dd9z4 :mount-cgroup

k8s.i0 kube-system/cilium—operator-8549c9f485-drwms

k8s.i0 L kube-system/cilium-operator-8549c9f485—drwms : cilium—operator

k8s.1i0 kube-system/coredns—-fdddbdf46-mlhkg

k8s.1i0 - kube-system/coredns—fdddbdf46-mlhkg: coredns

k8s.10 kube-system/coredns—-fdddbdf46—qléxz

k8s.i0 L kube-system/coredns—-fdddbdf46—qléxz:coredns

k8s.i0 kube-system/kube-apiserver—talos—-master

k8s.1i0 - kube-system/kube-apiserver-talos—-master:kube-apiserver

k8s.1i0 kube-system/kube—controller-manager-talos—-master

k8s.1i0 - kube-system/kube-controller—-manager-talos—master:kube-controller—-manager

k8s.io0 L kube-system/kube-controller-manager—talos—master:kube-controller—-manager

k8s.i0 kube-system/kube-scheduler—talos—-master

k8s.i0 L kube-system/kube-scheduler—talos—-master:kube-scheduler

k8s.1i0 - kube-system/kube-scheduler-talos—-master:kube-scheduler
-talosctl2:~/configs$ talosctl containers

NAMESPACE ID IMAGE PID STATUS

system apid 1584  RUNNING

system trustd 1585  RUNNING



Talos Linux - npoLecchl

-talosctl?2:~/configs$ talosctl service

SERVICE
apid

containerd

cri
etcd
kubelet
machined
trustd
udevd

STATE HEALTH  LAST CHANGE
Running OK 1283h37m45s
Running OK 1283h37m51s
Running OK 1283h37m49s
Running 0K 1283h37Tmd4s
Running OK 1283h37m42s
Running OK 1283h37m52s
Running 0K 1283h37Tm49s
Eunning_ OK 1283h37m51s

-talosctl2:~/configs$ talosctl containers -k

NAMESPACE
k8s.1
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.

NAMESPACE

io
o
o
io
io
io
o
o
io
io
io
io
o
o
io
io
io
o
o
io
io

system
system

ID

kube-system/cilium—ddoz4

L kube-system/cilium—-ddoz4:
L kube-system/cilium—-ddoz4:
- kube-system/cilium—dd9z4:
- kube-system/cilium—dd9z4:
- kube-system/cilium—dd9z4:
L kube-system/cilium—-ddoz4:

cilium-agent
config

mount-cgroup

kube-system/cilium—operator-8549c9f485-drwms

ago
ago
ago
ago
ago
ago
ago
ago

clean—-cilium—-state

LAST EVENT

Health
Health
Health
Health
Health
Health
Health
Health

apply—-sysctl-overwrites

install-cni-binaries

check
check
check
check
check
check
check
check

successful
successtul
successtul
successful
successtul
successtul
successful
successtul

L kube-system/cilium-operator-8549c9f485—drwms : cilium—operator

kube-system/coredns—-fdddbdf46-mlhkg

- kube-system/coredns—fdddbdf46-mlhkg: coredns

kube-system/coredns—-fdddbdf46—qléxz

L kube-system/coredns—-fdddbdf46—qléxz:coredns

kube-system/kube-apiserver—talos—-master

kube-system/kube-apiserver-talos—-master:kube-apiserver
kube-system/kube—controller-manager-talos—-master

kube-system/kube-controller—-manager-talos—master:kube-controller—-manager
L kube-system/kube-controller-manager—talos—master:kube-controller—-manager

kube-system/kube-scheduler—talos—-master

L kube-system/kube-scheduler—talos—-master:kube-scheduler
- kube-system/kube-scheduler-talos—-master:kube-scheduler
-talosctl2:~/configs$ talosctl containers

ID IMAGE PID STATUS
apid 1584  RUNNING
trustd 1565  RUNNING

ubuntu@ubuntu-talosctl2:~/configs$S talosctl health

discovered nodes:

waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting
waiting

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

etcd
etcd
etcd
etcd
etcd
etcd
apid

["16.6.60.152" "18.8.1.86"]
to be healthy:
to be healthy:
members to
members to
members to
members to
to be ready: ...

0K

consistent across nodes:
consistent across nodes: 0K
control plane nodes: ...
control plane nodes: OK

be
be
be
be

apid
all
all

to be ready: OK
nodes memory sizes:
nodes memory sizes:
all nodes disk sizes:
all nodes disk sizes: 0K

kubelet to be healthy: ...

kubelet to be healthy: OK

all nodes to finish boot sequence:
all nodes to finish boot sequence:
all k8s nodes to report:
all k8s nodes to report: 0K

all k8s nodes to report ready: ...

all k8s nodes to report ready: OK

all control plane static pods to be running:
all control plane static pods to be running: OK
all control plane components to be ready:
all control plane components to be ready:
kube-proxy to report ready:
kube-proxy to report ready:
coredns to report ready: ...
coredns to report ready: OK
all k8s nodes to report schedulable: ...
all k8s nodes to repnrt-ﬁchedulable: OK

OK

OK

OK

SKIP
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Talos Linux — pasgenbl

EFI

XPpaHUT 3arpys3o4Hble
naHHble EFI
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Talos Linux — pasgenbl

EFI BIOS

XPpaHUT 3arpys3o4Hble lcnonb3yeTca and ctaguu
naHHble EF 3arpys3ku Grub

BOOT

lcnonb3yeTcAa 3arpy3umnkom,
XPaHuT initramfs u aapo
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Talos Linux — pasgenbl

EFI

XPpaHUT 3arpys3o4Hble
naHHble EFI

META

XPaHUT MeTagaHHblIe
Hoabl Talos Linux,
Hanpumep |ID Hoabl

BIOS

lcnonb3yeTca and ctaguu
3arpys3ku Grub

BOOT

lcnonb3yeTcAa 3arpy3umnkom,
XPaHuT initramfs u aapo
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Talos Linux — pasgenbl

EFI

XPpaHUT 3arpys3o4Hble
naHHble EFI

META

XPaHUT MeTagaHHblIe
Hoabl Talos Linux,
Hanpumep |ID Hoabl

BIOS

lcnonb3yeTca and ctaguu
3arpys3ku Grub

STATE

XPaHUT HACTPOWKN MaLUUHbI,
MHJoopmayuo and
onpeaeneHna ponu MmawmnHbl B
KnacTtepe n KubeSpan info

BOOT

lcnonb3yeTcAa 3arpy3umnkom,
XPaHuT initramfs u aapo
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Talos Linux — pasgenbl

EFI BIOS BOOT

XPaHUT 3arpy3oyHble lcnonb3yeTca anda ctagum Icnonb3yeTca 3arpy3umkom,
naHHble EFI 3arpys3ku Grub XPaHUT initramfs n 44p0

META STATE EPHEMERAL

XPaHUT MeTagaHHble XPaHUT HAaCTPOMKN MaLLNHBbI, XpaHUT BPEMEHHY!O

Hoabl Talos Linux, MHJOPMaLMIO A1 MHPOPMaLMio,

Hanpumep |D Hoabl onpeaeneHnda ponu MmalmnHbl B CMOHTUPOBAaHHY0 B /var,
KnacTtepe n KubeSpan info Harnpumep gaHHblE

CO34aHHOIo KnacTtepa
46



Talos Linux — pabota ¢ thaiinoBoin CUCTEMOIA
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Talos Linux — pabota ¢ thaiinoBoin CUCTEMOIA

read-only

|

J1na BCcero Kpome
[system u |var
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Talos Linux — pabota ¢ thaiinoBoin CUCTEMOIA

read-only

J1nq BCero Kpome TmpFS -
[system u |var KoHdourypaumusg OS
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Talos Linux — pabota ¢ thaiinoBoin CUCTEMOIA

read-only

|

| |

J1na Bcero Kpome TmpFS - OverlayFS -
[system u |var KoHdourypaumusg OS HacTpoinku k8s
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Talos Linux — cpannoBada cuctema

ubuntu@ubuntu—talosctl2: 5 talosctl cat fetc/os-release

NAME="Talos"

ID=talos

VERSION_ID=v1.3.7

PRETTY_NAME="Talos (v1.3.7)"

HOME_URL="https://www.talos.dev/"
BUG_REPORT_URL="https://github.com/siderolabs/talos/issues"
ubuntu@ubuntu-talosctl2: $ talosctl cat fetc/machine—id ; echo
ab3f67b6dT7TT7Ta231410f6284a7534d4d9

o1



Talos Linux — cpannoBada cuctema

ubuntu@ubuntu—talosctl2: S talosctl cat fetc/os-release

NAME="Talos"

ID=talos

VERSION_ID=v1.3.7

PRETTY_NAME="Talos (v1.3.7)"

HOME_URL="https://www.talos.dev/"
BUG_REPORT_URL="https://github.com/siderolabs/talos/issues"
ubuntu@ubuntu-talosctl2: S talosctl cat /etc/machine—id ; echo
ab3f67b6dTT7Ta231410f6284a7534d4d9

—talosctl2: S talosctl 1s fsystem/state/
NAME

config.yaml
node—identity.yaml
platform—network.yaml

—talosctl2: S talosctl 1s fsystem/config/
NAME
kubernetes

—talosctl2: S talosctl 1s fsystem/config/kubernetes/kube-apiserver
NAME

admission—-control-config.yaml
auditpolicy.yaml



Talos Linux — cpannoBada cuctema

ubuntu@ubuntu—talosctl2: S talosctl cat fetc/os-release

NAME="Talos"

ID=talos

VERSION_ID=v1.3.7

PRETTY_NAME="Talos (v1.3.7)"

HOME_URL="https://www.talos.dev/"
BUG_REPORT_URL="https://github.com/siderolabs/talos/issues"
ubuntu@ubuntu-talosctl2: S talosctl cat /etc/machine—id ; echo
ab3f67b6dTT7Ta231410f6284a7534d4d9

—talosctl2: S talosctl 1s fsystem/state/
NAME

config.yaml
adoaddondiriiygd vaml

platform—network.yaml
—talosctl2: S talosctl 1s fsystem/config/

NAME

kubernetes
—talosctl2: S talosctl 1s fsystem/config/kubernetes/kube-apiserver

NAME

admission—-control-config.yaml
auditpolicy.yaml



Talos Linux — cpannoBada cuctema

ubuntu@ubuntu-talosctl2: S talosctl cat fetc/os-release
NAME="Talos"

ID=talos

VERSION_ID=v1.3.7

PRETTY_NAME="Talos (v1.3.7)"

HOME_URL="https://www.talos.dev/"
BUG_REPORT_URL="https://github.com/siderolabs/talos/issues"
ubuntu@ubuntu-talosctl2: S talosctl cat /etc/machine—id ; echo
ab3f67b6dTT7Ta231410f6284a7534d4d9

—talosctl2: S talosctl 1s fsystem/state/
NAME

config.yaml
node—identity.yaml
platform—network.yaml

—talosctl2: S talosctl 1s fsystem/config/
NAME
kubernetes

—talosctl2: S talosctl 1s fsystem/config/kubernetes/kube-apiserver
NAME

admission—-control-config.yaml
auditpolicy.yaml

-r -r

-talosctl2: S talosctl 1s /fvar/system/overlays
NAME
etc—cni—-diff
etc—cni—workdir
etc-kubernetes—-diff
etc-kubernetes—workdir
opt—diff
opt—workdir
usr—etc—udev-diff
usr—etc—udev—workdir
usr-Libexec-kubernetes—diff
usr-Libexec-kubernetes—workdir
-talosctl2: S talosctl 1s fvar/log
NAME
audit
containers
pods
-talosctl2: 5 talosctl 1s /var/run
NAME
cilium
lock
netns

o4



Talos Linux — cpannoBada cuctema

ubuntu@ubuntu-talosctl2: S talosctl cat fetc/os-release

NAME="Talos"

ID=talos

VERSION_ID=v1.3.7

PRETTY_NAME="Talos (v1.3.7)"

HOME_URL="https://www.talos.dev/"
BUG_REPORT_URL="https://github.com/siderolabs/talos/issues"
ubuntu@ubuntu-talosctl2: S talosctl cat /etc/machine—id ; echo
ab3f67b6dTT7Ta231410f6284a7534d4d9

—talosctl2: S talosctl 1s fsystem/state/
NAME

config.yaml
node—identity.yaml
platform—network.yaml

—talosctl2: S talosctl 1s fsystem/config/
NAME
kubernetes

—talosctl2: S talosctl 1s fsystem/config/kubernetes/kube-apiserver
NAME

admission—-control-config.yaml
auditpolicy.yaml

-r -r

—talnac%li:
NAME

etc—cni—-diff
etc—cni—workdir

S talosctl 1s /fvar/system/overlays

etc—kubernetes—diff
etc-kubernetes—workdir

opt—diff

opt—workdir
usr—etc—udev-diff
usr—etc—udev—workdir
usr-Libexec-kubernetes—diff
usr—-Libexec-kubernetes—workdir

audit
containers
pods

-talosctl2:
NAME

cilium
lock
netns

5 talosctl 1s /var/run

25



Talos Linux = logs

talosctl?2:~/configss talosctl 1s /var/log/audit/kube
NAME

kube-apiserver-2023-06-05T00-84-39.111. log
kube—-apiserver-2023-06—-05T02-34-24.669. log
kube-apiserver-2023-06-05T95-84-11.017. log
kube-apiserver-2023-06-05T07-33-56.064. log
kube—-apiserver-2023-06-05710-83-46.692. log
kube-apiserver-2023-06-05T12-33-27.606. log
kube-apiserver-2023-06—-05T15-83-06.783. log
kube—apiserver-2023-06-05T17-32-57.132. log
kube-apiserver-2023-06-05720-82-32.592. log
kube-apiserver-2023-06-05722-32-22.112. log
kube-apiserver. log
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o
[alos Linux — logs
talosctl2:~/configs$ talosctl 1s /var/log/containers

talosctl?2:~/configss talosctl 1s /var/log/audit/kube NAME
NAME

cilium—dd9z4_kube—system_apply—-sysctl-overwrites—-fdab64e591b4856235ed4b8b61743bc726feScfb2650800b7a931b666888c3890. log

- cilium—dd9z4_kube-system_cilium—-agent-c22a82044ffe9T86bOb8387412590b8b93dbcd9012at9ecocdche25clad50c84. Log
kube— EP'I server—2022-06—-05T00-A4-29.111. ]_Bg C'! 1_'! um—-dd9z4_ku be—system_clear:n—m Lium-state-e3666cc5bcdl31c7220ac46837737c32325b852befd59422475798TbB1F31cf6. Log
b ) T 1 cilium—dd9z4_kube—system_config-e29bb79872f1e551dd50662 fdede2bb1965dca6b@9aa9fbcaafe3b7a7937ceas3. log
kube—-apiserver-2023-06—-05T02-34-24.669. log cilium-dd9z4_kube-system_install-cni-binaries-b3de9dd95c016ea566Teeb6513ef009684a617e94das35cb032281 446121803, log
u . i - T - oA cilium—dd9z4_kube-system_mount-cgroup-20a3flbd546ca2eB82e426b4922e2190a0T4d3cl4ffa62ddbdas5de9e580c1324. log
kube <[ phlei= e 2023-06-65T05-04-11.017. 1Dg cilium—operator-8549c9f485-drwms_kube-system_cilium—operator-55429d412a448366ee890b9127f45c60bde4efb8e543Tebec5255d098bafa7ff. Log
ku hE—E"_‘H server—2023-06—-85T87-33-56.064. ]_[:rg coredns—fdddbdf46-mlhkg_kube-system_coredns-bc5fab352b85b12d8c01ecT8fo9efd713bbd2417effcda64442414T505386800e. log
- coredns—fdddbdf46—qlé6xz_kube—system_coredns-6198cb31bfe08a42db7b897d7de6be88d4144cbbdascco9b8134041914df53318. Llog
kl..l hE EP'I server—-2023-06 E'ETJ'E' 03-46.692. ]_ﬂg kube—apiserver—talos—master_kube-system_kube-apiserver—81172e28c047cbcffd219436b82fe2ac43703dfdea®bblebT426T48b527bA019. 1o
P ¥ P g
ku he—ap'i server—-2022-06-05T12-332-27.606. 'I_U.g kube-controller-manager—talos—master_kube-system_kube-controller-manager—-2dbl44e3883d30d1fbb3995ed87d3483dabce734a2d8f8dead3df8be5e60ab47. log
. kube-controller-manager—-talos—master_kube-system_kube-controller-manager—-81534e1937b232d4c1d4b567c333ecf9d178abec85e87aad784a8a82287d770c. Log
kube-apiserver-2023-06-05115-03-06.783. log kube-scheduler—talos-master_kube-system_kube-scheduler—34395c3f49b07d246e64b39e392a5c4bd5797219355a5b09464d87d654c F8d4f . Log
kube— EP'I sarver—-2022-e6-05T17-22-57.132. -I.El'g kube-scheduler-talos-master_kube-system_kube-scheduler-96e58ef@edb368ceaT8365c28470e7145c6e65e842d27609c27625d58489ddd4 . Log

kube-apiserver-2023-06-05720-82-32.592. log
kube-apiserver-2023-06-05722-32-22.112. log
kube-apiserver. log

S/



Talos Linux = logs

talosctl2:~/configs$ talosctl 1s /var/log/containers

talosctl?2:~/configss talosctl 1s /var/log/audit/kube NAME
NAME :
cilium—dd9z4_kube—system_apply—-sysctl-overwrites—-fdab64e591b4856235ed4b8b61743bc726feScfb2650800b7a931b666888c3890. log
- cilium—dd9z4_kube-system_cilium—-agent-c22a82044ffe9T86bOb8387412590b8b93dbcd9012at9ecocdche25clad50c84. Log
kube— Ep'l server—2022-a6—-05Te-A4-29.111 ]_ﬂg cilium—dd9z4_kube-system_clean—cilium-state-e3666cc5bcd131c7220ac46837737c32325b052befd59422475798Tb01131cf6. Log
) ) ) cilium—dd9z4_kube—system_config-e29bb79872f1e551dd50662 fdede2bb1965dca6b@9aa9fbcaafe3b7a7937ceas3. log
kube—-apiserver-2023-06—-05T02-34-24.669. log cilium-ddoz4_kube-system_install-cni-binaries-b3deoddo5ce16ea5667eeb6513efo09684a617e94dag35chb03228fF446121803. log
u . i - T - oA cilium—dd9z4_kube-system_mount-cgroup-20a3flbd546ca2eB82e426b4922e2190a0T4d3cl4ffa62ddbdas5de9e580c1324. log
kube <[ phlei= e 2023-06-65T05-04-11.017. 1ﬂg cilium—operator-8549c9f485-drwms_kube-system_cilium—operator-55429d412a448366ee890b9127f45c60bde4efb8e543Tebec5255d098bafa7ff. Log
kuhe—ap1 server—2023-06—-85T87-33-56.064. ]_[:rg coredns—fdddbdf46-mlhkg_kube-system_coredns-bc5fab352b85b12d8c01ecT8fo9efd713bbd2417effcda64442414T505386800e. log
. - . e o coredns—fdddbdf46—qlé6xz_kube—system_coredns-6198cb31bfe08a42db7b897d7de6be88d4144cbbdascco9b8134041914df53318. Llog
kube apiserver 2023-06-05718-82-46.602. ].Ug kube-apiserver—-talos—master_kube-system_kube-apiserver—-81172e280c947cbcfdd219436b82fe2ac43703dfdeadbbl6b7426f40b527b0919. Log
kuhe—ap'i server—-2022-06-05T12-332-27.606. 'I_n.g kube-controller-manager—talos—master_kube-system_kube-controller-manager—-2dbl44e3883d30d1fbb3995ed87d3483dabce734a2d8f8dead3df8be5e60ab47. log
. kube-controller-manager—-talos—master_kube-system_kube-controller-manager—-81534e1937b232d4c1d4b567c333ecf9d178abec85e87aad784a8a82287d770c. Log
kube-apiserver-2023-06-05115-03-06.783. log kube-scheduler—talos-master_kube-system_kube-scheduler—34395c3f49b07d246e64b39e392a5c4bd5797219355a5b09464d87d654c F8d4f . Log
kube— Ep'l sarver—-2022-e6-05T17-22-57.132. 1ﬂg kube-scheduler-talos-master_kube-system_kube-scheduler-96e58ef@edb368ceaT8365c28470e7145c6e65e842d27609c27625d58489ddd4 . Log

kube-apiserver-2023-06-05720-82-32.592. log
kube-apiserver-2023-06-05722-32-22.112. log
kube-apiserver. log

i—talosctl2:~/configs$S talosctl dmesg

. kern: notice: [2023-04-13T11:09:23.3436451164]: Linux version 5.15.106-talos (@buildkitsandbox) (gcc (GCC) 12.2.0, GNU 1d (GNU Binutils) 2.39) #1 SMP Wed Apr 5 15:23:01 UTC 2023
. kern: info: [2023-84-13T11:09:23.3436451167]: Command Line: BOOT_IMAGE=/A/vmlinuz talos.platform=openstack console=ttyl console=tty50 init_on_alloc=1 slab_nomerge pti=on console
. kern: info: [2023-04-13T11:09:23.3436451167]: x86/fpu: Supporting XSAVE feature @x@0l: 'xB7 floating point registers'

. kern: info: [2023-84-13T11:09:23.3436451167]: x86/fpu: Supporting XSAVE feature 0x002: 'SSE registers'

. kern: info: [2023-04-13T11:09:23.3436451167]: x86/fpu: Supporting XSAVE feature oxoe4: 'AVX registers'

. kern: info: [2023-04-13T11:09:23.3436451167]: x86/fpu: Supporting XSAVE feature 0x026: 'AVX-512 opmask'

. kern: info: [2023-04-13T11:09:23.3436451167]: x86/fpu: Supporting XSAVE feature 0x040: 'AVX-512 Hi256'

. kern: info: [2023-84-13T11:09:23.3436451167]: x86/fpu: Supporting XSAVE feature ox086: 'AVX-512 /MM_Hi256'

. kern: info: [2023-04-13T11:09:23.3436451167]: x86/fpu: Supporting XSAVE feature 0x200: 'Protection Keys User registers'

. kern: info: [2023-84-13T11:09:23.3436451167]: x86/fpu: xstate_offset[2]: 576, xstate_sizes[2]: 256

. kern: info: [2023-04-13T11:09:23.3436451167]: x86/fpu: xstate_offset[5]: 832, xstate_sizes[5]: 64

n - _ [ & L - om T . - . s . Fo O B e BB B o @ - [ = B Fae="1 . o Fa="1 . -
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Talos Linux - Dashboard

talos-master (v1.3.7): uptime 1283h32m55s, 2 cores, 34 procs

CcPU CPU
| 2.7% User 2.8% Mice 8.6%
MEM System ©.7% IRQ 0.0%
[ 26. 1% Idle  97.3% Iowait ©.8%
Steal 0.0% Ctx5Sw 16.5k

CPU USER/SYSTEM

.

[
"
B

sas

maes maws vaen
aun waws sasn
BaEE BasE BEER Bans

Lo
saus

e
sass

B RESE BESE BESE BAEE BEER ARER 3
naen

T

an nas
s sas
+H

* e
was

s aaan

saws nann

Eoasas s

NET PID S CPU% MEM?%
RX

1603 S 1.0 2.8

4858 S 0.7 2.9

1458 S 0.7 1.6

1596 S 0.7 3.3

644 S 0.7 1.2

6162 S 0.3 1.2

5224 S 0.3 2.7

3967 S 0.0 0.2

4198 S 0.0 0.2

X 1549 S 0.0 0.3

1585 S 0.0 1.8

3360 S 0.0 0.3

3380 S 0.0 0.0

3521 S 0.0 0.2

3541 S 0.0 0.0

1 S 0.0 3.1

3986 S 0.0 0.0

1584 S 0.0 2.2

1473 S 0.0 0.2

4893 S 0.0 1.5

DISK 1574 S 0.0 0.3

READ 4228 S 0.0 0.0

4788 S 0.0 0.3

4808 S 0.0 0.0

4832 S 0.0 0.3

4871 S 0.0 0.0

4919 S 0.0 1.7

673 S 0.0 0.2

5762 S 0.0 0.1

6063 S 0.0 0.2

WRITE 6082 S 0.0 0.0

6125 S 0.0 1.2

666 S 0.0 0.0

LOAD PROCS MEMORY

1 min 9.82 Created 0.0 Total 4.1 GB Buffers 4.1 MB

5 min .68 Running 9 Used 1.1 GB Cache 2.3 GB

15 min ©.08 Blocked ] Free 680 MB Avail 3.9 GB

Shared 54 MB
MEM USED LOAD AVG GBsec
VIRT RES TIME+ THR COMMAND

1.7 GB 114 MB 132h23m53s 12 Jusr/local/bin/kubelet —-bootstrap-kubeconfig=/etc/kubernetes/bootstrap-kubeconfig --cert-dir=/var/Lib/kubelet/pki -—config=/etc/kubernetes/kubelet.yaml --containe..
854 MB 117 MB gh17ml4ds 6 Jusr/local/bin/kube-controller-manager ——use-service-account-credentials ——allocate-node-cidrs=true ——authentication—kubeconfig=/system/secrets/kubernetes/kube-con..
T899 MB 67 MB 3h55m25s 12 /binfcontainerd ——address frunfcontainerd/containerd.sock --config /etc/cri/containerd.toml
12 GB 134 MB 15hlem3es 10 fusrflocal/bin/etcd ——advertise-client-urls=https://10.102.10.10:2379 ——auto-tls=false ——cert-file=/system/secrets/etcd/server.crt ——client-cert-auth=true —-data-d..
785 MB 49 MB 11h56m9s 9 /binfcontainerd -—address fsystem/run/containerd/containerd.sock —--state /system/run/containerd —--root /system/var/lib/containerd
781 MB 48 MB 1h4m38s 11 jcoredns —conf fetc/coredns/Corefile
825 MB 189 MB 4h15m59s 13 Jusr/bin/cilium-agent ——config-dir=/tmp/cilium/config-map
738 MB 9.5 MB 15ml8s 12 /bin/containerd-shim-runc—v2 -namespace k8s.io —id d3ed7fcdsd3d8feofa333fcd6e5a2e7306a38afe6ec4eT2df55c8cBeaclc48a6 —address frunfcontainerd/containerd.sock
738 MB 9.5 MB 15m7s 13 /binf/containerd-shim-runc—v2 -namespace k8s.io —id 44c380elclefbe2fTcT7fd775T3cc76d9c45T518b31T121345e1b2b72922ed91fc —address /frunfcontainerd/containerd.sock
738 MB 18 MB 9mls 12 /bin/containerd-shim-runc—v2 -namespace system —id etcd -address /run/containerd/containerd.sock
825 MB 74 MB 18m50s 9 Jtrustd
T38 MB 11 MB 15m3s 12 /bin/containerd-shim-runc-v2 -namespace k8s.io —id 7a927ce7a%a091983f3f9abb7e315af5d4afad454a8d12T68c0605aa802c9ece —address /frunfcontainerd/containerd.sock
995 kB 4.1 kB as 1 /[pause
738 MB 9.4 MB 14m57s 13 /bin/containerd-shim-runc—v2 -namespace k8s.io —id 562ae615b6b84acf423cf7abaac3f7cfdbdf8fe7d5edd884ddeed54e67cbeae8 —address /run/containerd/containerd.sock
995 kB 4.1 kB Bs 1 /pause
827 MB 127 MB 1h15m55s 12 fsbinfinit
995 kB 4.1 kB as 1 /[pause
826 MB 92 MB 18m44s 9 Japid --enable-rbac —-enable-ext-key-usage-check
738 MB 9.6 MB Tmdls 12 /bin/containerd-shim-runc—v2 -namespace system —id trustd -address /system/run/containerd/containerd.sock
784 MB 59 MB 2h13mads 10 Jusr/local/bin/kube-scheduler —authentication-kubeconfig=/system/secrets/kubernetes/kube-scheduler/kubeconfig ——authentication-tolerate-lookup—failure=false ——aut.
738 MB 10 MB TmaTs 12 /binf/containerd-shim-runc—v2 -namespace system —id kubelet -address /run/containerd/containerd.sock
995 kB 4.1 kB as 1 [pause
738 MB 11 MB 16m27s 14 /bin/containerd-shim-runc—v2 —-namespace k8s.io —id 5b8443b6b54e7666791f0aec8d6402c129f71fafodld4e54a%8ce587dabfefefd —address /run/containerd/containerd.sock
995 kB 4.1 kB Bs 1 /pause
738 MB 11 MB 15m22s 132 /bin/containerd-shim-runc-v2 -namespace k8s.io —id 7753a50b%940c4afa645a37b8711fe32el17c812c1401d68ecl12521799b4abb%e8d —address /frunfcontainerd/containerd.sock
995 kB 4.1 kB as 1 /[pause
808 MB 79 MB 1h41m21s 9 Jusr/bin/cilium-operator-generic —config-dir=/tmp/cilium/config-map —-debug=false
738 MB 16 MB 8m25s 12 /bin/containerd-shim-runc—v2 -namespace system —id apid -address /system/run/containerd/containerd.sock
732 MB 5.8 MB 1m29s 9 Jusr/bin/cilium-health-responder —Llisten 4240 ——pidfile fvar/run/cilium/state/health-endpoint.pid
738 MB 10 MB 15mas 12 /bin/containerd-shim-runc—v2 -namespace k8s.io —id 82bffaaaal481bde6891972986ded53el7f8b454T06aef11949196T2f5elabod —address /frun/containerd/containerd.sock
995 kB 4.1 kB as 1 [pause
781 MB 48 MB 1h6m20s 11 jcoredns —-conf fetc/coredns/Corefile
1.5 MB 1.1 MB 8s 1 /sbinfudevd ——resolve—names=never
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XapaeHuHr Talos Linux
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XapaAeHWHr

01

Pa3BepTbiBaHWE BCEX MaLLWH
¢ Talos Linux gomKHO oCyLLEeCTBNATbLCA

TOJIbKO C NOAKOHTPOMNbHbIX CEPBEPOB.

KOHTPOb NepumMeTpa

YMeEHbLLUEeHNEe NOBEPXHOCTU aTaKu

JIoCcTyn TOJIbKO Y MUHUMANbHOIO
KonnyecTtBa aaMUHUCTPATOPOB
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XapaAeHWHr

Bknodyaem RBAC, noaBndaeTcH
BO3MOHOCTb NOHU3UTb NPaBa
noaknyeHma K apid

02

apid nonkeH 3anyckaTbea ¢ BKntoyaem npoBepPKY Kto4a

napameTpamu:

--enable-rbac

--enable-ext-key-usage-check Bcerga npoBepdaem napameTpbl

3anycKa apid
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XapaAeHWHr

npu NoaKn4YeHnu K apid

03

[Tpun BKNtoyeHHom --enable-rbac

JlocTyn 1O MOHUTOPWHra
PEeKoOMeHayeTCcd BblaaBaTh C
NMOHUKEHHbIMK NMpaBamMu,

nna apid ponb admin gomkHa ObITb Hanpumep ¢ Ponblo user

MUHUMWU3NPOBAHA.

Bcerpa npoBepdaem KOMy Mbl
Bblganu ponb admin

[TOHMKaeM npaBa noib30BaTeENEN
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XapaAeHWHr

Youpaem ¢ PROD oKpyKeHud
BO3MOXHOCTb NOSyYEHUSA
sensitive nHpopmaumum o pabdoTe
HoAabl Talos Linux

04

Pexxnm otnagkm B PROD oKpyKeHun

NOKEH ObITb OTKJIHOYEH:

IHorga gnda Bocnpon3BeaeHund
Kelica Hy»eH debug B PROD.

OH MOeT ObITb BblJaH Ha BpeM4,
HO ANg 9TOro noTpeodyeTcH
nepesanycK HoAbl!

[TOMHUTE 00 3TOM!

debug: false



XapaAeHWHr

05

PaboTa c cepTudnKkaTtammn

.machine.ca - cBo/
cepTugumnkat Ha ocHoBe CA
cepTudouKkaTa KoMmnaHun
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XapaeHWHr .machine.ca - cBoi

cepTugumnkat Ha ocHoBe CA
cepTudouKkaTa KoMmnaHun

CepTucbukatol Knactepa k8s ana
cekuunn .cluster.ca gomKHbI ObITb
OT/IU4YHbLI OT .machine.ca

05

PaboTa c cepTudnKkaTtammn
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XapaeHWHr .machine.ca - cBoi

cepTugumnkat Ha ocHoBe CA
cepTudouKkaTa KoMmnaHun

CepTucbukatol Knactepa k8s ana
cekuunn .cluster.ca gomKHbI ObITb
OT/IU4YHbLI OT .machine.ca

05

PaboTa ¢ cepTupmnKaTamm Ce|OTI/IO|OI/IKaTbI NONKHbI

reHepupoBaTbCA Ha CTONKUX
anropuTmax LmepoBaHua
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XapaeHWHr .machine.ca - cBoi

cepTugumnkat Ha ocHoBe CA
cepTudouKkaTa KoMmnaHun

CepTucbukatol Knactepa k8s ana
cekuunn .cluster.ca gomKHbI ObITb
OT/IU4YHbLI OT .machine.ca

05

PaboTa ¢ cepTupmnKaTamm Ce|OTI/IO|OI/IKaTbI NONKHbI

reHepupoBaTbCA Ha CTONKUX
anropuTmax LmepoBaHua

Ha Kaxayo Hoay A0NXKeEH ObITb
no6asneH Certificate Authority
KomMnaHuu (B ngeane — 3ameHeH)
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XapaeHWHr .machine.ca - cBoi

cepTugumnkat Ha ocHoBe CA
cepTudouKkaTa KoMmnaHun

CepTucbukatol Knactepa k8s ana
cekuunn .cluster.ca gomKHbI ObITb
OT/IU4YHbLI OT .machine.ca

05

PaboTa ¢ cepTupmnKaTamm Ce|OTI/IO|OI/IKaTbI NONKHbI

reHepupoBaTbCA Ha CTONKUX
anropuTmax LmepoBaHua

Ha Kaxayo Hoay A0NXKeEH ObITb
no6asneH Certificate Authority
KomMnaHuu (B ngeane — 3ameHeH)

Ha KaxXablii KnacTep HYXeH

CBOW Ny CEPTUPUKATOB
69



Talos system extensions

Talos system extension — 3TO KACTOMHO-COHBPAHHbIN KOHTENHEPHbIN 06pa3,
pPaCLINPALWNA BO3MOXXHOCTK Talos Linux
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Talos system extensions

Talos system extension — 3TO KACTOMHO-COHBPAHHbIN KOHTENHEPHbIN 06pa3,
pPaCINPAKLWNN BO3MOXHOCTK Talos Linux

Y Hero:

- onpefeneHHas CTpyKTypa ANPEKTOPUN, MOTOMY UTO ByaeT HanoXeHne Ha root MannoBy CUCTEMY;
- num aKTUBUPYIOTCA TONMbKO B NpoLecce yCTAaHOBKU NN OBHOBTEHNSI CUCTEMDI;

- nocne 3aBepLieHNa YCTAHOBKMK Bcex extensions dhannoBas cmcrema root 6yaet ummyTtabenbHa (read-only)
- https://github.com/siderolabs/extensions — onucaHue padboTbl C CUCTEMHbIMU paclunpeHnamm Talos Linux
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https://github.com/siderolabs/extensions

Talos system extensions

Talos system extension — 3TO KACTOMHO-COHBPAHHbIN KOHTENHEPHbIN 06pa3,
pPaCINPAKLWNN BO3MOXHOCTK Talos Linux

Y Hero:

- onpefeneHHas CTpyKTypa ANPEKTOPUN, MOTOMY UTO ByaeT HanoXeHne Ha root MannoBy CUCTEMY;
- num aKTUBUPYIOTCA TONMbKO B NpoLecce yCTAaHOBKU NN OBHOBTEHNSI CUCTEMDI;

- nocne 3aBepLieHNa YCTAHOBKMK Bcex extensions dhannoBas cmcrema root 6yaet ummyTtabenbHa (read-only)
- https://github.com/siderolabs/extensions — onucaHue padboTbl C CUCTEMHbIMU paclunpeHnamm Talos Linux

machine:
install:
extensions:
- image: ghcr.io/siderolabs/gvisor:33f613e
- image: ghcr.io/siderolabs/nvidia-open-gpu-kernel-modules:530.41.03-v1.4.5
- image: ghcr.io/siderolabs/nvidia-container-toolkit:v1.5.0-alpha.0
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https://github.com/siderolabs/extensions

Talos Extensions - npumepbl

Container Runtimes

MName Image Description Version Format

gvisor = ghcr.io/siderolabs/gvisor = gVisor container runtime upstream version - talos versi

Firmware

Name Image Description Version Format
amd-ucode | ghcrio/siderolabs, AMD CPU microcode updates linux firmware version
i915-ucode | ghcr.io/fsiderolabs/i915-ucode Intel GPU firmware linux firmware version
bnx2-bnx2x = ghcrio/siderolabs/bnx2-bnx2x =~ Broadcom NetXtreme firmware linux firmware version

intel-ucode = ghcr.io/siderolabs/intel-ucode = Intel CPU microcode updates upstream version

Drivers

Name Image Description Version Format

o .- , Driver for Google Coral gasket driver upstream :
ghcr.io/siderolabs/gasket-driver i , - .
PCle devices commit - talos version

ghcr.io/siderclabs/nvidia-o pen-gpu- e nvidia driver upstream
- } MNVIDIA OSS Dniver

kernel-modules

* Bece paclumpeHus ot Sidero Labs moxHo HainTu Ha ghcr.io registry
+ https://github.com/siderolabs/extensions



https://github.com/orgs/siderolabs/packages?tab=packages&q=repo%3Asiderolabs%2Fextensions

Talos Extensions - npumepbl

Storage

Mame

S
iscsi-tools

drbd disabled

Power

MName

Image Description Version Format

ghcr.io/siderolabs/iscsi-tools Open i5CSl tools

ghcr.io/siderolabs/drbd DRBD driver module

Image Description

nut- ghcr.io/siderolabs/nut- Network UPS Tools upsmon

client client client

NVIDIA GPU

MName Description

Tools to run NVIDIA GPU workloads in

nvidia-container-toolkit

nvidia-fabricmanager

nvidia-open-gpu-kernel-

modules

containers

NVIDIA fabric manager support for GPU

WO |-::'_ | Od Cl 5

NVIDIA driver kernel modules

* Bece paclmpeHus oT Sidero Labs MoXHO HanTu Ha ghcr.io registry

+ https://github.com/siderolabs/extensions

Version Format

upstream version - talos

version

Version Format

ion - toolkit



https://github.com/orgs/siderolabs/packages?tab=packages&q=repo%3Asiderolabs%2Fextensions

besonacHocTb Talos Extensions

06

Bce HOBble caMONMCHbIE Moaynu angd
Talos Linux gonHbl NOAKMOYATLCA C

cornacoBaHuem KomaHabl Ub.
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besonacHocTb Talos Extensions

06

Bce HOBble caMONMCHbIE Moaynu angd
Talos Linux gonHbl NOAKMOYATLCA C

cornacoBaHuem KomaHabl Ub.

[1logKntoyaemble pacLlnpeHnd
paboTatoT B privileged pexume
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besonacHocTb Talos Extensions

[1logKntoyaemble pacLlnpeHnd
paboTatoT B privileged pexume

06

Bce HOBble caMONMCHbIE Moaynu angd

OHM no¥atca HOBbIM C/TOEM NPU
YCTaHOBKE CUCTEMbI Ha (painnoBYyIO

cuctemy B Jroot
Talos Linux gonHbl NOAKMOYATLCA C

cornacoBaHuem KomaHabl Ub.
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besonacHocTb Talos Extensions

[1logKntoyaemble pacLlnpeHnd
paboTatoT B privileged pexume

06

Bce HOBble caMONMCHbIE Moaynu angd

OHM no¥atca HOBbIM C/TOEM NPU
YCTaHOBKE CUCTEMbI Ha (painnoBYyIO

cuctemy B Jroot
Talos Linux gonHbl NOAKMOYATLCA C

Ila, Jroot nocne yCTaHOBKU
oyneT MMMyTabenbHa,
HO domya yrKe fobdaBneHa

cornacoBaHuem KomaHabl Ub.
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besonacHocTb Talos Extensions

[1logKntoyaemble pacLlnpeHnd
paboTatoT B privileged pexume

06

Bce HOBble caMONMCHbIE Moaynu angd

OHM no¥atca HOBbIM C/TOEM NPU
YCTaHOBKE CUCTEMbI Ha (painnoBYyIO

cuctemy B Jroot
Talos Linux gonHbl NOAKMOYATLCA C

Ila, Jroot nocne yCTaHOBKU
oyneT MMMyTabenbHa,
HO domya yrKe fobdaBneHa

cornacoBaHuem KomaHabl Ub.

Banupauuu noanucu HOBOro
pacLUnpeHnda no yMmoa4yaHuto
B Talos Linux HeT!



besonacHocTb Talos Extensions

[1logKntoyaemble pacLlnpeHnd
paboTatoT B privileged pexume

06

Bce HOBble caMONMCHbIE Moaynu angd

OHM no¥atca HOBbIM C/TOEM NPU
YCTaHOBKE CUCTEMbI Ha (painnoBYyIO

cuctemy B Jroot
Talos Linux gonHbl NOAKMOYATLCA C

Ila, Jroot nocne yCTaHOBKU
oyneT MMMyTabenbHa,
HO domya yrKe fobdaBneHa

cornacoBaHuem KomaHabl Ub.

BbiBOA:
Komanpon b aomKeH ObITb OpraHu30BaH
NPOLLECC aHaNM3a CUCTEMHbIX PACLUMPEHNIA Banuaauum noanncu HOBOro
Talos Linux gns obecrneyeHns KOHTPONS pacwnpeHnda No yMmoJlHaHuIo

0e30MacHOCTY 9KOCUCTEMHOI MHAPPACTPYKTYPbI. B Talos Linux HeT!
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CpaBHeHue Talos Linux ¢ apyrumu OS

31



CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iIMMmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NakeTHbIMU MEHEAKEPAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JINHaMKn4eCcKu 3arpyxaembie Moaynu
KopHeBaa gnpeKkTopua ¢ npaBamMmu Ha 3anuchb
ABTOMaTU4yecKmne odbHoBnexHus (A-B)

MHoroypoBHeBasa nsonauusa padoTbl k8s

HET

na

Ubuntu

~1.8Gb

HET

na

na

na

Aad

HET

HET

Aad

na

Flatcar

353Mb

HET

na/HeT

na

na

Aad

na

HET

Talos Linux

Aad

na

78,3Mb

Aad

HET

HET

HET

HET

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na

83



CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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CpaBHUTeNbHadA Tabnumua Bo3moxKHoctem OS

Kputepun

iImmyTabenbHas

3anycK Ha bare-metal

Pa3mep cepBepHoro ISO-o6pa3a
MoandomKaumna norupoBaHuda/debug TynnuHra
PaboTa C NaKeTHbIMU MEHEAKEPaAMMU
Knaccuyeckuin nHTepakTuBHbIN shell
JIMHaMKn4eCcKu 3arpyxaemble Moaynu
KopHeBada gnpeKkTopua ¢ npaBamMmm Ha 3anuchb
ABTOMaTH4YecKue obHoBneHus (A-B)

MHoroypoBHeBas nsonauusa padoTbl k8s

Ubuntu

HeT
na
~1.8Gb
HeT

na

na

na

na

HeT

HET

Flatcar

na

na

353Mb
HET

aa/HeT

na

na

na

na

HET

Talos Linux

na

na

78,3Mb

na

HeT

HeT

HeT

HEeT

na

na
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PekomeHpauum npu nepexoae Ha Talos Linux

93



PekomeHaaLuuu npu nepexone Ha Talos Linux

01

[lpoaHanunanpymnTe
FOTOBHOCTb Ballein TEeKYLEen
MHQPPACTPYKTYPbI K Nepexoay
B HEU3MEHAEMDbI PEKUM,
«CTOWUT NN Urpa cBey?y

94



PekomeHaaLuuu npu nepexone Ha Talos Linux

01 02

[lpoaHanuanpymnTe OueHUTE rOTOBHOCTD
rOTOBHOCTb Ballei TeKyLen MHPPACTPYKTYPHO
MH(PPACTPYKTYPbI K NEPEXO0AY  komaHApl K 06eCNEeUEHMIO

B HEVSMEHAEMbIN PEXUM, HeobXoaNMbIX NPOLECCOB
«CTOWUT NN Urpa cBey?y
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PekomeHaaLuuu npu nepexone Ha Talos Linux

01 02 03

[lpoBepbTE, COOTBETCTBYET
nu apxutekTypa Talos Linux
Bawnm oxXnpaHuam,
oueHuTe, NnoTpebyoTca Nu
BHYTPEHHME J0PaAOOTKN

[lpoaHanuanpymnTe OueHUTE rOTOBHOCTD
rOTOBHOCTb Ballei TeKyLen MHPPACTPYKTYPHO
MH(PPACTPYKTYPbI K NEPEXO0AY  komaHApl K 06eCNEeUEHMIO

B HEVSMEHAEMbIN PEXUM, HeobXoaNMbIX NPOLECCOB
«CTOWUT NN Urpa cBey?y
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PekomeHaaLuuu npu nepexone Ha Talos Linux

01 02 03

[lpoBepbTE, COOTBETCTBYET
nu apxutekTypa Talos Linux
Bawnm oxXnpaHuam,
oueHuTe, NnoTpebyoTca Nu
BHYTPEHHME J0PaAOOTKN

[lpoaHanuanpymnTe OueHUTE rOTOBHOCTD
rOTOBHOCTb Ballei TeKyLen MHPPACTPYKTYPHO
MH(PPACTPYKTYPbI K NEPEXO0AY  komaHApl K 06eCNEeUEHMIO

B HEVSMEHAEMbIN PEXUM, HeobXoaNMbIX NPOLECCOB
«CTOWUT NN Urpa cBey?y

04

BblbepuTe noaxoaaLLmi
ana Bac pexunm
pa3BePTbIBAHUA:
Cloud, VM, Bare-metal
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PekomeHaaLuuu npu nepexone Ha Talos Linux

01

[lpoaHanunanpymnTe
FOTOBHOCTb Ballein TEeKYLEen
MHQPPACTPYKTYPbI K Nepexoay
B HEU3MEHAEMDbI PEKUM,
«CTOWUT NN Urpa cBey?y

04

BblbepuTe noaxoaaLLmi
ana Bac pexunm
pa3BePTbIBAHUA:
Cloud, VM, Bare-metal

02

OuUueHUTe rOTOBHOCTb
NHQPPACTPYKTYPHOW
KOMaHbl K o6ecnevyeHunto
HeoOXoAUMbIX NPOLECCOB

05

He 3a6biBaeTe 0 XapaeHUHre
HaCTPOEK onepaLOHHON
cucTeMbl M obecneyeHnn ee
06e30MacHOro pa3BepTbiBaHUS

03

[lpoBepbTE, COOTBETCTBYET
nu apxutekTypa Talos Linux
Bawnm oxXnpaHuam,
oueHuTe, NnoTpebyoTca Nu
BHYTPEHHME J0PaAOOTKN
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PekomeHaaLuuu npu nepexone Ha Talos Linux

01

[lpoaHanunanpymnTe
FOTOBHOCTb Ballein TEeKYLEen
MHQPPACTPYKTYPbI K Nepexoay
B HEU3MEHAEMDbI PEKUM,
«CTOWUT NN Urpa cBey?y

04

BblbepuTe noaxoaaLLmi
ana Bac pexunm
pa3BePTbIBAHUA:
Cloud, VM, Bare-metal

02

OuUueHUTe rOTOBHOCTb
NHQPPACTPYKTYPHOW
KOMaHAabl K 00ecnevyeHunto
HeoOXoAUMbIX NPOLECCOB

05

He 3a6biBaeTe 0 XapaeHUHre
HaCTPOEK onepaLOHHON
cucTeMbl M obecneyeHnn ee
06e30MacHOro pa3BepTbiBaHUS

03

[lpoBepbTE, COOTBETCTBYET
nu apxutekTypa Talos Linux
Bawnm oxXnpaHuam,
oueHuTe, NnoTpebyoTca Nu
BHYTPEHHME J0PaAOOTKN

06

[1paBUIbHO HACTpPOWTE
npouecc paboTbl C
BHeJPEHNEM HOBbIX
extensions, n6o root =)
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K8s (in) security LEIKOH

Hawe coobuiectBo

@k8security

@k8security — KaHan o (He)6e30MacHOCTY
Kubernetes + MMKPOCEPBUCHDbIX,
KOHTENHEPU3UPOBAHHbIX NPUNOKEHUA.

LieHum n ntodum reliability n security,
a TaKKe observability.

MepBasa B Poccun koHpepeHumna no bEzonacHocTn KOHTENHEPOB M KOHTENHEPHbIX CPEL 102


https://t.me/k8security
https://t.me/k8security
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