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O cebe

« JKcnepT PandpdpamseH baHka

«~ 3aHKMMaroCb 6&30MacHOCTbIO OBTaYHOM
MHPPACTPYKTYypbl bonee 2-x neT

« KypupoBan npouecc ayamta PCl DSS onga

K8s
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Y1ro Ttakoe PCI DSS? BEKOH

Cranpapt PCI DSS — 5170 MexayHapogHbin cTaHOapT
©e3onacHOCTU, CO30aHHbIN cneLnanbHO A1 3aluUThl
OaHHbIX NAaTexHbix kapT. OH No3BONSET 3aWNUTUTD
opraHusaumio oT UHUMOEHTOB 6€30MacHOCTH

n obecneynTb HEOOXOANMbIN YPOBEHb 3aLLULLEHHOCTU
BO BCEW NNaTEXHOU CUCTEME.
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C Touxkm 3peHusa Kubernetes

« HCIIK Tpebyet cooTtBeTcTBUSA PCI DSS

- CyllecTByeT PYKOBOJICTBO M0 6€30NacHOCTU ANis

KOHTEMHEPOB 1 OPKEeCTPaAaTOPOB KOHTENHEPOB

Cranpapt PCI DSS

B NC «Mup» gna obecnevyeHuns
6e30nacHOCTU AaHHbIX KapT «<Mup»

WCMONb3yeTCa MeXAYHapPOaHbIiA

nHgycTpuanbHblin ctaHgapt PCI Data
Security Standard (PCI DSS)

o707 CTaHdapTt A0MmKeH NPUMEeHATECA BCEMKW OpraHn3aumaMn, KOTOPbIS XPaHAT,
O(jpaf.\aThlEaIOT W nepefatoT daHHble KapT -'ML‘ID-". K Takum opraHMsaumam
OTHOCATCA U TOProBO-CepBUCHbIC NpedrnpuATHUA, KOTOPbIe NMPUHMMAKT K onsare

kapTbl «Mups».

Cranpapt PCI DSS — 310 MexxayHapogHbli cTaHaapT 6e30nacHoCTy,
CO34aHHbIN cneuManbHO ANA 3alvThl AaHHbIX NNaTEXHbIX KapT. OH no3sonaeT
3alMTUTE OPraHM3aumio 0T MHUWMAEHTOB 6e30MacHOCTN U 0BecneymnTb

HeoBX0AMMBIIA YPOBEHb 3aLLMLLEHHOCTM BO BCEA NIATEXHOW CUCTeMe.,
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September 2022

Best Practices for Container Orchestration Special
Interast Group
PCI Security Standards Council

Information Supplement:

Guidance for Containers and
Container Orchestration Tools
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IlaTta Bbixoaa: ceH 2022
BkroyaeT B cebsi:

16 Mmoayneu
42 pekoMeHpauuun


https://www.nspk.ru/cards-mir/security/standart-pcidss/
https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools

Moaynu

« Authentication

« Authorization

 Workload Security

 Network Security

« PKI

 Secrets Management

« Container Orchestration Tool Auditing
« Container Monitoring
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Container Runtime Security
Patching _
Resource Management
Container Image Building
Registry

Version Management
Configuration Management
Segmentation



Moaynu BEIKOH

« Authentication « Container Runtime Security
« Authorization —Patehtrg 4
—Woerkload-Seeurity +—ResogreeManagerment

« Network Security +—Contathrertmage Butlding
«—PKi +—Registry
+—SecretsMarnagement Version-Managerment
—ContatrerOrehestration ool Auditing « Configuration Management
« Container Monitoring « Segmentation

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq, 6



Authentication/Authorization

LEIKOH



CepBuchoi

NpoBepsaeMm:

API

Kubelet API
Controller Manager
Scheduler

Etcd
Me)XcepBUCHOE
B3aMogemcTeme

MHCTPYMEHTbDI:

CIS + kube-bench

@S ; f:t:tr?'lreftosrecurity‘

1.2 API| Server
1.2.1 Ensure that the —anonymous-auth argument is set to false (Manual)
1.2.2 Ensure that the —token-auth-file parameter is not set (Automated) ...

1.2.3 Ensure that the —DenyServiceExtemallPs is not set (Automated).. .

1.2 4 Ensure that the --kubelet-client-ceriificate and --kubelet-dient-key arguments are set as appropriate
(Automated) 65
1.2.5 Ensure that the —kubelet-cerificate-authority argument is set as approprate (Automated) ..

1.2 6 Ensure that the --authorization-mode argument is not set to AlwaysAllow (Automated)

1.2.7 Ensure that the —authorization-mode argument includes Node (Automated) ..

1.2 8 Ensure that the —authorization-mode argument includes RBAC (Automated)

1.2.9 Ensure that the admission control plugin EventRateLimit is set (Manual)

1.2.10 Ensure that the admission control plugin AlwaysAdmit is not set (Automated).

1.2.11 Ensure that the admission control plugin AlwaysPulllmages is set (Manual).

1 12 Ensure that the admission control plugin SecurityContextDeny is set if PodSecu
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CIS Benchmark Recommendation

If proxy kubeconfig file exists ensure ownership
root:root (Manual)

Ensure that the —kubeconfig kubelet.conf file
permissions are set to 600 or more restrictive
(Automated)

Ensure that the —kubeconfig kubelet.conf file ov
is set to root:root (Automated)

Ensure that the certificate authorities file permis
set to 600 or more restrictive (Manual)

Ensure that the client certificate authorities file
is set to root:root (Manual)


https://github.com/aquasecurity/kube-bench

Monb3oBaTenu BEKOH

Te3ucobl:

« AyTeHTUdUMKauma No TOKeHaM - 6onb

« He MoO)XewWb OTO3BaTaTb — HE UCMOJIb3yM
 SA HY)XXHbl He BCEM U He Bcerpa

« 3a SA default Hy)XHO cnepguTb

- MFA Hawe Bce

PewweHusa:
« policy engine (Ona SA)
- IM/PAM (pna nonb3oBaTenemn)

KEYCLOAK

NMone3Hble CCbINIKM:

CcblJ1Ka Ha NONUTUKY KOHTPOMNA ONpuBUiernim SA
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https://kyverno.io/policies/other/restrict-service-account/restrict-service-account/

LEIKOH

Network Security
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Cetb LEIKOH

Te3ucobl:

 CeTeBble MOJIMTUKU HYXKHbI

« Cpenaem yao6bHo

« 3anpeTuM Bce Mo YMOJTYaHMIO
* A KaK KOHTpoONupoBaTb?

PeweHusqa: ,
- CNI nogpaepxusaowimm NP e
« CSP KaK KJjlacc pewieHuu

- Autogen NP

- policy engine

app=foo

NMone3sHble CCbIIKM: *
x

app=bar
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https://github.com/ahmetb/kubernetes-network-policy-recipes/blob/master/03-deny-all-non-whitelisted-traffic-in-the-namespace.md
https://kyverno.io/policies/best-practices/add-network-policy/add-network-policy/

LEIKOH

Runtime Security
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Container Monitoring u Runtime Security

Te3ucsol:

 Jlorn Bo BHELLHIOIO CUCTEMY

« OTcneXXxuBaeM U3MeHeHusa

« CTOpOHHME pelleHUs noBefgeH4YecKoro
aHanums3a

PeweHus:
 Falco
- CSP KakK KJ1acc pewieHum

(@unTRS

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq,

directory fvar/lib/rpm/

directory /var/cache/dnf/

directory fvar/cache/dnf/

directory frunfrhsm/  filer

directory frunfrhsm/  filer

directory /runfrhsm/  filer

© Suspicious Filesystem Changes
® High Severity Event|D: 173456b09fbf27b3945cdefcaf32f3bf

View Astivity And
‘ View Activity Audit

Policy & Triggered Rules # Edit Policy

name Suspicious Filesystemn Changes
ruleType Falco - Syscall
ruleMame Modify Shell Configuration File

a shell configuration file has been modified (user.nam
e=root user.loginuid=-1 proc.cmdline=mkhomedir proc.pc
mdline=oddjobd -n -p /run/oddjobd.pid -t 388 file=/hom
e/admmdeq/.zshrc container.id=host evt.type=openat evt
.res=SUCCESS proc.pid=2395381 proc.cwd=/ proc.ppid=138
4 proc.sid=1384 proc.exepath=/usr/libexec/oddjob/mkhom
edir user.uid=B user.loginname=<NA> group.gid=8 group.
name=root container.name=host image=<NA>)

filename .dbenvlock comm dnf permissions w

ilename tempfiles.json  comm dnf  permissions w

filename expired_repos.json commdnf permissions w

ame certpid comm dnf permissions rw

ame cert.pid comm dnf permissions w

ame certpid comm dnf permissions W

directory fvarflib/rhsm/cache/ fienzme profile.json comm dnf  permissions rw

process name dnf  direct

process name dnf  direct

process name dnf  direct

onout |4protocol tep  client ipv4: 10.242.234.4  client port 39748  serveripv4 10.243.33.138  server port 8443
onout |dprotocol tep client ipv4: 10.242.234.4  client port 39734  server ipvd 10.243.33.138  server port 8443
onout |4protoccl tep  client ipv4: 10.242.234.4  client port 45446  server ipv4 10.243.33.138  server port 443

nid 2395484

nid 2395484

pid 2395484

LEIKOH
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https://t.me/Qu3b3c

Configuration Management

LEIKOH
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Configuration Management GEKOH

PLAY [CIS]
TASK [../../roles/cis : 1.1.1 | MASTER | Set API server pod specification file permissions to 688]
ok: [s-msk-t-acq-km3] Pipeline  Needs Jobs 23 Failed Jobs 1 Tests 113
ok: [s-msk-t-acq-km2]
ok: [s-msk-t-acgq-kml]
TASK [../../roles/cis : 1.1.2 MASTER | Set API server pod specification file ownership to root:root] sk

ok: [s-msk-t-acq-km2] < kub 'benc

ok: [s-msk-t-acq-kml]

ok: [s-msk-t-acqg-km3] 113 tests
TASK [../../roles/cis : 1.1.3 | MASTER | Ensure that the controller manager pod specification file permissions are set to 600] sk
ok: [s-msk-t-acq-km1]
ok: [s-msk-t-acq-km2]
ok: [s-msk-t-acq-km3]
TASK [../../roles/cis : 1.1.4
ok: [s-msk-t-acgq-kml]

1 failures 0 errors 98.72% success rate

@

Tests

MASTER | Ensure that th

o

controller manager pod specification file ownership is set to root:root] ks

€3 B oEH Suite Name Filename Status iration Details
ok: [s-msk-t-acq-km3]

TASK [../../roles/cis : 1.1.5 | MASTER | Ensure that the scheduler pod specification file permissions are set to 680] sk
ok: [s-msk—t-acq-km1] \ 1.1. 1e K 1 4 ® 0.00ms
ok: [s-msk-t-acq-km3] . £ . A X p g

ok: [s-msk-t-acq-km2] - o
TASK [../../roles/cis : 1.1.6
ok: [s-msk-t-acgq-kml]

ok: [s-msk-t-acq-km3]

ok: [s-msk-t-acq-km2]

TASK [../../roles/cis : 1.1.7 | MASTER | Ensure that the etcd pod specification file permissions are set to 600] sk

View details

MASTER | Ensure that th

o

scheduler pod specification file ownership is set to root:root] ks

View details

changed: [s-msk-t-acq-km3]

changed: [s-msk-t-acq-km1]

changed: [s-msk-t-acq-km2]

TASK [../../roles/cis : 1.1.8 | MASTER | Ensure that th
changed: [s-msk-t-acq-kmll

changed: [s-msk-t-acq-km2]

changed: [s-msk-t-acg-km3]

TASK [../../roles/cis : 1.1.9 | Find Container Network Interface files] sokkickionk
ok: [s-msk-t-acq-km3]

ok: [s-msk-t-acg-kmi]

ok: [s-msk-t-acq-km2]

@

etcd configuration file ownership is set to rootiroot] sk

View details

©)
& oo View details
©)
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None3Hble maTepuanbl BEIKOH

» Security ®
Standards Council

September 2022

or: Best Practices for Container Orchestration Special
Interest Group
PCI Security Standards Council

R A E S E N E . S R A M B L I N G S Information Supplement:

Guidance for Containers and
Container Orchestration Tools

[ToapobHbIN pa3bop TpeboBaHMM C OOLLIMMU [lepeyeHb TpeboBaHUM N PeKOMeHaALNW
peKOMeHOALMAMMN
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https://raesene.github.io/blog/2022/10/01/PCI-Kubernetes-Section1-Authentication/
https://raesene.github.io/blog/2022/10/01/PCI-Kubernetes-Section1-Authentication/
https://docs-prv.pcisecuritystandards.org/Guidance%20Document/Containers%20and%20Container%20Orchestration%20Tools/Guidance-for-Containers-and-Container-Ochestration-Tools-v1_0.pdf
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https://www.linkedin.com/posts/rorym_kubernetes-security-architecture-activity-7071056102460665856-vvwe?utm_source=share&utm_medium=member_desktop
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