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Distroless
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MaTtpeLllKa

Application

Static linked

CA-Certificates
locales
time-zones

glibc Runtime Application

InAa npunoXeHun J1N9 TaKnUX 93blKOB KaK LleneBoe npunoxeHune
TpeobyoLwmx 6a30BbIX Java, Python, JSu T.A. pa3paboTaHHOoE
oubnmotek OS KOMaHAO0/

opraHusaunu n\nnu
pononHutenbHoe MO
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MaTtpeLlluKa

Static linked
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locales
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glibc Runtime Application
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CpaBHeHue pa3nnyHbix distroless

Google (debian-11) Chainguard (alpine) TinKoff (debian, ubuntu)
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Cnuncok OnpepeneHune
3aBNCUMOCTEN NnaxKkeToB
CocTaBnenne CocTaBNeHMe CM1CKA
3aBucumocTei shared - arog nMCTPUGYTUBA
libraries
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Cnuncok OnpepeneHune NccnepoBaHue
3aBMCUMOCTEN nakeToB nakeToB
Cocraenenue CoCTaB/eHe CNUCKa [o conepxanuio
3aBucumocTei shared - arog aucTpuGyTea  MaKeTOB OMpeaenaem nx
libraries 3aBNCUMOCTMU
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[loarotoBKa CnNMCKa NakeTtoB

A
Cnuncok OnpepeneHune NccnepoBaHue KoHur
3aBMCMMOCTEN NakeToB NakeToB dann
CocTaBneHue CocTaBNeHMe CCKa Mo copepaHuio OnucaHne NakeToB KX
3aBucumocTer shared o patog nUCTpMGyTMBa MAKETOB OMpPeAensem nx BEpCUi N KOHTPObHON

libraries 3aBUCUMOCTY CYMMDb
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applicationName: "java",
packages:
runtime: [...],
cicd: [...]
versions:
- version: "19°,
packages:
runtime:
- name: "openjdk-19-jre-headless’
version: "19.0.2+7-0ubuntu3~22.04"
sha256_amd64: "f021cbd4fl4a7c70dc707e7ffe..."
cicd.:
- name: "openjdk-19-jdk-headless'
version: "19.0.2+7-0ubuntu3~22.04"
sha256_amd64: "478f3718ba9b5528331e3a60f..."




1Ba TINa 00pa30B

basoBad OS VM Runtime JlononHutenbHoe 10
= CTaHAAPTHbIA Habop = Open JRE " imagemagick + deps
VTUNUT = Open JDK " ffmpeg + deps

= CICD yTnnutbl




FROM repo/sec/baseimage as cicd
RUN install_packages.sh RuntimeList.ym| CICDList.yml|

FROM repo/sec/java-17-cicd as cicd
RUN extract_packages.sh RuntimeList.yml|

FROM scratch
COPY --from cicd [target |
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[TloarotoBKa AONOJIHNTENbHbIX
3aBUCMMOCTEN NPUNTOXKEHUNIN

CKaHunpoBaHue

CKaHupoBaHue
ONPEKToOpUN —
NOArOTOB/IEHHOrO
oepesa anAa nepeHoca

S -a -

OnpepeneHune
NnaxKkeToB

CocTaBneHue cnmckKa
NakeToB AUCTPUOYTMBA

ViccnegoBaHue

NakKeToB

[10 coaepaHuto
NakeToB onpeaenaem ux
3aBUCUMOCTW

S~ o R

KonnpoBaHue

KonupoBaHue
OnGNNOTEK B
ONPEKTOopUto
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FROM repo/sec/app-cicd as cicd
RUN dpkg-extract pkg-name=pkg-versio
&& bindeps2taget.s

FROM repo/sec/app-runtiigs
COPY --from cicd [target
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# [bin/[sh — He shell

# JVM 3anyctutcd ¢ pid = 1. na nepegavm napameTpoB jvm cnegyet ncnonob3osatb SJAVA_TOOL_OPTIONS.
ENTRYPOINT ["java", "ocHOBHOWM_Knacc']

# JVM Oynet 3anyweH HE ¢ 1 nuaom, HO BCce curHanbl npoueccy 0yayT npoOpOoLLEHbI.
CMD java SUVM_OPTS SOCHOBHOW_Knacc
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# [bin/nginx-starter — entrypoint for nginx

# Nginx 6ypeT 3anyLieH HE ¢ pid=1,
# HO curHanbl 6yayT NPoOPOLLEHDI
ENTRYPOINT ["/bin/nginx-starter"]

[[]] subst html in www files
err ;= www.Compile(WWW_TEMPLATE_DIR, WWW_OUTPUT_DIR, "ASSETS_PREFIX", WWW _SUFFIX)
[[]] subst NGINX_ENVSUBST_CONFIG_DIR in www files
err = nginx.Compile(NGINX_CONFIG_TEMPLATES _DIR,NGINX_WRITE_DIR,CURRENT_ENVS,".template")
//| Run Nginx
err = nginX.RUN(NGINX_WRITE_DIR)
if err !=nil {
log.Printin(err)

;

func Run(configDir string) error {

cmd := exec.Cmd]
Path: "[usr/sbin/nginx",
Args: [Istringi "usr/sbin/nginx", "-¢", configDir+"/default.conf"},
Stdout: 0s.Stdout,
Stderr: os.Stderr,
Stdin: 0s.Stdin,

)

err ;= cmd.Start()
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ATaKa Ha cepBep
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YcnewHaa ataKka Ha cepBep
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YcnewHaa ataKka Ha cepBep
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ATaKa Ha cepBep?

338



[bin/bash — security alert
[bin/cat — security alert
[bin/curl — security alert
[bin/ls — security alert




OGHOBJEHNe 00pPa30B.,
ncnpasneHne ya3BumocTen.

HoBble Bepcun?

[TONCK CBEXUX
BEepCcuin NaKeToB Mno
CMMCKaMm

bpaHy-MP

ABTOMAaTNYeCKoe
BHECEHUe
N3MEHEHWU U
co3gaHue MP

Py4yHOe€e peBblo

OTCMOTpPETb 1 AaThb
anpys Ha MP (nnu He
naThb)

Myonukauns

CO0opKa 1
nyonukaums
00pa3oB C
OOHOBNEHHbIMMU
naketamu
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B pe3ynbTarte

Csobopaa

[lpouecchl
CO3JaHNA U
oOHOBNEeHud
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