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1. HroaHckl HacTpoukn Kyverno



Kyverno



Kyverno

g >

Admission controller
K8s like a3blk NONMUTUK

bonblas noggepkka
community (Habop rotoBbIX
NONMNTUK)

YnobHasa oTrnpaBka penopToB

MHorune cumTalot, Yto bonee
yaayHbIN, YeM aHarnoru
(BKNto4Yasa HaTuBHbIe K8s)



HagexXHoCTb #1

YTto OyneT, ecnn yganutb Kyverno AI'I' YUU HAVE "] ["] IS
@,“'f
e

n3 Krnacrtepa?

* Ynanenue Deployment —
MTHOPUPYIOTCA MONTUTUKU

* YpnaneHue Validating admission webhook —
MITHOPUPYIOTCS NONMUTUKM

He 3abygbte cpearnpoBaTh Ha yaaneHune B SIEM

«UNcTopus nrpywek 2» © Walt Disney Pictures, Pixar Animation Studios, 1999



HanexXHOCTb #2

Yto ObyneT, ecnn Kyverno HegocTyneH?
» fallurePolicy: "Fall" — He nponyckaeTt

 fallurePolicy: "lgnore" — nponyckaet

[na KpUTUYHBIX NONMUTUK MOXKHO BbICTaBMATb
Ha ypoBHe Policy

Policy Settings
Common configuration for all rules in a policy.

A policy contains one or more rules, and the following common settings which apply to all rules in the policy:

e applyRules: States how many of the rules in the parent policy should be applied to a matching resource. Values are
One and Al1 (default). If set to One, the first matching rule to be applied will stop further rules from being evaluated.

o validationFailureAction: controls if a validation policy rule failure should block the admission review request (Enfo
rce) or allow (Audit) the admission review request and report the policy failure in a policy report. Defaults to
Audit.

e validationFailureActionOverrides: a ClusterPolicy attribute that specifies validationFailureAction
Namespace-wise. It overrides validationFailureAction for the specified Namespaces.

e background: controls if rules are applied to existing resources during a background scan. Defaults to “true”.

e schemaValidation: controls whether policy validation checks are applied. Defaults to “true”. Kyverno will attempt
to validate the schema of a policy and fail if it cannot determine it satisfies the OpenAPI schema definition for that
resource. Can occur on either validate or mutate policies. Set to “false” to skip schema validation.

o failurePolicy: defines the API server behavior if the webhook fails to respond. Allowed values are "Ignore” or "Fail".
Defaults to “Fail”. Additionally, in 1.8.0, if set to “Ignore” will allow failing calls to image registries to be ignored. This
allows for rule types like verifylmages or others which use image data to not block if the registry is temporarily
down, useful in situations where images already exist on the nodes.

e webhookTimeoutSeconds: specifies the maximum time in seconds allowed to apply this policy. The default
timeout is 10s. The value must be between 1 and 30 seconds.

e failurePolicy: defines the API server behavior if the webhook fails to
respond. Allowed values are “Ignore” or “Fail”. Defaults to “Fail”.
Additionally, in 1.8.0, if set to “Ignore” will allow failing calls to image
registries to be ignored. This allows for rule types like verifylmages or
others which use image data to not block if the registry is temporarily
down, useful in situations where images already exist on the nodes.



s E clck.ru/34S2fw

HapexXHoCcTb #3

PekomeHgaunm High Availability

replicaCount: 3 (no gedponTy He yCTaHOBIEH)

podDisruptionBudget

minAvailable

maxUnavailable

antiAffinity

enable: true


https://clck.ru/34S2fw

Kyverno policies



Kyverno policies

g >

OT1oenbHbIA helm-chart

Peannsyet Pod Security
Standards

[lomoraet ynpaBndaTtb
CUstom-nosIMTUKamMmn

YNpaBnsaTb UCKMIOYEHNAMN



Pod Security Standards

3710 pekomeHaaunm K8s Pod Security Standards

The Pod Security Standards define three different policies to broadly cover the security
spectrum. These policies are cumulative and range from highly-permissive to highly-

¢ Basel | ne C HEelfro MOXHO Ha4daTtb restrictive. This guide outlines the requirements of each policy.

Profile Description

» Restricted: MOXHO NOCTEMNEHHO
H a6 U paTb Kp NTUNYHbIE (H aynHas Privileged Unrestricted policy, providing the widest possible level of permissions. This policy allows for
known privilege escalations.
c detect)

Baseline Minimally restrictive policy which prevents known privilege escalations. Allows the default
(minimally specified) Pod configuration.

Restricted Heavily restricted policy, following current Pod hardening best practices.



Pod Security Standards

ITO pekomMmeHaaunm K8s

 Baseline: ¢ Hero Mo)XxHo Ha4aTb

+ Restricted: MO)XHO nNocTeneHHo
HabupaTb KpUTUYHbIE (HAYMHAS
c detect)

Baseline

C
C
C
C
C
C
C
C

ISa
ISa
ISa
ISa
ISa
ISa
ISa

ISa

ow-capabilities

Ow-

Oow-

Ow-

Ow-

Ow-

Ow-

NOSt-namespaces

NOSt-

NOSt-

NOSt-

nath
norts

DIOCESS

orivileged-containers

Droc-mount

ow-selinux

restrict-apparmor-profiles

restrict-seccomp

restrict-sysctls

Restricted

disallow-capabilities-strict
disallow-privilege-escalation
require-run-as-non-root-user
require-run-as-nonroot
restrict-seccomp-strict
restrict-volume-types



[ lpumep

# -- Pod Security Standard profile ('baseline’, restricted’, privileged’, custom’).
# For more info https://kyverno.io/policies/pod-security.
podSecurityStandard: baseline

# -- Pod Security Standard ('low’, ‘medium’, "high’).
podSecuritySeverity: medium

# -- Policies to include when "podSecurityStandard is custom'.
podSecurityPolicies: []

# -- Additional policies to include from other .
includeOtherPolicies: []

# -- Additional policies to include from ‘restricted".
includeRestrictedPolicies:

- require-run-as-nonroot

- restrict-seccomp-strict

failurePolicy: Fail

validationFailureAction: enforce

validationFailureActionByPolicy:
require-run-as-nonroot: audit

13



Best Practice nonnTtuku
n3 Habopa Kyverno

Add Network Policy

Add Network Policy for DNS

Block Ephemeral Containers

Block Pod Exec by Pod and Container

[1ng Ka)kaoro HOBOro NS AodasngaeT
ceTeBylo nonutuky default deny

Pas3peluaeTt npu 3TOM gocTyn K dns

brnokupyet kubectl debug v attach
BPEMEHHbIX KOHTENHEPOB

brokupyeTt exec B KOHTEUHEPGI

Policies
Pod Security

Gatekeeper Migration

Policy Type
| Generate
| Mutate

L] validate
L] Verifylmages

Policy Category
L1 AWS

L1 Argo

Ll Best Practices

|| Cert-Manager

L] Consul

|| EKS Best Practices

LI ExternalSecretOperator



Custom-nonINTUKn
(CaMOMUCHbIE)

allow-actions-with-policys-only-silo-sa
deny-attach-by-pod-and-container

mutate-secu rityco ntext-seccomp

restrict-image-reqgistries

Paspewaet paboty ¢ ClusterPolicy Tonbko
CepBUCHOMY aKkkayHTy ynpasneHua Nb

briokupyet attach kK KOHTenHepy
(NO3BONAET BbIMOSHATL KOMaHAb!)

[MpnHyOuUTENBHO O00ABMNAET B KaXXObIW
deployment/pod RuntimeDefault npodounbs
seccomp (3alwuLlaeT oT MHOXeCTBa
YA3BMMOCTEN)

PaspeluaeT 3arpy3ky obpasoB TOSMbKO
n3 «cr.yandex/*»

E clck.ru/34S3G4


https://clck.ru/34S3G4

https://clck.ru/34aLSy

HtoaHchkl ¢ kubectl proxy Cobinka Ha issue
n kubect| port-forward

spec:
H en b3ﬂ H a I-I M CaTb I-I OJ-I MTM KM validationFailureAction: enforce

background: false

rules:

- name: deny-nginx-exec-inh-myapp-maintenance

OrpaHunyeHune API server, KOTOPbIX OTCbINaeT i

TONBbKO OAWH N3 YeTbIpex actions B paMkax  esources:

WEbhOOk I—(1Ec(icsjl.fxecomions
preconditions:

all:
¢ (::F;tEE/Q(T-EE - key:
operator: Equals
value: CONNECT
- UPDATE - key:
operator: Equals
value: myapp-maintenance*

° DELETE validate:

message: Nginx containers inside myapp-maintanence Pods may not be exec'd into.
deny:
° CONNECT conditions:
all:
- key:
operator: Equals
value: nginx

Proxy, port-forvard — He OTHOCATCA K HUM



NcknodyeHna #1

# # Exclude resources from individual policies
# disallow-host-path:

# any:

# - resources:

# kinds:

# -Pod

H namespaces:
#  -fluent

# # Policies with multiple rules can have individual rules excluded
# adding-capabilities-strict:

Ha ypoBHe values 4apta policies S

# kinds:

# -Pod

H namespaces:
# - kube-system

MoxHo nepegaBaTb 3Tk values 4yepes
# -- Add preconditions to individual policies.
ArgO CD .D.”ﬂ pa3Hb|X KﬂaCTepOB ‘-lepe3 #Policieswith multiple rules can ha\F/)eindividuaI rules excluded

by using the name of the rule as the key in the “policyPreconditions” map.

applications u labels nocne cornacoBaHus policyPreconditions: {]

# # Exclude resources from individual policies

PR B It # require-run-as-non-root-user:
g # all:

# - key: "{{ request.object.metadata.name }}"
# operator: NotEquals

# value: "dcgm-exporter*"

# # Policies with multiple rules can have individual rules excluded
# require-drop-all:

# any:

# - key: "{{ request.object.metadata.name }}"
# operator: NotEquals

# value: "dcgm-exporter*"

# adding-capabilities-strict:

# all:

# - key: "{{ request.object.metadata.name }}"
# operator: NotEquals

# value: "dcgm-exporter*"



cknoyeHunsa #2

Pecypc Policy Exceptions (alpha)

Mo>KHO nckno4aTb MMEHHO PecypcoM B KnacTtepe

MOoXHO aenaTtb BPEMEHHbIE UCKIHYEHMS C MOMOLLbIO
ClusterCleanupPolicy

Co3OaHue Takux pecypcoB HaO0 KOHTPONMpPoOBaTh:
- RBAC
*  OtoenbHbiMU nonutukamu Kyverno (B goke)

«  GItOps approve PR c pecypcamu

E clck.ru/34SJsr

apiVersion: kyverno.io/vZalphal
kind: PolicyException
metadata:
name: delta-exception
namespace: delta
spec:
exceptions:
- policyName: disallow-host-namespaces
ruleNames:
- host-namespaces
- autogen-host-namespaces
match:
any:
- resources:
Kinds:
- Pod
- Deployment
namespaces:
- delta
names:
- 1mportant-tool*


https://clck.ru/34SJsr

Policy Reporter



Policy Reporter

>

Kyverno

v

Kyverno
reports CRDs

Policy
Reporter

BHewHHe

cuctembli/Ul:

SIEM
S3
Kinesis

OT1oenbHbIA helm-chart

OKCMOPTUPYET anepThil
Kyverno B pasfnnyHble
BHELLHMNE CUCTEMDI

MoxxHO ncnonb3oBaTtb Ul
Onsg npocMoTpa

®opmart Reports CRD
noaaepXnBaeT yxe
kube-bench, Trivy, |sPolicy
n Falco



Kyna cnatb? [TopaepxaHo MHoro destinations

*  Loki

* Discord

& kyverno / policy-reporter Public

<> Code (%) Issues 8 i1 Pull requests 1 () Actions ] Projects [ wiki () Security |~ Insights o ELK

Adding AWS Kinesis support #1671
fjogeleit merged 1 commit into kyverno:main from preved911:feature/add_aws_kinesis_ ® S I aC k

Q) Conversation 12 -0- Commits 1 F) Checks 3 Files changed 11
» Webhook

preved911 commented on Jun 22, 2022
« Ul

0 S

0

4 kyverno / policy-reporter Public

¢{> Code () Issues 8 i1 Pull requests 1 () Actions [ Projects [0 wiki ) Security |~ Insights @ KI neSIS (Yandex YDS)

Yandex S3 target output #65

el el fiogeleit merged 6 commits into kyverno:main from nar3k:Yandex-S3-target (CJ on Sep

Q) Conversation 16 - Commits 6 Fl Checks 4 Files changed 8

nar3k commented on Sep 4, 2021

Yandex Target commit
status: WIP

Signed-off-by: nar3k nrkk@yandex-team.ru



Y10 oTnpaBngeT?

[1o ymonyaHuto oTnpaBnaeT
TONbKO detect (audit mode)

Ecnun xo4yeTca oTnpaBnAaTh PenopThl
B pexume enforce — BKNYaTh
kyverno-plugin

cnonb3oBaTb values:

» kyvernoPlugin.enabled="true"

» kyvernoPlugin.blockReports.enabled="true"

apl:
port: 8080

rest:
enabled: false

metrics:
enabled: false

blockReports:
enabled: false
eventNamespace: default
results:
maxPerReport: 200
KeepOnlylLatest: false
source: "Kyverno Event"

leaderElection:
enabled: false
releaseOnCancel: true
leaseDuration: 15
renewDeadline: 10
retryPeriod: 2



[lonucbiBaTb
CBOU Mons

MO>XHO noacTaBnNATb
cBou customFkields: {}

"cluster-id":"catg280p9%9pumglibjs8n"

23



[ lonHOTAa

Policy Reporter doopmat Audit Logs dpopmart (Buamm Ttonbko enforce)

"Policy":"require-run-as-nonroot", "auditID":"709b6676-9a99-41c4-9087-6bba2c3d7602",
"Rule":"autocgen-run-as-non-root", stage":"ResponseStarted"”,
"Status":"fail",

"Severity":"medium",

"requestURI":"/api/vl/namespaces/default/pods/pod/exec

command=sh&container=podé&éstdin=true&stdout=truestty==tr
"Categorvy":"Pod Security Standards (Restricted)", ue",

"Source":"kyverno", "verb":"create",

"Timestamp":"2022-12-08T13:13:152", "u;u”=—

. —T 'username”":"ajesnkfkec/7]
"Properties": [&{ e

Head n.n . enlirflrlrr T 7T TIRRMh NS ey
bld 4 = | 'l.‘-)f..‘.‘..'.(. J LDNO -J-.;'a'q ’

"groups": & [2]
- _J

"cluster-id":"catgZ80p9pumglibjs8&n"

L
IF ’

"Resource": & "sourceIPs": @

"APIVersion":"apps/v1l"™,

i
"Kind":"DaemonSet", ’

"userAgent":"kubectl/v1.23.4 (darwin/amdé4q)

"Name" : " kube-proxy"”,

kubernetes/etc093a"

"Namespace":"kube-system", "objectRef": &
"UID":"7663bae’-0750-44b3-a%67-9£390580927L" !

resource”":"pods",

1 "namespace":"default",
I |

5 1 ' "name": "p()(;" ’
"Priority’ :vwarning-,

"apiVersion":"v1l",

(L8 M 5 4 . -
Scored":true "subresource" :"exec"
"responseObject": O |

"kina“:"status”,

" el M

apiVersion":"v1",

"metadata™: |



2. Audit logs. Ha 4yTo pearmpoBaTb



~— Obnako

Kubectl

|

K8s API

Managed k8s

cluster

—— Data Audit logs

v

Cloud Audit System/
Cloud Logging

Export systems

KB
=

aWs  Google Cloud Yandex 2 Cloud

splunk>

El DATADOG

SIEM

" .
@ elastic

Ij MMMMM
FFFFF

ArcSight




Ha 4yTo pearnpoBaTtb?

w2 [ b B OeHb

NbET OAMH NYCTOWU
K8s-knacTtep

B bare metal MOXXHO THOHUTL NONUTUKY

B obnakax ooblyHO default
«MO MaKCUMYyMY»

dann nonnkntn ayauta Google Cloud:
https://clck.ru/34albh

217

krot.info/otkrytki-i-pozdravlenija/101906-ispugannyj-kot-mem.html



https://krot.info/otkrytki-i-pozdravlenija/101906-ispugannyj-kot-mem.html

E clck.ru/34SLcN

[=]
[=]

Use cases K3s

Habop MHTepPECHbIX CODLITUX Be3onacHOCTU B XXypHanax ayauta K8s

Ha3BaHue 3anpoc Ha a3blke ELK

CO6bITI/Ie Cpa6aTbIBaHMFI Kyverno B peXXume 6J'IOKI/IpOBKI/I filter "$.responseObiject.status" = 'Failure' and $.responseObject.message” LIKE '%deny-exec-by-pod-and-container%’;

(HaasaHme NOJIUTUKN MEeHAEM Mo CBOU I'IOJ'II/ITI/IKI/I)

CobbITUS 3anpeLleHbl B 4OCTyNe — HeaBTOPU30BaHHbIE event.dataset : yandexcloud.k8s_audit_logs n responseStatus.reason : Forbidden, a He user.name :

(CUCTEMHbIN y3€es1 UNU rpuspamHuK , Unn Kyverno , unuv rnpokcu , Unuv rniaaHuposwUK , Unu aHoOHUMHbIU , UIN CSi
NN KOHMpPorsinep )

Ha3HauyeHune cluster-admin nnwv ponb agMUHUCTpaTopa event.dataset: yandexcloud.k8s_audit_logs n requestObject.roleRef.name.keyword:(cluster-admin nnn admin)
_ _ _ _ n objectRef.resource.keyword: (clusterrolebindings nnu rolebindings) n verb: cosgatb, a He responseObject.reason: yxe
(clusterrolebinding unu rolebinding) cyluecTayet
VenelluHoe NOAKNIOYEHNe K KnacTepy C BHELLHUM |P- event.dataset : yandexcloud.k8s_audit_logs u source.ip : * a He responseStatus.status : Owmnbka
agpecom

NetworkPolicies: co3faHue, yaaneHve, uameHeHme (Cilium) event.dataset: yandexcloud.k8s_audit_logs u requestObject.kind.keyword: (NetworkPolicy nnn CiliumNetworkPolicy nnu
. 3 / DeleteOptions)

n verb: (cosgatb, 06HOBUTL UK yaanntb) n objectRef.resource: networkpolicies

Exec BXOQHOIO KOHTeVIHepa (menn BXOQHOIMO KOHTeVIHepa) event.dataset: yandexcloud.k8s audit _logs n objectRef.subresource.keyword: exec

D,O6aBI/ITb npo /port-forward /proxy event.dataset: yandexcloud.k8s_audit _logs n objectRef.subresource.keyword: portforward

event.dataset : yandexcloud.k8s _audit_logs a He requestObject.status.containerStatuses.image.keyword: cr.yandex/
CO3'D'avae NoAa ¢ O6pa3OM HE n3 peecTpa n requestObject.status.containerStatuses.containerID : docker and verb : patch a He
KOHTENHEPOB F'H,EI,GKCa requestObject.status.containerStatuses.image.keyword: ( falco nnm openpolicyagent unu kyverno nnu k8s.gcr.io )
Co3,£|,aH|/|e noada B NMPOCTPaHCTBE nMeH ku be-system event.dataset : yandexcloud.k8s_audit_logs n objectRef.namespace.keyword: kube-system u verb : create u

objectRef.resource.keyword:


https://clck.ru/34SLcN

A 4TO 3a npeagenamu
K8s audit logs?

- > Cloud audit logs

CamM obbekT Knacrepa ~ K8s cluster N/
N 00bLEKTLI BOKPYr (admin

.. K8s audit logs
activity/control plane)

Container Registry
Takke nuwyT cobbITUSA
besonacHocTu . )
ldentity
and Access
Management

Virtual Private
Cloud



https://www.meme-arsenal.com/en/create/template/946382

~— Obnako

aWs  Google Cloud Yandex 2 Cloud

Kubectl
K8s API — Data Audit logs ~ - N - N
Export systems splunk>
l | ¥4 bATADOG
S3
Managed k8s Cloud Audit System/
cluster Cloud Logging SIEM
T t [ Streams J % elastic
COIFaEDs
ArcSight
Admin Activity y \ y 9 )
Cloud API Sl s
UI/CL/
Terraform

|

0,
O




Use cases K8s — Audit Tralls

New
He Ha3Ha4yeHa SG Ha macTep

New
Knactep nmeet nybnnyHbln agpec

New
He BKHOYEHO aBTOMaTU4ecKkoe oOHOBEeHune
nna Kubernetes master

New
He BKHOYEHO aBTOMAaTU4eckoe oOHOBNEeHune
Kubernetes node

New
He BKnoveHo WwWngpoBaHue
Ha KMS-kntove etcd 6asbl

New
He BkntoveHa network policy nnbo cilium
Ha YpOBHE KnacTepa

E clck.ru/XJwk7

[=]
[=]

json_payload.event_type: "yandex. cloud.audit.k8s.CreateCluster"
and not json_payload.request_parameters.master_spec.security_group_ids EXISTS

json_payload.event_type: "yandex. cloud.audit.k8s.CreateCluster"”
and json_payload.request_parameters.master_spec.zonal _master_spec.external v4 addr ess spec.address EXISTS

json_payload.event_type: "yandex.cloud.audit. k8s.CreateCluster"
and not json_payload.request_parameters. master_spec.maintenance_policy.auto_upgrade EXISTS

json_payload.event_type : "yandex. cloud.audit.k8s.CreateNodeGroup "
and not json_payload. request_parameters. mainten ance_policy.auto_upgrade = "true"

json_payload.event_type : "yandex. cloud. audit.k8s.CreateCluster"
and not json_payload.request _parameters. kms_pro vider. key_id exists

json_payload.event_type : "yandex. cloud.audit. k8s. CreateCluster”
and not json_payload.request _parameters. network _policy.provider exists


https://clck.ru/XJwk7

3. A B KaKylo CTOPOHY OABUraTbCs
nanbLe?



E clck.ru/34SSRL

Kyverno Verify Images =]
[=]
e [ToanmncaHHbIN ( \

Container 0bpas .sig > CIusterPoIicy - verifylmages

. 11 jmageReferences:
Registry

A

Kubectl -keys: publicKeys:
apply |- -----BEGIN PUBLIC KEY-----
MFkwEwYHKoZIzj0CAQYIKo...
Push ~

O©

o [Topgnuncb obpa3za XpaHeHune K8s cluster

Kntovem/keyless KtoYa
CI/CD \

cosign 0

Lockbox



https://clck.ru/34SSRL

[ I[poBepKka cogepxaHua

kind: ClusterPolicy
metadata:

IN-to-to attestations (SLSA) ==

background: false
webhookTimeoutSeconds: 30
failurePolicy: Fail
rules:

- name: attest

MOXHO MpoBepsiTh NoBbIE P

- predicateType: https://example.com/CodeReview/v1

3 MHTEPECHDbIX TOTOBbIX MNMOJINTUK. ckrestors:

- entries:
- keys:
publicKeys: |-

- Require Image Vulnerability Scans BEGIN PUBLIC KEY----

MFkwEwYHK0ZIzj@CAQYIKoZIzj@DAQcDQgAEZDBOFiCzAWF/BhHLpikFs6p853/G

(I'I one Aaatbl nocrsieaHero CKkaHa ) 3A/jt+GFb0J jpnr7vIyb28x4XnRIMSpWUUCPZIZKIgSsd+XcTnrBPVoiyw==

- Verify Image Check CVE-2022-42889 £

operator: Equals

(mona sbom) ke

- key:
operator: Equals

»  Verify CycloneDX SBOM o

operator: In

(Keyless) e | :



[lognncb YAML maHundecToB

[ToanncaHHbIM yaml
annotations: cosign.sigstore.dev/message:
H4sIAAAAAAAA/
cosign.sigstore.dev/signature:
MEQCIDfRgq08y5MSOFo3iiEQUK

[lognnce yaml
knoyem/keyless

O

Cl/CD

sigstore

cosign

Kubect| apply

XpaHeHune

KJ/1lO4a

©

Lockbox

9
S

E clck.ru/34SSRL

o
0

\
b+ ClusterPolicy - validate-secrets
L
-keys: publicKeys:
|7 ===== BEGIN PUBLIC KEY-----
MFkwEwYHKoZIzjOCAQYIKo...
K8s cluster
J



https://clck.ru/34SSRL
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byay pag NnpoaoimKUTb
obLeHune

Anekcen MupTtoB

=1 =!  PykoBoguTenb rpynmbl NpoayKTOBOM
/  apXuTeKTypbl Security & Compliance
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