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Whoami

> TexHU4Yeckun anpekTop, nccrnepgosarenb Vb

> OpraHusartop ZeroNights, DEFCON Russia (#/812)

> B npowrnom — aBTop ctaTteun XypHana « XAKEP»

> MenHTtenHep npoekta «Python Arsenal for Reverse Engineering»
> ABTOp lTelegram-kaHana

> ABTOp TpeHuHra «Cloud-Native Security in Kubernetes»

> Cnukep: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS,
PHDays u gp.
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https://t.me/k8security

HeunsBeCcTHbIN MUPp

"Complexity is the worst enemy of security, "The only thing that ever yielded real security
and our systems are getting more complex gains was controlling complexity”
all the time”

Bruce Schneier Thomas Dullien / Halvar Flake
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https://attack.mitre.org/
http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

[lpectynHaa rpynna TeamINT

Attackers Abusing Legitimate Cloud Monitoring Tools

to Conduct Cyber Attacks



https://www.intezer.com/blog/cloud-workload-protection/attackers-abusing-legitimate-cloud-monitoring-tools-to-conduct-cyber-attacks/
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KubeCon CloudNativeCon
Europe 2020

Advanced Persistence Threats: ﬂ @é
The Future of Kubernetes Attacks

lan Coldwater, Heroku & Brad Geesaman,
Brad Geesaman Consulting

"Advanced Persistence Threats: The Future of Kubernetes Attacks",
lan Coldwater & Brad Geesaman



https://www.youtube.com/watch?v=auUgVullAWM&ab_channel=CNCF%5bCloudNativeComputingFoundation%5d

MukpocepBucbl MeHAIOT noaxoa K Ub’

The Defender’'s Advantage at Scale

Attackers can't attack all targets at once, any
successful attack with side-effects will be an outlier
Side-effects aren't always obvious to attackers

The more replicas, the more anomalous outliers look
Applies to production servers and endpoint software
Anomaly detect all the things and find the outliers!

Dino A. Dai Zovi


https://docs.google.com/presentation/d/13R52xQj1i7aELkMITz-kq6kZTJCoZ3EssOdUp1DS61g/edit

be3onacHble N HapeXXHble CUCTEMbI (@onTRs
MTBF O'REILLY
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Ana Oprea & Adam Stubblefield
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YTo Takoe Observability? ' @onTes

"Observabllity" is being able to fully understand our systems. In control theory, observability
IS a measure of how well internal states of a system can be inferred from knowledge of its external
outputs. The observability and controllability of a system are mathematical duals”.

I_IOMoraeT . Tobi @tobiosa - 23 man
B oTBeT @brendangregg

> B npownoM: Root Cause Analysis (RCA) el written

Question: How does "observability” relate to monitoring or it should be

) B HACTOALLUEM. OrlepaTI/IBHO N NMPaBUJIbHO considered as "experiment”?
NPUHUMATb peLleHns - O () v x

) B 6y.U.yUJ.eMZ nnaHMPOBaTb yﬂyq.UJeHl/lﬂ, % Brendan Gregg @brendanaregqg - 24 mas
NM3IMEHEHNA U T. . "

Manitoring is a type of observability

) 11
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https://en.wikipedia.org/wiki/Observability
https://twitter.com/brendangregg/status/1396455243492118528

CNCF SIG Observability ' (LUNTRY

CNCF TAG Observability 5 €3

Technical Advisory Group for Observability under the umbrella of CNCF.

Mission statement

The TAG Observability focuses on topics pertaining to the observation of cloud native workloads. Additionally, it
produces supporting material and best practices for end-users and provides guidance and coordination for CNCF
projects working within the TAG's scope.

Coapatot gokymeHT "Observability Whitepaper" ( )
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https://docs.google.com/document/d/1eoxBe-tkQclixeNmKXcyCMmaF5w1Kh1rBDdLs0-cFsA/edit

’

N3 npokymeHTa “Observability Whitepaper’

Sysadmins, developers, and software operators must know the state
of an application in production as well as the underlying infrastructure
health where that application is running.

... that wish to deliver software that is both observable, and which
integrates with their customers’ existing observability systems while
reaching a demonstrable level of reliablility, security, and transparency.

... Observability is a multidisciplinary topic.

Observability can be used on literally all phases of the development
ifecycle of a system.

Once you have your goal in mind, that's when you'll start thinking
about the outputs,
or what we like to call them, the signals.

© UNTRS
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Observability curHanboi

Signals are the outputs that a system produces
that a human, or machine, can infer knowledge
from. Those signals will vary from system to
system, and also depending on the objective
you want to accomplish.

Kubernetes specific:

> VameHeHue pecypcoB
> Events pecypc

>  CobbiTnsa BHYTpM workloads

) ...

YOUR
SIGNAL
HERE !

Continuous
Profiling

Metrics
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CurHanbl ansa 6e3o0nacHoOCTM

byoem ncxogmutb U3 crniegyoLlero:

> Cloud/Co-Lo/Corporate Datacenter

=  YnpaBrieHne akTuBamMmu

> Cluster

. KomnoHeHTbl Kubernetes

=  Kubernetes pecypchl

> Container
. [Tpouecchl
. B3anmogencteume ¢ pannamm

. B3anmoagencteme ¢ CETbIO

> Code
= |mages, SBOM

Container

Cluster

Cloud/Co-Lo/Corporate
Datacenter



https://kubernetes.io/docs/concepts/security/overview/

C TOUYKM 3peHus Mmoaenien HapyLmTens @onTRY

CkomnpometupoBaHHasa Supply Chain

—

> Ys3BUMbIV BPEAOHOCHbIN: HoBble/3a0bITble akTUBbI

1. bwubnunorteka, Open Source koA
2. (Obpa3s KoHTenHepa

3 HELM chart N3meHeHuna Kubernetes
— PEecypcoB N KOMMOHEHT

BHYTpeHHUI 3/10YyMbILLUJIEHHUK

>  «OTtnagka» B Prod okpy»XeHuu [loBeaeH4Yeckme aHomanum

>  Bad-practices

BHeLLUHUI 3/10YMbILL/IEHHUK NameHeHnsa SBOM, penosuTtopueB

> . Server-side ysa3BMMOCTU B NPUNOXKXEHUAX

>  Misconfigurations

15



[loyemy Bbl MOXETE He 3HaTb, YTO 3MOYMbILLITEHHUK MPOSABNAET BPEAOHOCHYIO

aKTUBHOCTb B BaLuem Kubernetes? /

310YMbILLUIIEHHUK MPO3KCNyaTupoBarn 3I10yMbILLIIEHHUK YCMes NPOo3KenyaTMpoBaTb He3akpbITyto 1day \
HenseecTHyto Oday ysa3BMMOCTb YA3BUMOCTb U 3anus1 HEN3BECTHbLIN BPe4OHOCHbIN KoL, /

A

3noymblWnNeHHWK BcTpous backdoor B bubnuoteky, >< HenoHaTHO, >

4YTO MCMonb3yeTcsa B obpase 4YTO MPOUCXOAMUT BHYTPU MUKPOCEPBUNCOB

16



Observability ana Continuous security* @onTes

Continuous inventory

> Bcerga 3Haem, YTO UCMONb3YETCHA U KOoraa MEHSAETCS

Continuous security profiling

> Bcerga noHMmaem nosegeHmMe M Korga oHO MeHsSeTCo

"Scientia potentia est", — Latin aphorism

17



OTBeTbTe cebe Ha cnepyroLLne Bonpocoi. @onTRS

. 3HaeTe/BuanTe/noHMMaeTe N Bbl, YTO MNPOUCXOOAUT BHYTPU BaLLUX KOHTEUHEPOB?
. Kakne obpasbl 1 rae ncnonb3yoTcs B UHPPaCTpPyKType?
. Kakou ctek texHonormnm un 'O ncnonb3yertca B MHPPaCTPYKTYype?

. Buaute nun Bbl BCe N3MeHeHUs MHPPACTPYKTYpPbI?

OO K~ W N -

. Ha yTo cnocobHbl 1 YTO AenatoT Norb3oBaTENN N CEPBUC-AKKAYHTbI?

[1pn 3TOM Bbl OOMKHbI ObITb CMTOCOOHbLI OTBETUTL Ha J1I0OOU N3 BOMNPOCOB
B Nt0OON MOMEHT BPEMEHMW.

MaTtepwuan gnga crapra:

18


https://tldrsec.com/guides/kubernetes/

Observability & Metrics '

When did you notice
this attacker?

Instituting observability and metrics into cloud native architectures delivers security insights
S0 appropriate stakeholders can resolve and mitigate anomalies appearing in reporting; tools
In this area can help collect and visualize this information. Through the use of behavioral and
heuristic analysis teams can detect and escalate outliers, suspicious events, and unexplained
calls to appropriate stakeholders. Artificial intelligence (Al), machine learning (ML), or
statistical modeling are all mechanisms that are encouraged to assist in behavioral and
heuristic analysis development.
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https://github.com/cncf/tag-security/tree/main/security-whitepaper

be3onacHOCTb He Yepe3 NoOHUMaHue YFpo3bil,

a yepe3 NoHMMaHue cebs

1o HOPMaJibHOMY noBeaAeHNnr0 MOXHO CO344dBaTb.

>  NetworkPolicy
=  Hubble/Weave Scope/Service Mesh/Distributed tracing/...
= |nspektor Gadget/Network Policy Editor/...

> [lonutukn anga policy engines

=  OPA/Gatekeeper/Kyverno/MagTape/k-rail/Kubewarden/...

>  AppArmor nnn SELinux npodwumn
= AppArmor complain mode/SELinux permissive mode

=  kube-apparmor-manager/bane/...

) seccomp npodunb
=  SCMP_ACT LOG action - complain mode

=  Kubernetes Security Profiles Operator/oci-seccomp-bpf-hook/...

Cure £££

Prevention £

Cyber attack - prevention costs less

"Building "security" into a system involves
limiting what can happen in the system". —
Thomas Dullien/Halvar Flake
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JlomaTb — He CTPOUTD! ' ALUNTRY

BTopou BaXXHbI MOMEHT: He CrnomMaTb!
>  3abnokupoBaTb, 3aNpeTnTb N OrpaHNYNTb — 3TO HE Npobriema

> [lpobnema — caenaTb Tak, YTOObl Bce npoAosikano paboTtaTb
KaK Hago:

= HYXHO 3HaTb, Kak paboTaeT

=  HY>KHO 3HaTb BCEM, KTO C 3TUM paboTaeT

He npeHebperante: _ Poor planning leads to poor results

> co3gaHuem Pre-prod 0|<py>|<eH|/|i‘/’|

"Forewarned is forearmed", — proverb
) TecTamu

* Dry run TectupoBaHuem

21



YcnoBwus:
>  GitOps
> TlpunoxeHwue:

« 2 Deployments, 1 Ingress, 2 Service

YTto HYXXHO 3HATb N YUUTbLIBATD.

> 3HaHue labels y Bsanmogemncreyromx
namespaces

>  Wcnonb3yetca nu Service Mesh?

> Kakaga peanusauusa Ingress ncnonb3yeTcs
1 rge oHa HaxoauTtca?

> * Wcnonb3yetca nun otgadva Logs, metrics, traces
B KO4e NpuUnoXeHns CTOPOHHUM cepBucam?

apiVersion: networking.k8s.io0/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
namespace: default

MMA MO/IUTUKM
B KAKOM namespace geicTeyer

TO K Kakum Pods bygeT npymeHeHa NoAuTHKa

TUNbI Npasua B nonutuke. Mo ymonuauumio, Ingress.

OtKypga Tpadpumk

1 NCTOYHMUK

matchLabels:
project: myproject
- podSelector:
matchLabels:
role: frontend

2 UICTOUYHUK

3 MCTOUYHUK

Ha Kakou nopt

- protocol: TCP
nort: 6379
egress:
- o . Kyaa tpadumk
- ipBlock:
cidr: 10.98.0.8/24
ports: Ha kako# nopt
- protocol: TCP
port: 3978

610K ingress npaswun

bn0K egress npasmn
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JLllesIoOHMpoBaHHass 0OOpPOHa

Threat modeling

k8s

@UNTR‘J

Authentication Authorization .. Audit Log : .
Code Images FeSOUrCes Webhook Webhook Admission controllers Webhook Container/VM Observability
SAST  Immutable e RBAC RBAC LimitRanger Isolation o
annotations management
DAST D_|stroless 1aC ResourceQuota Rootless cqp’FalnerS, Se(.:urljty
Images Capabilities monitoring
IAST Security as PodSecurityPolicy seccomp, AppArmor, Applllcatllon
Code Selinux monitoring
Configuration A'nomaly
RASP cr?eck ImagePolicyWebhook Limiting the blast radius detection
Segregation of duties
SCA

+ Multi-tenancy”

NetworkPolicy

PodSecurityPolicy

MutatingAdmission\Webhook

Init containers + sidecars
containers injection

ValidatingAdmissionWebhook

Custom Resource + operator

(policy engines)

(Secrets,
ServiceAccounts token)
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3akKo4dyeHue , UNTRY

Observability/3HaHne/noHnmaHme "The behavior of a piece of software doe
npoucxopsiLero no3BonserT: not determine whether it is malicious
or not. The true defining lin&between
> ObHapyxnsaTb aHOManNuu malicious and non-malicioug software
| IS whether software does what the user

) | i |
CTpounTb 6e3onacHoOCTb OT ceb4 expects it to do. The quegtion

> He nomartb TO, 4YTO paboTaeT of malicious / non- -malicjous software
is a question of alignment between user
expectations and software behavior”, /

Be3onacHoCTb 0e3 cnenbiX 30H:

— Thomas Dullien/Halvar Flake »
) 3alwuuTta OT HEe3HaHUSA .

Reliability n security nayrt pyka o6 pyky.

24



@UNTRH

Q&A

nacundo 3a BHMMaHue!

EBOookumoB
Founder

Email: de@luntry.ru
Twitter: @evdokimovds
Telegram: @Qu3b3c

AS
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