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| Whoami

* TexHW4ecknm ampekTop, nccnegosatens b

 OpranusaTtop KoHdepeHumnin ZeroNights, DEFCON Russia (#7812)

* B npoLwnoM pefakTop pyopuk B xxypHane “XAKEP”

« MelHTenHep npoekTa “Python Arsenal for Reverse Engineering”

- ABTOp Telegram-kaHana “

* ABTOP TPeHWHra “‘be3onacHoCTb 06/1a4HbIX NPUIoXeHu B Kubernetes”

« Cnukep: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS, PHDays v ap.


https://t.me/k8security

Disclaimer

HJaHHbIN goknag — 3To B3rngag cneyvanmncTa no
NHPOpPpMaLNOHHON 6e30MnacHOCTI, KOTOPbIN 60/1bLUYIO
4YacCTb CBOeW Kapbepbl 3aHMasica HacTynaTesibHOWN
6e3onacHocTbio, 0 ToM, Kak Kubernetes cnoco6eH
MOBbLICNTb YPOBEHb 6©30MacHOCTU, YNPOCTUTb
ynpaB/nieHne 6e30nacHOCTbIO M YCKOPUTb BHeapeHmne
MexaHn3mMoB 6e30nacHoOCTI.
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SecDevSecOpsSec -
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| Security > SSDL > DevSecOps

! Co-ordinated Vulnerability
Disclosure (CVD)

Source: OECD
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| Shift Left Everywhere Security

“Shift Left” is becoming “Shift Everywhere.”

Although shift left has been promoted as doing some security testing during development, that is a large
simplification of what we meant. More accurately today, some secure software development lifecycles (SSDLs) seek
to conduct an activity as quickly as possible with the highest fidelity as soon as the artifacts on which that activity
depend are made available. Sometimes, that’s to the left of where you're doing things today, but often times, it’s

to the right. In addition, technology trends naturally require shifting right to produce rapid and accurate telemetry
from modern languages, frameworks, and software orchestration.

Established practices such as secure code review are leveraging enhanced source code management features to allow
review during multiple phases. For example, shift left to initial code commits and shift right to augment metadata
offered as part of pull requests sent to repository maintainers when code is finished and tested. These options reflect a
desire to present results both where they can be achieved the soonest and where they will be most impactful.

Some organizations eva[uating defect discovery tools and services are showing a growing preference for continuous
event-based security telemetry throughout a value stream rather than a sing|e point-in-time ana|ysis.

Those organizations attempting to maintain accurate software inventory data are discovering the need to align
efforts across source code content management, the build process, the deployment process, and the operations
environment, where inventory granularity and content will likely be different with each view and will also change
frequently. Such organizations are struggling to maintain the effectiveness of their existing inventory efforts while
also adapting to new software lifecycles, software architecture changes and any underlying software, deployment,
and cloud technologies changes happening in response to the engineering self-service trends and the digital
transformation sea change.

Building Security In Maturity Model (BSIMM) 11



https://www.bsimm.com/download.html

blog.sgreen.com » secdevops ¥ NepeBecT aTy cTpaHULy

ﬂ What is SecDevOps and why should you care? - Sqreen Blog
(GUNTF

19 mion. 2017 . — What is SecDevOps? SecDevOps (also known as DevSecOps and

DevOpsSec) is the process of integrating secure development best practices ...

. www.altexsoft.com » blog » w... ¥ NepesecTun aty cTpaHuLy
I N EW . SeC D eVS eC O p S Se C What is SecDevOps and Why is It So Important? | AltexSoft

12 pex. 2019 . — SecDevOps is the process of integrating security right into the development

resources.whitesourcesoftware.com > . v [epesecTu 3Ty cTpaHNLLy and deployment workflows. Learn how your product and team can ...

DevSecOps VS SecDevOps: What Are The Differences?

21 mas 2020 r. — SecDevOps Puts Security First, Literally. For those who argue there is a

MapKeTUHTr:

difference between DevSecOps and SecDevOps, it is about putting ...

« SecDevOps

www.acunetix.com > blog > d... ¥ MepeBecTy 9Ty CTPaHULY WWww.capgemini.com » secdev... ¥ NepeBecTu aTy cTpaHuUy

. D@VS@CO S DevSecOps vs. SecDevOps | Acunetix SecDevOps: Cybersecurity Innovation - Capgemini
p 11 Hoa6. 2019 . — I'm delighted today to be joined by Capgemini cybersecurity expert Luis

24 cenTt. 2019 . — It is an extension of DevOps (Development + Operations) tr i o
Delabarre. This topic is known as SecDevOps. It's the process of ...

security. The order of component terms in the DevSecOps name, however, ...

« DevOpsSec

blog.newrelic.com » technology ¥ lNepesecTun aTy cTpaHuLy

SecDevOps: Injecting Security Into DevOps Processes

. 16 von. 2018 r. — Think of SecDevOps—practitioners are sometimes called “Security DevOps
DeVO pSSeC, SeCDeVOpS, DeVSGCO pS: Wh at Siha Name iee Engineers”—as a set of best practices designed to help organizations ...

18 okT. 2016 . — The world is awash in DevOps, but what does that really mean? Although

DevOps can mean several things to different individuals and ... blog.ariacybersecurity.com ... ~ flepesectu ary cTpanuLy
’ DevSecOps vs. SecDevOps vs. DevOpsSec: Is there really a ...

2018 r. — SecDevOps: To borrow from “Goldilocks and the Three Bears,” this approach

Tabitha Sable D EVOPS IS D EAD ht! According to this insightful article on CSO.com, ...
abbySable

° www.csoonline.com » article ¥ NepeBecTu aTy cTpaHuUy

LONG LIVE DEVOPS

LRT: DevSecOps doesn't exist, because when you
actually do it... that's called DevOps

GitOPS

DevSecOPS
SecDevOps
Configuration as CODE 8

7:02 PM - 15 anp. 2021 r. - Twitter for iPhone




(LUNTRY »
| Cloud Native security

» People: CoBMmecTHasa paboTa BCex
JenapTaMeHTOB

* Process: 3agencTBoBaHue Bcero lifecycle

NPUIOXKEHNM
* Technology: BbICOKMI1 ypOBEHbL
6e30MacHOCTM 6e3 Bpeda A1t CKOPOCTb

[IOCTaBKW HOBOrro value

Foundational




(CUNTRY | »
| YTo Takoe 6e30nacHOCTb?

. Transfer
Accept |

. Mitigate
RISK g
Management
Control

Avoid
~ Strategy

Reduce



» | Napy cnoe o Kubernetes
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| K8s is insecure by default

Kubernetes — aT0 ppenMBOpK

«  Kaxkgas nHCTannaums yHnKanbHa . .
* Peanusayus 4acTu MexaHUM3MOB 6€30MacHOCTU NEXUT Ha APYrMX KOMMNOHEHTaX

Bce HacTporKun No yMONYaHUIO MpU3BaHbl YCKOPUTb Balll CTapT B HEM .

* [loyTn BCe MexaHU3Mbl U beHKLI,l/Il/I 6e30MacHOCTU AeaKTBMPOBAHDbI

L

“The Path Less Traveled: Abusing Kubernetes Defaults”, lan Coldwater, Duffie Cooley,
BlackHat USA 2019

12


https://speakerdeck.com/iancoldwater/the-path-less-traveled-abusing-kubernetes-defaults

(LUNTRY »

| JeknapaTuBHas npupoaa K8s

Bce ectb YAML

+ Self-documenting

« KOHLUEeHTpaLKs Ha pe3ysibTaTe, a He Ha npoLecce
 [IpeackasyeMocTb pesynbTaTa

* YQOOHO XPaHUTb, MEHATb N OTCNEXNBATb N3MEHEHUS

» Something as Code
 Infrastructure as Code
» Security as Code

* MoxxeT obpabaTbliBaTb MalLMHa
* MeHblle BEPOATHOCTb OLLIMOKM
« « MOXHO aBTOMaTU3MPOBAHO NMPOBEPUTL CTATUYECKMM aHaIM30M

13
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| Control loop

Actual State .
Controller's Concept \

Concept: Control Loop (Reconciliation Loop) ™

Read real resources

observe
Control Loop

‘

Intended State

®

L]

Change internal/external resources

. Action affects actual state

14



(CLUNTR )
| Self-control system

'Self-healing systems: what are they?", Tiina Niklander, AMICT'2006 k
Large-scale cluster management at Google with Borg”, Google, EuroSys 2015

Eight Goals for a System

System must know itself e R e i
System must be able to reconfigure itseld within its '

operational environment control loops . Decide ———
System must pre-emptively optimise itself — Based on Process Controller Use uncertain reasoning

System must detect and respond to its own faults as Control Theory R
they develop Controller Analyse
measurcme ‘M{ :lij_“,l"l“]k‘nl

v

Act

{Collate, combine, Modify behavior]

System must detect and respond to intrusions and . continuously
attacks .

System must know its context of use
System must live in an open world

System must actively shrink the gap between !
user/business goals and IT solutions Fos £ From system elements,
Users, environment, agents, ...

compares the actual
and expected
behavior and makes | Colleet ——

Find trends, correlations Tnform Users

15


https://www.cs.helsinki.fi/u/niklande/opetus/SemK07/Self-healing-intro.pdf
https://research.google/pubs/pub43438/

(@LonT

» | YnpaBneHue puckamu u
yrpo3amum B Kubernetes



LonTe
| YnpasneHue yrposamu B K8s

* YA3BUMOCTW ObINK, ECTb 1 BYayT

*  Hy>HO CTPOUTb 6€30MaCHOCTb C MbICIbHO,
YTO OHW CYLLIECTBYHOT M MOTYT ObITb
MCMOJIb30BaHbI 3/T0YMbILLINEHHKAMW B

FOO0N MOMEHT

FRAMEWORK -

&)

§
QQ'

0‘\0453&

NIST CyberSecurity Framework

17


https://www.nist.gov/cyberframework

| MuBeHTapusaumsa (Identify)

Code
-.___ Container )

Cluster

Cloud Co-LofConporate
CIALAs

- |dentify = Observability (images, k8s resources, process, ...)
* * Henb3sa 3aupiaTh, KOHTPOIMPOBATL TO, YTO HE BUAMLLb

« “A system must be observable to be controllable”

ldentify

Asset Management

-

Business
Environment
A\

-

Governance

A

<

Risk Assessment

AN

Risk Management

Strategy

18



ALUNTR
| UcTopusa 1

NMHumpeHT SolidWinds

19
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| 3awmTa (Protect)

seccomp,
AppArmor,

SeLinux,
PodSecurityPolicy,
securityContext,
NetworkPolicy,
Admission controllers,

 Policy engines

Protect

-

Assess Control

(&

a

Awareness and
Training
S

~

Data Security

.

p
Info Protection
Processes and
Procedures

&

-~

Maintenance

&

p
Protective
§ Technology

20



@LUNTRY
| UcTopua 2

“YX. XXX ya3BMMOCTEN B 0b6pasax — He
npo6nema. Mbl 3aKpbiBaeM YA3BUMOCTU C
BbICOKMM YPOBHEM U CMUM CMOKOMNHO."

21



le'lN'"'h
| O6Hapy>keHune (Detect)

Detect ~= Observability,
Audit policy,

Admission controllers,
BO3MOXXHOCTU eBPF

Anomalies and
Events

Security Continuous
Monitoring

Detection Processes

22



@LUNTR:
| UcTopuma 3

“BugBounty: a Tbl TOYHO HMYEro He aenarn
nanbwe?” nnn “0 pesynibTatax NeEHTECTOB Mbl
y3HaeM 13 OTYETOB"

23
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| PearmpoBaHue 1 BoccTaHoBEHME
(Respond, Recover)

Respond/Recover = CRD + cBou Operator
* CBONCTBO KOHBEPreHLmm

Respond

L

Response Planning

Kubernetes System
Odjects Resources
Communications
-| Update Watch Container|
Pod || - S
Controllersu Volume | .
«— <«— Analysis
: Service ||| | Watch Update iptables
L i * rules
Mitigation
watches change events
Improvements

adjust state
Kubernetes API



ALUNTR
| UcTopus 4

“lLen WpegnHrepa”

25
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| OODA loop

OODA:

* Observe —HabnwgeHWe

« QOrient — opneHTUpoBaHME
» Decide - pelleHue

* Act - gencrBue

Observe Orient

Collect Relevant Data
for Observation

Derive Meaning &
Context from Data
Host Telemetry e

p 3

Process

Instru mentatcm/'

Netflow ~

| Feedback

Feedback

besonacHOCTb — 3TO Npouecc, a He cocToAHue!

Decide Act

Take Response Action
to Test Hypothesis

Feed forward @ : :
LD

Formulate & Document
Hypothesized Response

26


https://capsule8.com/blog/how-security-teams-can-learn-to-stop-worrying-and-love-the-ooda-loop/

ALonTr

| OODA loop in enterprise

SIEM “ORIENT”

Analysis

Dashboards

Alerts

Reports

Link Analysis Visualization

Correlation Engine
Cross-Log Source Correlation
User Behavior Analytics

Vulnerability Management

Cyber Threat Intelligence

Network Model/Hierarchy

EDR “OBSERVE”

Endpoint Detection

File Add/Remove/Modifications
Registry Add/Remove/Modifications

DNS & Network Connections
Shell/lCMD Command Executions

Process & Cross-Process Executions

User Behavior Activity

Binary & Executable Storage

Cyber Threat Intelligence

ORIENT  DECIDE

OBSERVE

Forensic Findings
Modeling New
Countermeasures

other technologies

SOAR “DECIDE”

Playbooks
Fully Automated Playbooks

Semi Automated Playbooks

Manual Playbooks

Types of Automation
Defensive Escalation Automation

Defensive Enrichment Automation

Defensive Mitigation Automation

Forensic Escalation Automation

Forensic Enrichment Automation

Forensic Analysis Automation

v

SOAR
Actions

Endpoint Response
Endpoint Isolation

Executable Quarantine

Remote Backdoor

File Upload & Download

Forensic Memory Dumps

Registry Add/Remove/Modifications

Process Execution, Termination & Block

Executable Sandbox Analysis

27


http://correlatedsecurity.com/an-ooda-driven-soc-strategy-using-siem-soar-edr/

| SOAR

Security Orchestration, Automation and Response (SOAR)

Inputs are Mapped to
Incident Categories

Incident Category A . Asset Criticality L Fully
Incident Category B Alert Criticality Automated
- n . Playbook
incident Category C
' - Data Classification Semi
o Automated
App Criticality Playbook
Network Criticality

User Criticality Manual
Log Data Analysis _§ Playbook

Types of Context Types of Playbooks

Playbook #1
Playbook #2
Playbook #3

Playbook #4
Playbook #5
Playbook #6

| Playbook #7
Playbook #8

Playbook #9

Types of Automation Types of Response

L. W] Defensive Response |
[ Enrichment |
" Response |

- Deception Response

28


http://correlatedsecurity.com/an-ooda-driven-soc-strategy-using-siem-soar-edr/

QLUNTT

| Zero Trust n Self-protecting

B Abstract

Self-protecting software systems are a class of autonomic systems capable of detecting
and mitigating security threats at runtime. They are growing in importance, as the
stovepipe static methods of securing software systems have been shown to be inadequate
for the challenges posed by modern software systems. Self-protection, like other self-*
properties, allows the system to adapt to the changing environment through autonomic
means without much human intervention, and can thereby be responsive, agile, and cost

effective. While existing research has made significant progress towards autonomic and

“A Systematic Survey of Self-Protecting Software Systems”



https://dl.acm.org/doi/10.1145/2555611

@UNTDU

| Toukn BHeApeHUs 1 paclUNpeHns

Kubectl plugins
Authentication Webhook
Authorization Webhook

Admission controllers:

Image Policy webhook
MutatingAdmissionWebhook
 ValidatingAdmissionWebhook

Dynamic Admission Control
«  SDKI!

Container Lifecycle Hooks

Audit Log webhook backend

You know yourself, your
team and your product.,
Build around your
requirement



ALonTr

| 3wenoHuposaHHaa 060poHa

Code Images k8s resources Auw:g:]igzr(ion Al:’tvz(:;:z::)tli(on Admission controllers x'ed;:‘tgz Container/Sandbox/VM Observability
2 be ' A :
= SAST  Immutable 28!S RBAC RBAC  LimitRanger Isolation S
% annotations management
O 5 5
e DAST laC IAM ResourceQuota Rootle.s.s.contamers, Secu.rlty.
- Capabilities monitoring
@© . R
& IAST Security as PodSecurityPolicy seccomp, AppArmqr, Appl{ca‘qon
I_E Code Selinux, distroless images  monitoring
Compliance Sl
RASP P ImagePolicyWebhook Limiting the blast radius detection
as Code
Configuration Segregation of duties Event
SCA check NetworkPolicy (Secrets,
: resource
ServiceAccounts token)
PodSecurityPolicy
. MutatingAdmissionWebhook
Init containers + sidecars containers
injection
ValidatingAdmissionWebhook
+ Multi-tenancy* Custom Resource + operator (policy 31

. engines)



ALUNTR:

» | 3aknoyeHue



@UNTRH
| 3aknroueHne
-

* He BugmTeChb Ha MapKeTuHI 1 cTpounTte 6e30nacHOCTb UCXOAS U3

. COOCTBEHHbIX PUCKOB U yrpos
« K8s — aTo Cbpel\/'IMBOpK.,..KOTOprl‘/'I NaeT MHOIo BO3MOXXHAOCTEMN,

CNoco60B M TOYEK BCTPauBaHWA A1 CBOEro paclupypeHus

« K8s no3BosisieT Npo3payHoO BCTPOUTb U UCMOAB30BaTb NPaKTU

. NB 6e3 Bpena yaobCcTBYy pa3paboTKu
\ * BbicOKUM noTeHuunan no observability B coyeTtaHun c c
OaeT BOBMOXHOCTb peasiu3oBblBaTb CPEACTB LLNTbI, KOTOPblE

PpaHblLUE CAEJlaTb 6b1/10 CNNOXKHO UTN HEBO3MOXXHO

33



(( FUNTDU
| Q&A .
Cnacu6o 3a BHUMaHue! B

Email: de@luntry.ru
Twitter: @evdokimovds
: @Qu3b3c
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