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Agenda

« BBepgeHune B Temy

e BoamoxxHocTm eBPF

e PazpaboTka c eBPF

e [lopTUpyemocTb eBPF koga

e [lpouzBognTenbHocTb eBPF koga
e besonacHocTb eBPF

e 3akJsitoyeHme
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BeenoeHune B Temy




eBPF ﬁeBPF Foundation

Founding Members
« Pazeutme BPF FACEBOOK (Google & isovaLent
o extended Berkeley Packet Filter
« Event-driven npunpona BE \ticrosoft ~ NETFLIX
User Program Kernel
1. generate > verifier
BPF bytecode kprobes
= o /
per- 2 load / BPF = uprobes
event 3. perf_output -
data |k R t tracepoints
tatistics |« 3. async > f
S : read » maps perft_events
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eBPF vs Kernel Modules

Kernel Module eBPF nporpammsl
BoamoxkHoCTH BearpaHuyHble OrpaHun4eHHble
PaspaboTka Bce npenectn Kernel n Cun Kernel space (Cu\rust) + user space

(Go\Python\C\Rust)

[TopTnpyemMocTb 3aBVCUT OT BepCUn sgpa C MeHblew 3aBUCKMOCTbIO OT BEpCUK aapa
[TponssoguTenvH | Boicokasd Boicokas (JIT crneundwnka) + rapaHTna
OCTb BbIMO/IHEHWSA 3a KOHEeYHOEe BpeMs
BeszonacHocTb Ownbka MOXXeT NMPUBECTUN K HeobpaboTaHHble OWn6KN HE
(safety) nageHuio xocTa npeanonarakTcH
besonacHocCTb bearpaHunyHble BO3MOXHOCTW OrpaHn4YeHHoe BAVAHME HA CUCTEMY
(security)
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bpftool utility in kernel sources 4.15
BPF attached to cgroups as device controller 4.15
bpf2bpf function calls 4.16

RPF nized for monitarinn sncket RYX/T¥ data 417

n o CTO ﬂ H H O B Feature Kernel version 417

AF_PACKET (libpcap/tcpdump, cls_bpf classifier, netfilter's xt_bpf , team driver's

load-balancing mode...) 315 417
p 33 B VI T I/I VI Kernel helpers 3.15 4.18
bpf() syscall 218 418
Tables (a.k.a. Maps; details below) 3.18 418
() |_|O$Z|B|/|j'|C$I| B 2015 BPF attached to sockets 3.19 418
e eBPF “noctynen” c Bepcun 3.15 e o toies * 418
cls_bpf / act_bpf for tc 4.1 418

e Yem HOBee apoO, TEM BONblLUe e .
BO3MO>KHOCTe|7| I/I MeHbLLIe Non-root programs on sockets 4.4 4.0
O I_p aH I/I L_I e H I/I |7| Persistent maps and programs (virtual FS) 4.4 59

tc 's direct-action (da) mode 4.4 55
tc's clsact qdisc 45 55
BPF attached to tracepoints 47 55
Direct packet access 47

XDP (see below) 48 =
BPF attached to perf events 4.9 5.8
Hardware offload for tc's cls_bpf 4.9 59
Verifier exposure and internal hooks 49 5.10
BPF attached to cgroups for socket filtering 4.10

https://github.com/iovisor/bcc/blob/ ighweight tonnel encapsulaton o
master/docs/kernel-versions.md BPF support for xt_bpf module (iptables 410

BPF program tag 4.10
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https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md

eBPF n nnachoprl (GINTRE
(embedded)
| Project Kernel User Kernel User User Kernel User Kernel User Kernel User
Linux 2014
uBPF 2015
rbpf 2017 2017 2018
Android 2017
Generic eBPF 2017 2017 2017 2017 2017
eBPF for Windows 2021

Tock 2021

2022 FOUNDJATION




Feature / Architecture Kernel version Commit

eBpF 7, apXVITe KTyp bl x56_64 3.16 622582786C9%e
npOLl,eCCOPOB ARME4 3.18 eS4bcde3deod
5390 4.1 854623185728
e In-kernelinterpreter Constant blinding for JIT machines =~ 4.7 4f3446bbgoof
e /proc/sys/net/core/bpf_jit_enable
PowerPC64 4.8 156d0e290e96
Constant blinding - PowerPC64 4.9 b7b7813cacss
Sparctd 412 7al12b5831ceb
MIPS 4,13 f381bfeds2fe
ARM32 4.14 39c13c204bbl
x86_32 418 @3f5781be2c?
RISC-V RV64G 5.1 2353ecc6folf
RISC-V RV32G 5.7 5f316b65e99f
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OcHOBHbIe MbICIN pa3gena

Ons

pa3paboTUYMKOB:

e [lopTUMpyeMoOCTb N HAOEXHOCTb
BbllWe YyeM Yy kernel modules
e Kernel space 6okrpayHa éoyoet

M/IOCOM
e HoBOe aapoO BTO HOBbIE
BO3MOXHOCTU

@ UNTRSY

@

onsa

nosib3oBaTesnien:

e BblBCe yaule bygeTe
BCcTpedaTb eBPF peweHns

e MoxeTe cnaTb crokovHee ;)

e CBexxee aapo TOMbKO MC




Boamo>xHocTtm eBPF




[ e eBPF Mmo>eT ncnonbsosarbca<

Networking: Load Balancing, Kubernetes Networking, Service Mesh

Cilium - CNI plugin onga Kubernetes
Katran - layer 4 load balancer

Observability: Any metrics, logs, traces, continuous profiling,...

Pixie - observability peweHmne ona Kubernetes
Parca - continuous profiling peweHne

- SysinternalsEBPF - Linux nopT nereHgapHoro Sysmon

Security: Network/Runtime/Data security
- Falco, Tracee - runtime security pelweHuns
- Inspektor Gadget - Ha6op NporpamMm a4 oTagkm v

nHTpocnekumnn Kubernetes applications



https://cilium.io/
https://github.com/facebookincubator/katran
https://github.com/pixie-io/pixie
https://www.parca.dev/
https://github.com/Sysinternals/SysinternalsEBPF
https://falco.org/
https://github.com/aquasecurity/tracee
https://github.com/kinvolk/inspektor-gadget
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Tunbl eBPF-nporpamm

e Okono 50 Tnnoe nporpamm
o CMoTpeTb bpf prog type/bpf attach _type B bpf.h
o PasHble 3apaun
o PasHaga pacnpocTpaHeHHOCTb
o OTy3kocneunanmanpoBaHHbIX 00 YHUBEPCasribHbIX

Networking Tracing
- XDP —- tracepoints
- tc - raw_tracepoints
-~ sockets - kprobes LSM
- cgroups - fentry
S - uprobes
- perfevents
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https://github.com/torvalds/linux/blob/master/include/uapi/linux/bpf.h
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[o yero moxxet gpotaHyTtbca eBPF 2 ~
dainoBas noacmucrema CeTeBas noacucrema
</>Process </>Process A BPE uprobe

sendmsg ()| |recvmsg ()

tracepoint/kprobe

N tracepoint/kprobe

Linux kernel
File descriptor Sockets .
BPF
) )
tracepoint/kprobe/Ism VES BPF TCP/IP BPF sockets/kprobe/lsm
Block device j Network devicej
tc
\ |- [ ¢ /
BPF BPF
{ 2 2
Storage hardware Storage hardware XDP
BPF
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eBPF n containers/sandbox/VM/microVM

e [lpn paboTe C KoOHTEemHepamMm MOXXHO onpenenTb KOHTEKCT

e [Ipn paboTe c sandbox/VM/microVM Henb3a onpenenintb KOHTEKCT
o VM Wasmer n nogo6bHsblie

o Sandbox gVisor
o Kata Runtime
o MicroVM Fargate

- D
) - =210 - O e (1 @ O C DI O ) -
[ | - = C AW b L N J N/ N - =
(S \J

Instances. #1027/



https://github.com/aws/containers-roadmap/issues/1027
https://github.com/aws/containers-roadmap/issues/1027

OcHOBHbIe MbICIN pa3gena

Ons

pa3paboTUYMKOB:

e llInpokas o6nacTb NpMeHeHnsa
- rNaBHOE HaNTU ;)

e [lnoOXxas gokyMeHTauums - MHOIo
TOMbKO N3 NPYMEPOB U
pacchbl/IOK

e Hy>KHO OpUreHTMpoOBaTbLCA B
Tnnax eBPF nporpamm
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onsa

nosib3oBaTesnien:

o [lpy>KMT C KnaccryecKkmMmim
KOHTenHepaMu

e EcCTb peweHna aona network,
observabillity, security




Pazpa6oTtka c eBPF
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HanncaHve n cé6opka eBPF-nporpamm

o C - libbpf e O6blyHO C

e Python —bcc ® bcc 6bepeTBCe Ha cebo
e Go — libbpf-go o Komnumnarop llvm/gcc

e Rust — libbpf-rs e Ha Bbixofe elf ".0" pann

User space Kernel

Bof() syst ] ) Verifier
system calls
eBPF opcodes R PTY sy
» Load programs and maps L 4
eBPF maps L Attach BPF programs to

_ BPF VM
events Read/write maps :)

!

[ Maps
J

A\ 4
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https://github.com/libbpf/libbpf
https://github.com/cilium/ebpf
https://github.com/libbpf/libbpf-rs

OrpaHnyeHuns eBPF

2022

BbinonHeHmne Koga 3a KOHeYHOEe BpemM4d
O HeT 6eCKOHeYHbIX LNK/TOB
o HeTI1/O
o Ko HUrge He MoXXeT 3aBNCHYTb
TONbKO orpaHn4YeHHoEe BAMAHNE HAa CUCTEMY
O Henb3d NCIMOJIHNTb I'IpOI/IBBOJ'IbeIVI KOO N3 Agpa
O HeNb3s MoaMdMLMpOoBaTb MaMaTb 94pa
Pazmep kona
o linux<5.2:4096 nHcTpyKun
o linux>5.2:1000000 nHcTpyKunM
Cno>xHocTb koga (CYMynauUra NCRoNMHeHWs Koaa)

o linux<5.2:131072 nHCcTpyKuUn
o linux>5.2:1000000 nHcTpyKunM

CTtek D12 6anT
[HocTyn K HEKOTOPbIM AaHHbIM BO3MOXEH TO/IbKO Yepes
creuynannanpoBaHHblie kernel helpers

FOUNDJATION
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OcHOBHbIe MbICIN pa3gena

ons onsa

pPas3paboTYNKOB: nosnib3oBaTteneun:

e VicnonbayiiTe rotoBble e He MelwanTe pazpaboTumkam ;)
ONOEINOTEKU

e eBPF nmeeT 6obloe KoNm4ecTBO
orpaHn4eHunn

e Yem HOBee aapo, TEM MpoLle C
orpaHnyeHnamMm

e He Hago n He BOBMOXHO BCe
peannsoBaTtb B eBPF

FOUNDJATION




[TopTnpyemocTb eBPF koga
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[Tpo6nema 1. HecTabuUbHOCTb MHTEPPENCOB B Agpe

1. Camno cebe eBPF-6antkog apxmTekTypHO-HE3aBUCUM 1 06pAaTHO
COBMECTUM CO CTapbiMu Bepcuamm agpa

2. [lpobnemy cocTaBngeT paboTa C HeCcTabu/ibHbIMKM CTRYKTYpaMn sapa:
UyTeHne 1 o6padoTKa NX Nosen

3. CurHaTtypbl QYyHKUNN MOTYT MEHATLCH, PYHKLMM MOIYT YOANATbCH B HOBbIX
Bepcusax agpa

struct task_struct { struct task struct {

v

pid t pid; // offset X long _;
pid t pid; // offset X + 8

struct task struct task;

_READ(task->pid)

2022 FOUNDJATION
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PazButme peweHmnsa npobriembl

e CTabunbHble MHTEpPdENCHI
e llcnonbzoBaHume Kernel headers

o CONFIG_IKHEADERS
e OTragbiBaHme offsets

e BTFunCO-RE
o BTFHub



https://github.com/aquasecurity/btfhub

CTtabunbHble NHTepdenchobl

2022 FOUNDJDATION
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Linux headers

e CobupaTb Npu 3anycke
o HyxenH koMmnunatop (llvm/gcc)
o Hy>kHblI 3aronoBkun sapa

s 06bl4HO OOCTYMHbI Mo NyTn (13 cucTemHoro naxkeTa): /lib/modules/S(uname -r)/build/
m npu Hanudumm onunnm CONFIG_IKHEADERS: /sys/kernel/kheaders.tar.xz
m  MOTMyT 6bITb OCTYMHbI 419 3arpy3Ky 13 ceTu

e Un3BecTHas cucteMa (Hanpumep, Google COS (Container-Optimised OS))
e [lpencobpaHHbIi BapuaHT
o Vinnnopg kaxpooe anpo ceBoda cobopka

2022 FOUNDJATION
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OTragbiBaHune offsets

- florian
@Ox0F10

offsets are an important topic when writing eBPF tools.
BTF and BPF skeleton can be an answer to this. So itis
great to see @kevsecurity did find a different solution
with github.com/Sysinternals/S... great work!

o https://github.com/Sysinternals/Sysinternals
YEPHAS MATUS EBPF/blob/main/discoverOffsets.c#L 25

KHHWTA 1
OOpanoBbIe METOAMKM
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https://github.com/Sysinternals/SysinternalsEBPF/blob/main/discoverOffsets.c#L25
https://github.com/Sysinternals/SysinternalsEBPF/blob/main/discoverOffsets.c#L25

@UNTRH

CO-RE (BTF)

e KoHuenuuma CO-RE: Compile Once — Run Everywhere
e Ha90% coctout na BTF: BPF Type Format

e [lpobnema pasHbix OpPCeTOoB NOMEN CTPYKTYP pellaeTcs Ha aTarne 3arpy3ku ¢
MOMOLLbBIO penokaunm

o CobupaeTtca eBPF koo Tonbko oaviH pas
e Ha Bcex cuctemMax McrnosibldyeTcs ogHa 1 Ta e coopka

e BTF BCTpOEHO BAgpo c b.2
o CONFIG_DEBUG_INFO_BTF=y
o bpftool btf dump file /sys/kernel/btf/vmlinux format c

2022 FOUNDJATION




CO-RE (BTF)

2022

besznnc CO-RE

User-space (host)

Kernel-space (host)

User-space (dev environment)

eBPF
code

Compiler
(Clang)

Linux
Headers
\ 4
eBPF Compiler | | BPF . BPF - T ‘ Deployed
— > > e > . » BPF
code (Clang) Bytecode Verifier Compiler
Program
‘/7 User-space (host) Kernel-space (host)
BTF
A 4
libbpf Deployed
B tBPFd loader  |—> B tBPFd > Ve%ffli:er > CorwaTiIer "
ytecode (CO-RE) ytecode P Program

||
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https://blog.px.dev/ebpf-portability/

BTFHub

@ What is BTFhub ?

Unfortunately the BTF format wasn't always available and, because of missing kernel support, or because of the
lack of userland tools, capable of understanding the BTF format, distributions release(ed) kernels without the
embedded BTF information.

That is why BTFhub exists: to provide BTF information for Linux distributions released kernels that don't have
embedded BTF information. Instead of recompiling your eBPF code to each existing Linux kernel that does not
support BTF information, your code will be relocated - by libbpf - according to available BTF information from the
BTFhub files.

2022 FOUNDJATION



https://github.com/aquasecurity/btfhub
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[Mpo OC n managed Kubernetes B o6/1akax

e O6nNa4yHble NpoBangepbl cTapatrTcsa 6biTb 6oee eBPF
OPY>KeNoOHbIMUN

e [Monnepxka BTF Ha HOBbIX Bepcuax aapa (>= 5.2) kak npasuno
nMmeeTcH

e [loasnawTca Cloud/Kubernetes oriented OS ¢
LeneHanpaeneHHow nogaep>xkom eBPF

o [lpumep: Flatcar Container Linux

e RHEL

o HyxHo gocTaBnaTb kernel header yuepes machine-config

o MHOro yero 6GKNOPTAT HA cTapble gapa

2022 FOUNDJATION
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NMpo6nema 2: npoxo>xaeHme kernel verifier

1. Tlpn 3arpyske kernel verifier nposepseT eBPF-koa Ha KOPPEKTHOCTb

2. PasHble Bepcun gapa MOryT UMeTb pa3Hble npeactaBneHmnsa o
KOPPEKTHOCTW

3. PasHble BepCliN KOMIMNNATOPa 1 pa3d3Hble OrntTtnMnmndaudiniin MOoryTt
BMellMMBaTbCH B OTOT rpouecc

PeweHne:
e lecTmpoBaTthb
e [lpy HEOBXOOMMOCTM 0OOABMATL OOMNONHUTENbHbIE safeguards B koA

o [lpnoep>xmBaTbca TPEBOBAHUM MUHMAIbBHO NOoaOepP>XXNBAeMOoW BaMU
BepCcun agpa

2022 FOUNDJATION
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OcHOBHbIe MbICIN pa3gena

ons nsa

paspaboTYNKOB: nosnb3oBaTeneun:

e Hy>keH nnaH ‘B" ecnun yero-to He e Ha 6o/n1ee HOBbIX A4pax MeHblue
OyneT B HOBOW BepCUM AAPa BO3MOXXHbIX MPO61eM

e MHoro ronosHomn 6onm co e Ha 60nee HOBbIX sgpax MoxXeT
CTapbliMn BERCUAMI SAPA OblTb 6O/MblLLUE BO3MOXHOCTEW

e Jlyywe ncnonbzoeatb BTF (ecrn (yHKLMOHAN)
He Ha[o Noaaep>KMBaTh cTapble
anpa)

o TecTuUpynTe Ha BCex LieneBbIxX
aapax

o 3adukCUpymnTe BEPCUIO
KoOMnuaaTopa

FOUNDJATION




[lponssoagmnTTenoHocTb eBPF kopa
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[TponszBOoaANTENBHOCTD

o OBepxepn rpy6o ckiaabiBaeTCH U3
o paboTa eBPF-nporpamm (kernel space)
o 06paboTka gaHHbIx (User space)
e eBPF programs are event-driven
o MPOUN3BOOUTENbHOCTb CUMbHO 3AaBVCUT OT HArPY3KW, KONM4yecTsa
COObITUN

OBepxepn Touek Bxofda (https://lwn.net/Articles/748352)/):

samples/bpf/test_overhead performance on 1 cpu:
tracepoint base kprobe+bpf tracepoint+bpf raw_tracepoint+bpf
task_rename 1.1M 769K 947K 1.0M

urandom_read 789K 697K 750K 755K
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https://lwn.net/Articles/748352/

NMpnmep ¢ HeoXxnpaHHoM Harpyakon Isof

B KOHTEMHepaXx
MaxFd >= 1076

FOUNDJATION

11@
111
112
113
114
115
116
117
118
119
128
121
122
123
124
125
126
127
128
129
138
131
132
133
134
135

* Close enough file descriptors above 2 that library functions will have

* open descriptors.

* Make

sure stderr, stdout, and stdin are open descriptors. Open /dev/null

* for ones that aren't. Be terse.

* Make sure umask allows lsof to define its own file permissions.

if ((MaxFd = (int) GET_MAX_FD()) < 53)

if (MaxFd > 3 && syscall(s5Ys close range, 3, MaxFd - 1, @) == @)

MaxFd = 53;
#if defined(HAS_CLOSEFROM)
(void) closefrom(3);
f#else /* ldefined(HAS CLOSEFROM) */
#if defined(SYS_close_range)
goto closed;
#endif
for (1 = 3; 1 < MaxFd; i++)
(void) close(i);
#iff defined(SYS_close range)
closed:
#endif
#endif /* !defined(HAS CLOSEFROM) */

QSQ:;LJPQ.T-FQEJ
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OcHoOBHbIe MbIC/IN pa3aena e
Ans Onsa
paspaboTynKoB: nonb3oBaTenemn:
e CuUeHapun C BbICOKOW e [lO-xOpolwemy
HAarpy3kKowm MOryT okaldaTbCH NPOoOnN3BOONTENBbHOCTb
HeOXNOAaHHbIMU r|p|/|no>|<e|—||/||7| HY>KHO 3aMepPATb

oTaoenbHo c/6e3 eBPF peweHns




bezonacHocTb eBPF
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Safety n security eBPF

« Safety — pocturaeTca/obecnedymBaeTca 6narogaps verifier n pagy
PYHKLMOHAbHbIX OrpaHnYeHnM

 Security — gpocturaeTtca/obecnedmBaeTCcsd Ka4eCTBOM Koaa U
APXNTEKTYpPb

L. . . . . . . .

SAFETY :

A N = =

v SECURITY

““““.
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YaszsmmocTn B noacumcteme eBPF

Valentina Palmiotti ® Mar 8, 2022

CTaTUCTUKA YA3BMMOCTEMN Kernel Pwning with eBPF: a Love Story

“
[ 4

O

W CTaTUCTUKA YA3BUMOCTEM 4

https://cve.mitre.org/cgi-bin/cvekey.cgi*keyword=BPF

2022 FOUNDJATION



https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=BPF
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BpenoHocHbin kog Ha eBPF

e llccneposaHug:
o "With Friends like eBPF, who needs

. ?n [ ] [ ] [ ]
enemies® | | With Friends like eBPF,
o "“Warping Reality - creating and countering .
the next generation of Linux rootkits using Who needs enemies ?
eBPF"
o “Evil eBPF" Guillaume Fournier

Sylvain Baubeau

e [IpoeKkThl:

o ebpfkit - rootkit powered by eBPF n

o boopkit - Linux eBPF backdoor over TCP p

o bad-bpf - collection of eBPF programs blaiclilz l_\l_la:'E ﬂ
demonstrating bad behavior —

e BpepnoHocHbin kog ITW:

o The Bvp4/ - Backdoor of US NSA Equation
Group

o BPFDoor - passive network implant for Linux

DATADOG

2022 FOUNDJATION



https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-With-Friends-Like-EBPF-Who-Needs-Enemies.pdf
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-With-Friends-Like-EBPF-Who-Needs-Enemies.pdf
https://media.defcon.org/DEF%20CON%2029/DEF%20CON%2029%20presentations/PatH%20-%20Warping%20Reality%20-%20creating%20and%20countering%20the%20next%20generation%20of%20Linux%20rootkits%20using%20eBPF.pdf
https://media.defcon.org/DEF%20CON%2029/DEF%20CON%2029%20presentations/PatH%20-%20Warping%20Reality%20-%20creating%20and%20countering%20the%20next%20generation%20of%20Linux%20rootkits%20using%20eBPF.pdf
https://media.defcon.org/DEF%20CON%2029/DEF%20CON%2029%20presentations/PatH%20-%20Warping%20Reality%20-%20creating%20and%20countering%20the%20next%20generation%20of%20Linux%20rootkits%20using%20eBPF.pdf
https://media.defcon.org/DEF%20CON%2027/DEF%20CON%2027%20presentations/DEFCON-27-Jeff-Dileo-Evil-eBPF-In-Depth.pdf
https://github.com/Gui774ume/ebpfkit
https://github.com/kris-nova/boopkit
https://github.com/pathtofile/bad-bpf
https://www.pangulab.cn/files/The_Bvp47_a_top-tier_backdoor_of_us_nsa_equation_group.en.pdf
https://doublepulsar.com/bpfdoor-an-active-chinese-global-surveillance-tool-54b078f1a896

QgUNTRH
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[Mpo capability pna eBPF

EcTb 6onblwaga pazHmua Mcnosnb3oBaHusa noad root 1 6ea!

CAP_BPF (since Linux 5.8)
Employ privileged BPF operations; see bpf(2) and

bpf-helpers(7).

This capability was added in Linux 5.8 to separate out BPF
functionality from the overloaded CAP_SYS_ADMIN

capability.

2022 FOUNDJATION



https://man7.org/linux/man-pages/man7/capabilities.7.html
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[NMopnncb eBPF nporpamMmm®!

e (CoobuwecTBO 0B6CY>XKOaeM BO3MOXHOCTb noanncun eBPF nporpamm

o Ctatbsa "Toward signed BPF programs”

o CNoXXHOCTb N3-3a CTPYKTYpPbl NporpamMmmbl n JIT kKoMnaaumnm
o TpebyeTnepeHoc user-space BPF loader B kernel nnm cneuynanbHoro
dopmMarTa pania nnium cneunannsnpoBaHHbI loader

PAY

“* eBPF MO>HO OTK/MOUYNTb, Mepecobpas 9400

2022 FOUNDJATION



https://lwn.net/Articles/853489/

OcHoBHble MbICN pa3gena .

na

pPa3paboTUnNKOB:

e "'C O60onbLWOW CcUNOW NPUXOOaNT
6o/bllasg OTBETCTBEHHOCTb
beH [Napkep, ogoa lNuTtepa
[lapkepa

UNTRSY
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Onsa
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. eBPF o710 o4yeHb kKpyTO!

2. eBPF He Bcemoryu/

a. MHOIro 3aBCUT OT OKPY>XXEHWSA, B KOTOpOM byneT pabtoTtaTtb eBPF koa
b. MHOIro 3aBMCUT OT 3aga4, KOTOpble Bbl byaeTe pelaTb ¢ nomMmoubio eBPF
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https://github.com/lizrice/ebpf-beginners
https://habr.com/ru/post/529316/
https://www.youtube.com/watch?v=J5AE93Ah1ew&ab_channel=eBPF%26CiliumCommunity
https://static.sched.com/hosted_files/kccncna2021/a2/Beyond%20the%20Hype_%20%20Cloud%20Native%20eBPF.pdf
https://static.sched.com/hosted_files/cloudnativeebpfdayna21/3e/CloudNativeEbpfDay-DThaler.pdf
https://isovalent.com/data/liz-rice-what-is-ebpf.pdf
https://www.oreilly.com/library/view/security-observability-with/9781492096719/

Cnacmb6o 3a BHnMmaHwve!

Emall: de@luntry.ru
(LUNTRY

Twitter: @evdokimovds

Telegram: @Qudbsc
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