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https://attack.mitre.org/matrices/enterprise/containers/
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https://www.microsoft.com/security/blog/2021/03/23/secure-containerized-environments-with-updated-threat-matrix-for-kubernetes/
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DFIR (Digital Forensics and Incident Response)
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Incident Response

Whileincident resnanse is primaril

berenetes poli ment i : . Kubernetes incident response should be aligned jgementimpa

with establis vSecOps operating principles

declarative state, ep eral nature of workl
- for planning incident
ntify and detect
' Kubernetes and cloud native technologies introduce new challeng

response. The volume of telemetry data required to effectively identify and detec

n of containers, and since the persistence of resources is not
need to be ingested and pro ed automatically instead

In ing adoption of (

«Kubernetes Policy Management»



https://github.com/kubernetes/sig-security/blob/main/sig-security-docs/papers/policy/kubernetes-policy-management.md#incident-response
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[Tpobnema N20
OBHapy>XUTb UHLUMNAEHT B KOHTENHEpPE

SRCEORS

MNoaxopabl 6asvpyroLnecs Ha npasunax
N CUrHaTypax paboTaroT OYeHb MNI0Xo

I‘Ipomcxop,ﬂl.u,ee B KOHTeVIHean MEHAETCH
OT KOMMNaHMM K KOMMaHN"

YHuKanbHasa nornka
Y KaXgoro MnMKpocepeumca

CnoXxHo K 4eMy-TO NpPMBA3aTbCA

Intezer, 2020

Shay Berkovich (BlackBerry), 2022
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https://www.intezer.com/blog/cloud-security/attackers-abusing-legitimate-cloud-monitoring-tools-to-conduct-cyber-attacks/
https://www.intezer.com/blog/cloud-security/attackers-abusing-legitimate-cloud-monitoring-tools-to-conduct-cyber-attacks/
https://kccnceu2022.sched.com/event/ytl7/bypassing-falco-how-to-compromise-a-cluster-without-tripping-the-soc-shay-berkovich-blackberry
https://kccnceu2022.sched.com/event/ytl7/bypassing-falco-how-to-compromise-a-cluster-without-tripping-the-soc-shay-berkovich-blackberry
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TpaauLMOHHbIE MHCTPYMEHTbI HE MOHUMAKOT

KOHTEeNHepbl

YCcToABLWNN CTEK peLlleHUn He NOAXOAMNT:

Heobxogmnmo pasnmyaTtb KOHTENHEPHbIE
npoLeccbl OT XOCTOBbIX

Heobxognmo rpynnmposaTb
aKTMBHOCTb MO KOHTeNHepam

Heobxoanmo conocTaBnATb KOHTENHEPDI
c cywHocTamm Kubernetes (Pod, Deployment,
DaemonSet, ...)

Hy>HO ncnonbsoBaTb
Cloud-native peweHus
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Npo6nema N22 U
Bbicokne TpeboBaHUA K oBepxeaam

Kak B npouecce cbopa, 06paboTku
UHP oOpMaLMK, TaK U NMPU ee XpaHeHUU

CPU [ Memory
[MpuBerT,
H | f )
nlglilosel HWKTO He xoueT 3amMegnaThb AreHTbl reHepupyroT
CBOW MUKPOCEPBMUCHI 6onbLIoN 06beM JaHHbIX
\ J

7
HWKTO He xoueT oTAaBaTb MHOIO

NPOLLECCOPHbIX A4ep NoL, areHThbl
L Ha Nodes
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[IMHaMn4yeckoe oKpy>XxeHune

Container Lifespans

Bonblwoe Konnyectso OOHOBNEHUN

10 seconds
1 minute
> min Self-healing
10 minutes
30 minutes
1 hour 44% live less [Nepeesq koOHTenHepoB ¢ Node
6 hours than 5 minutes Ha Node

1 day m

[NoasneHmne HoBbIX Nodes n konun
KOHTENHEePOB NPU aBTOCKENINHIEe

“Sysdig 2022 Cloud-Native Security and Usage Report”



https://sysdig.com/wp-content/uploads/2022-cloud-native-security-and-usage-report.pdf

@UNTRS

Cneunodunka cetTeBoro Bsanmmoaenctema B k8s

Node . Node
% 10.0.1.0/24 % 10.0.2.0/24

10.0.1.10 10.0.2.20

O

Frontend Backend

CNI CNI

+ All Pods have IPs + Services for load-balancing
+ All Pods can talk + DNS for service-discovery
« PodCIDR[s] per node - Network Policy for segmentation

IP agpec MeHsaeTcs/nepexogut
OT 3arycka K 3arnycky
KOHTENHepOB
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MHOXeCTBO YpPOBHEN abCTpaKL NN

Code

@P Container

Cluster

Cloud/ Co-lo/ Corporate
Datacenter

Kubernetes 310 PaaS n KaXabl HUXKeneXal,uin ypoBeHb
abcTparMpoBaH OT gpyroro

® Yertkoe paspgeneHue Ha Control plane n workloads
(O

® OSlog

Application

® App Log

Containers

® Runtime

® FSdump

Kubernetes cluster

® Kubernetes Audit Log
Cloud/ Datacenter

® Log

28
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[IpoCTOTa MUKPOCEPBUCOB

MwuKpocepBuc npotue
OC u MOHONNTOB
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PaboTa MUKpPOCEPBUCOB B HECKOJIbKO KOMUW/pensink

The Defender’'s Advantage at Scale

e Attackers can't attack all targets at once, any
successful attack with side-effects will be an outlier
Side-effects aren’t always obvious to attackers
The more replicas, the more anomalous outliers look
Applies to production servers and endpoint software
Anomaly detect all the things and find the outliers!

"Thinking Outside the Box: Or, How | Learned to Stop Worrying and Love the Cloud", Dino A. Dai Zovi



https://theta44.org/presentations.html
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KoHTelHepbl 3TO He rocket science

Knaccunyeckuimm Container = Linux process +
cgroup + namespaces (pid, user, uts, ipc, net,
mnt, ...) + pivot_root + image

pod sandbox - N3onauus
(pause container) - Obpas

user namespace

MO>XHO paboTaTb KakK C O6bIYHbIMU
npoLeccamMu 1 YacTbko ¢ansioBon
CUCTEMBI XOCTa

root 598309 0.0 0.0 110128 6224 ? SL  Nov2® 0:087 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 598334 1.4 5.5 7236340 1832196 pts/0 Ssl+ Nov2® 39:39 \_ /docker-java-home/bin/java -Djava.util.logging.config.file=/opt/atlassian/conflue
root 599854 1.0 1.3 7007820 427956 pts/0 SL+ Nov20 28:11 | \_ /usr/lib/jvm/java-8-openjdk-amd6d/jre/bin/java -classpath /opt/atlassian/conf
root 701694 0.8 0.0 4288 764 ? Ss+ Nov2® 0:00 \_ /bin/sh
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[penMmyLyecTBO #4
Kubernetes 310 geknapaTuBHaa cUCTEMaA

Bceectb YAML

Bce yTo kKacaeTcs

Kubernetes Resources npgert
yepes Kubernetes APl server

KoMnaHuu Bcé vauie
NPUXOAAT K KOHLenuun

Everything-as-Code

> Bce nonapgaet B Kubernetes

Audit Log

> NcknroyeHune MHTEPaKTUBHbIE

KoMaHabl 1 runtime

O kubectl exec — ycTaHOBEHHOE

coeaunHeHnune no WebSocket

O HyxeH Runtime areHT

> laC

> Security-as-Code n 1.4.

28
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Knaccuyeckui Linux way

PaboTaeM Kak C YyacTbto
Linux cuctemsbl

AHanNM3 namMaTu:

- AVML
= UckntoyeHne Container Runtime - Volatility
Ha 6a3e sandbox, microVM - Rekall
[na onepaTUBHOW NamMATK:
= /proc/<pid>/maps
= /proc/<pid>/mem Layer n-1 (UpperDir)

= ptrace

L -2 (UpperDi
= gdb dump memory ayer n-2 (UpperDir)

ﬂ'ﬂﬂ dC: Layer 1 (LowerDir)
= /proc/<pid>/root Layer O (LowerDir)
= /proc/<pid>/mountinfo

= LowerDir/UpperDir/MergedDir

&

-
-
-
-
-
-
.-
-

Writes modify UpperDir

MergedDir provides a view
into the combined layers:
your container’s filesystem

30


https://github.com/microsoft/avml
https://github.com/volatilityfoundation/volatility
https://github.com/google/rekall
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containerStatuses:

rver"

Pod - > CO nta i n e r - > P rocess i i H gcr.io/google-samples/microservices-demo/paymentservice:v0.3.7"

true

started:

laststate:

containerID: "containerd://985a4b9154
restartCount:

- ~ docker rum --rm -it debian:bullseye-slim bash
rootBb474cfIbadeb: /4 ||

- o~
-2 ~ docker ps --no-trunc

CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES
b4T4cfPbadeb2bFedbffad4f3b2669FTc6f9deel2cebdBbd738d1583eeb3d1de  debian:bullseye-slim  "bash" 9 minutes ago Up 9 minutes sharp_jennings
= ~ find [sys/fs/cgroup/ -name '*b474cf96adeb2b%edbffaddf3b2bb9fTctfIdecl2cebdBbd738d1083eeb3dlde*’
[sys/fsfcgroup/system.slice/docker-b4T4cf9badeb2b%edbffad4f352009F7Tc6fIdeel2cebdBbdT738d1583eeb3d1de. scope

= ~ cat [sys/fs/cgroup/system.slice/docker-b474cfPéadeb259edbffaddf302559f7cbfIdecl2cebdBbd/38d1583eeb3dlde. scope/egroup. procs

1149778

= ~ ps -p 1149778

PID TTY TIME CMD
1149778 pts/@ B8:88:88 bash
> -]
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\, JKcnepmMeHTanbHasd ICEIUg=l Using checkpoint and restore

/‘ A new top level command docker checkpoint is introduced

er checkpoint ls

r checkpoint rm (dé i51_iﬁg Cf"lECk[fJDinT_}l

\ 410 the docker comtainer stapt C
’j) CRlU nOﬂl KaI—IOTOM y c d to the docker container start CC

7/

" MoXHo 3anyckaTb

| KOHTenHep ¢ checkpoint



https://docs.docker.com/engine/reference/commandline/checkpoint/
https://github.com/checkpoint-restore/criu
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Kube-forensics

Kubernetes operator

- Custom Resource
- [leknapaTuBHbIA MOAXO0L,

[Toa KanoToM
Habop KOMaHA;:

- docker inspect
- docker diff
- docker export

apiVersion: forensics.keikoproj.io/vlalphal
kind: PodCheckpoint
metadata:
name: podcheckpoint-sample
namespace: forensics-system
spec:
destination: s3://my-bucket-123456789
subpath: forensics
pod: bad-pod-1234567890-deadl
namespace: default

33
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HocTtynHo ¢ Kubernetes Bepcumn 1.2

Forensic Container Checkpointing #2008

adrianreber opened this issue 0-3

J I-I oﬂl Ka I-I O TO M ‘ adrianreber commented dited Contributor | ==+

(can be used lease note): Forensic C

= Add Forensic Container Checkpointing KE!

, POST /checkpoint/{namespace}/{pod}/{container}

checkpointctl



https://github.com/checkpoint-restore/criu
https://kubernetes.io/docs/reference/node/kubelet-checkpoint-api/
https://github.com/checkpoint-restore/checkpointctl
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NTOrM no MHCTPyMeHTaMm

1.20 1.
/Zfr/ | Docker Deprecﬁ
\I

N

1.25

| Docker Removed / | k8s versions
1 \I

Linux way
Docker Checkpoint

Kube—forensics

Kubelet Checkpoint API

85
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BbiBOAbI

Heobxogmnmo ¢pukcupoBaTb
WHLUMOEHTbI B KOHTENHEpaXx
MaKCUMasbHO BbICTPO NOKa OHU
elle CyLecTByrT

HeobxoanmMo ncnonb3oBaTh
NMMYTabenbHOCTb,
pacnpeneneHHocTb u
apeMepHOCTb KOHTENHEPHbIX
NHPPaCTPYKTYP B CBOKO MONb3Y

\

Jlyywe (npouwe)

He AOBOAUTbL A0
WHUWOEHTOB B
KOHTenHepax,

HO 3TO gpyras nctopus

)
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luntry.ru

CNACUBO 3A BHNUMARKNE!

Email:
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