|
f)
/

|
++

L

|
|
|

—

KMMOB ﬂ'MMTpM

der&CTO Luntry
/ "‘ / JljsL

1




060 MmHe

e OcHOBaTelb U TEXHUYECKMIM AnpeKTop Luntry
* OnbiT B U6 6onee 10 net
* CFP ZeroNights, DevOpsConf

e ABTOp cTaTen N BbIBLUNIN peaaKkTop pybpuK B *KypHane
“XAKEP”

e ABTOp Telegram-KaHana “k8s (in)security”

* ABTOop Kypca “Cloud Native 6e3onacHocTb B Kubernetes”

* He Bepto, YTO CUCTEMY MOXKHO CAe/1aTb HAAEXKHOMN U
be3onacHoW, He NoHMMas ee

e NNoknaguuk: BlackHat, HITB, ZeroNights, HacklnParis,
Confidence, SAS, OFFZONE, PHDays, Kazhackstan,
DevOpsConf, KuberConf, VK Kubernetes Conference,
HighLoad++ u ap.



http://www.luntry.ru/
https://t.me/k8security
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CoaeprKaHune

* [MpobnemaTtnka: UT vs Nb
* [Ipobembl 1 pelieHus
* Ha ypoBHe Knacrepa
* Ha yposHe OC xocTa
* Ha ypoBHe 6a30Bbix 06pa30B KOHTENHEPA
* Ha ypoBHe ceTu
* 3aK/l0YeHune

@ HighLoad "






Security vs Usability

@ HighLoad "



Yem mbl byaem cerogHa 3aHMmaTbCaA ?

B Kubernetes ;)

@UNTRS



| UNTRY
Y10 xoueT UT n UB? =~

* NB: OTCYTCTBMA HapYLLEHUN KOHOUAEHUMANBbHOCTU, LLe/IOCTHOCTU, AOCTYNHOCTU
nHbopmauun. KOHTPOASA PUCKOB, Yrpo3, yasBMmocTen. MoBbIlLeHNA LEeHbI
aTaku.

* KaK NpuBbIKAU AenaTb: co3aaBaTb/6paTh yXKe roToBble YEK-NUCTbl,
dopmunpoBaTb TpeboBaHUA N 3aBOAUTb B pamKu UT

* UT: Hannuna 6bictpon, addeKTMBHON, SKOHOMUYHON, HAJEKHOU CUCTEMDI.

e Kak npmuBbIKAM aenaTb: UCKaTb 0bxoaHble Nyt TpeboBaHmam UB*, ctpapaTb
U 3abmnBaThb

* - ecnm oHa BoObOLLE ecTb B KOMMNAHUN ;)

@ HighLoad "



UNTRY
[Mpnmepbl npobnem

* Pa3bop ruraHTCKOro KoIMYecTBa ya3BMMOCTEN C HObLLMM
Konnyectsom false-positive-cpabaTtbiBaHUM

* BHennaHoBoe/3KCTpeHHOEe ncnpaBaeHne ya3BUMOCTEN C
NOMNONIHUTENbHBIMU BPEMEHHbBIMU U YeNOBEYECKUMU Tpya0o3aTpaTamu

* C0XHble npoueaypbl NOAy4YeHUA A0CTYNa U BblKaTbIBaHUA
NPUNOKEHUN

e YXyalleHne Npon3BoanTENbHOCTU U NOTPebIeHnsa pecypcoB 3a cyeT
[OMNOJIHNTEeNbHbIX cpeacTB 6e30NacHOCTU N UHbIX CPeaCcTB KOHTPONS

@ HighLoad "
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Ob6lwme nHTepecsl

* He TpaTuUTb Bpema Apyr apyra
* He rpy3unTb apyr apyra MyTopHoOun paboTtoun
* C nonb3omn bpaTb BbIYMUC/IUTENBHbIE PECYPChI

* BbIpOBHATb CKOPOCTb 0becneyeHmsa 6e30nacHOCTU 40 CKOPOCTU
N0CTaBKM HOBOTrO value A0 KAMeHTa

@ HighLoad "






[Tpobnembl Ha YPOBHE KnacTtepa

* Knacrtep Ha KomaHAay
* BbICOKMI ypoBEHb N30aAUMN U 060C06/1IEHHOCTU
* BbICOKaA UeHa

* 300MapkK KaacTepos
* Y KaxKaon KomaHAabl CBON YHUKAJIbHbIN KNnactep
* CNOXXHO KOHTPONMPOBATb U NOAAEPKNBATD
* Configuration drift

1IN |‘R5
=/

@ HighLoad "
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[Mnatdopma Ha Kubernetes

 KomnaHuu Ha4yanun genatb nnatbopmbl, ANCTPMOYTUBDLI Ha Ba3e
Kubernetes
e Kubernetes —ato aapo Linux XXI-ro BekKa
* Multitenancy ana nsonauum n cermeHTaumnm
* Cluster-as-a-Services
* Namespace-as-a-Services
e ControlPlane-as-a-Services
* Node-based isolation

* Mpumepsbl npoekTos: Cluster API, KubeSlice, Capsule, Kamaji, vCluster,

Kiosk, kcp, KubePlus
@ HighLoad "
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https://cluster-api.sigs.k8s.io/
https://github.com/kubeslice
https://github.com/clastix/capsule
https://github.com/clastix/kamaji
https://github.com/loft-sh/vcluster
https://github.com/loft-sh/kiosk
https://github.com/kcp-dev/kcp
https://github.com/cloud-ark/kubeplus

Q@UNTRS
Day-2 noaaepKa ~

APl ___ HTTP __ Authn/ __ Mutating , Schema __ | Validating b
P P Ol i Cy E n gi n e S Request Handler Authz admission | | Validation admission

t t

| . 1
[_[ Admission Review ] I

* Policy-as-Code |
l Webhook o
) I_Ipelulyrl peH‘(,ﬂ,eHme U Configuration -“__
npeaoTepalleHne -4__
* MyTauuna v Banngaums

pecprOB Contoller
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* MMpumep: Kyverno, Gatekeeper
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https://kyverno.io/
https://github.com/open-policy-agent/gatekeeper




UNTRY
[MTpobnembl Ha ypoBHe OC xocTa

* Ucnonb3oBaHue OC obuwero HazHavyeHMA B Kubernetes Knactepax: Ubuntu,
Debian, CentOS, Fedora, ...

[Tonyvyaem:

e Pa3HbIM UMK OOHOBIEHUI

* bonblaa NOBEePXHOCTb aTaKu

* MHOro BO3MOXHOCTEN ANA aTaKyoLWero

* MHOro Wyma OT CKaHEepPOB YA3BMMOCTEMN

* MHoro compliance TpeboBaHu 1 KOHTPoOAeM (AoCcTyn, LENOCTHOCTD, ...)

* Configuration drift
@ HighLoad "
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CneunanusmnpoBaHHble OC Ana KOHTEUHEPOB

Co3aHbl ANA OPKECTPATOPOB, a He ANA Ye/I0BEKA
e OTCYyTCTBME NPUBbIYHbIX AOCTYNOB
e OrtcytctBue shell — nckntovaert psag pnckos mn yrpos
* YMeHblueHne BepoAaTHOCTU configuration drift
MoaneprKKa oNnTMMaabHOM PaboTbl C KOHTEMHEPAMM U3 KOPODOKMK
MMWHMMaNbHbIN pa3mep
* BbiCOKaa CKOPOCTb pa3BoOpaYMBaAHUA
e YbpaHo BCe NunuIHee
 MeHbue false-positive-cpabaTbiBaHMI CKaHEPOB
[MoBblweHHble TpeboBaHUsa no Ub
e YacTble o6HOBAEHMSA
e CneumanbHblie NaTYN U KOHUTYpaumum ana agpa
* ReadOnly-dannosas cncrema

[ ] ses @ !;laizghl.oadﬂ
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@

[Tpmepbl OC

Talos Linux

fedora

COREOS

Fedora CoreQOS

Flatcar Container Linux

The Kubernetes Operating System

Talos Bottlerocket

Linux-based host operating system
optimized to run containers

(©) Google COs

Container-Optimized OS (COS)

I

Bottlerocket @ HighLoad**

2022
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https://www.talos.dev/
https://getfedora.org/en/coreos
https://github.com/flatcar-linux/Flatcar
https://github.com/bottlerocket-os/bottlerocket

OS Talos

What is Talos Linux?

Talos Linux is Linux designed for Kubernetes — secure, immutable, and
minimal.

Supports cloud platforms, bare metal, and virtualization platforms
All system management is done via an API. No SSH, shell or console
Production ready: supports some of the largest Kubernetes clusters
in the world

Open source project from the team at Sidero Labs

@UNTRS

@ HighLoad "
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Mpobnembl Ha ypoBHe H6a30Bbix 0b6pazos (VN7

KOHTENHEPOB

NEUTRON BLACK wmivn’nnju“
OUR SUN STARS i SCAN REPORT
Your code —_—==
Config )
1 Other \
3 party libraries : People
Code dependencies - Code Your don’t know
who wrote this!!!
Runtime dependencies
Conta'"er Image Language runtime HEAVIEST
\ OBJECTS IN THE

lpu smom nomHum, ymo Vulnerabilities != vulnerable, u amo cunbHo mewaem ...

@ HighLoad "
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UNTRY
[Tpobnembl CKAaHEPOB YA3BMMOCTEM

* OC coaepaT MHOro AULLIHUX, HEUCNOb3yeMbIX ¢annoB, KOTOpbIE
pPacCLLUMPAOT NOBEPXHOCTb aTaku (Hanpumep, shell)

e laxke B cambix nocnegHunx sepcmax obpasos OC ecTb MHOTO
N3BECTHbIX YA3BUMOCTEN

* Bce cKaHepbl BblAAKOT pPa3Hble pe3yabTaTbl, M UX Ka4eCTBO 3aBUCUT OT
0b6beKTa CKaHNMPOBaAHUA

 OToenbHada 6onbluasa bonesHeHHaA TeMa, YTO M KaK AenaTb C
3STUMM pe3yabTaTaMu

* “Testing Docker CVE Scanners” [part 1, part 2, part 2.5, part 3]

@ HighLoad "
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https://medium.com/@matuzg/testing-docker-cve-scanners-part-1-false-negatives-and-what-they-mean-for-your-security-77fc4eb1b2cf
https://medium.com/@matuzg/testing-docker-cve-scanners-part-2-how-good-is-package-detection-f68d7230b830
https://medium.com/@matuzg/testing-docker-cve-scanners-part-2-5-exploiting-cve-scanners-b37766f73005
https://medium.com/swlh/testing-docker-cve-scanners-part-3-test-it-yourself-conclusions-6de868124d3d

1IN |‘R5
=/

Tiny/slim/minimal images

. Debian Slim — ToHKu 06pa3 OC Debian (debian:<suite>-slim).

. Alpine — maneHbkni ob6pa3 Ha 6a3e OC Alpine Linux ¢ nonHbIM MHAEKCOM
NaKkeToB

. Scratch — nycton 0bpas ana noctpoeHus base images nnm ansa obpasos
n3 ogHoro “static” 6uHaps

. Distroless — obpa3bl oT Google, opueHTUpPOoBaHHbIE Ha onpeaeneHHbIN
A3bIK NporpammmpoBaHus, 6e3 OC

. Chainguard Images — Habop nHctpymeHToB (apko, melange, wolfi) n
06pa3oB A9 co34aHmnAa MUHUMANNCTUYHbIX distroless-obpa3os

. DockerSlim — mnHudukatop obpas3a Ha oOCHOBE NOBEAEHUNA MPUNOKEHUN
B obpase

@ HighLoad "
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https://hub.docker.com/_/debian/tags?page=1&name=slim
https://hub.docker.com/_/alpine
https://hub.docker.com/_/scratch
https://github.com/GoogleContainerTools/distroless
https://github.com/chainguard-images
https://github.com/docker-slim/docker-slim

. '@UNTRS
He Bce distroless oanHaKkoBbie =

derived from Debian

Good choice:

- rootfs directory structure (stub)

- letc/{passwd,group, nsswntch conf} [distroless / StatiC] for Go with CGO disabled
- CA certs and timezone information
l:oxse_d onl

distroless/base J for Go with CGO enabled

[
e l
[

distroless/cc ] for Rust, D, and alike

- glibc, libssl, openssl
- ...and their dependencies

- libgce1 and its dependencies

based on
Expeﬁmen‘tal /

[ distroless/java ] [distroless/pythonBj

Eistroless/nodejs

distroless/cc + Node.js runtime distroless/cc + OpenJDK distroless/cc + Python interpreter

"What's Inside Of a Distroless Container Image: Taking a Deeper Look"

@ HighLoad "
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https://iximiuz.com/en/posts/containers-distroless-images/

(GUNTRS
\S%

OTtnaaka c nomoulbto Ephemeral Containers

NcTopua:
* B1.18 8 Alpha

Kubermetes Pod

uts namespace

ipc namespace

| pid namespace 1

net namespace

| pid namespace 2

pid namespace 3

e B1.23 B Beta
* BKAKOYEHbI MO YMONYAHUIO

mnt namespace 3

P

mnt namespace 1 mnt namespace 2

( app ‘ ‘/ sidecar ‘ ephemeral
° B 1 ] 25 B Sta b | e | ::ont"ahlner ‘ ::ont"alner container
'Slim mage.’ 7, Sk }mage.’ ) “Toolkit"
| || mo.gel -

Pexxumbl paboTbi:
e kubectl debug B couetanunm c
shareProcessNamespace X
e kubectl debug c ykazaHNEM KOHKPETHOrO  [s et exce e — )
container B Pod
. Ilgulglectl debug c KonnpoBaHuem Uenesoro
0

Interactive ghe“/

Ephemeral container $ kubectl debug -it ...

doesn't "see’ processes
and Ble systems of other
containers.

root@debug# ss -ltn
root@debug# ps auxf
root@debug#

No shell inside!

"Kubernetes Ephemeral Containers
and kubectl debug Command"

Mpumep obpasa Koolkits:
Node.js

Python

Go

Java @ HighLoad**

2022
24


https://github.com/lightrun-platform/koolkits
https://iximiuz.com/en/posts/kubernetes-ephemeral-containers/

ATaKkun Ha distroless-obpa3bl

* JKcnayaTauus B KOHTelHepax Ha base gcer.io/distroless/base

* [lo3BONIE€T YMTATb, MUCATb NPOU3BONbHbIE DaN/bl U BbINONHATD
KOMaHAbI

* bnarogapsa interactive command prompt ot OpenSSL

% docker exec -it demo /bin/sh

OCI runtime exec failed: exec failed: container_linux.go:380: starting
container process caused: exec: “/bin/sh": stat /bin/sh: no such file or
directory: unknown

1 | % docker exec -it demo /usr/bin/openssl
OpenSSL>

"Exploiting Distroless Images" e
@ HighLoad **

2022
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https://www.form3.tech/engineering/content/exploiting-distroless-images

Chainguard Images

Alpine-based
images

melange

“apko Overview”

Wolfi-based
images

) o
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https://edu.chainguard.dev/open-source/apko/overview/

CpaBHeHHe (CunTRS

Ba3oBbiit 06pa3 Pasmep CVE* KommeHTapui

e cews | aomeny

0(0/0/0/0) MoctpoeH Ha musl libc n BusyBox
distroless/static 0(0/0/0/0) TpyaHo moandouumposaTb Ha Bazel
~23Mb 13(0/0/2/11) TpyAaHo moamdumumpoBaTtb Ha Bazel

distroless/cc

++
* [laHHbIe noay4yeHs! ckaHepom Trivy Ha 18.11.2022 @ HighLoad "

** 3ggucum om runtime/codepxcumozo (pe3yabmam 014 python) 2022






UNTRY
[Tpobaembl Ha YpOBHE CeTH

* OTcyTcTBUe observability npoucxoaauwero
* HenoHMMaHMe, YTO U KaK OrpaHNYNBATDb
* CTpax HeraTMBHOro BAMAHMA HA NPON3BOAUTE/IbHOCTb

* NetworkPolicy ycTtpout npocaaku

* [l[pobnema He B NONy4EHUM AOCTYNA, @ B OTCYTCTBUUN KOHTPOAA HaA
Heu

* [1oKa euwe mano KTto ncnonbdyet NetworkPolicy
* CNOXHO NOHATb, KTO N KyAa MOXeT obpallaTbCa, a Kyaa HeT
 Korna NetworkPolicy ctaHoBUTCA MHOTO

@ HighLoad "
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CeTeBada 6e30MacHOCTb

Mopanok npumeHennsa NetworkPolicy Ha Cilium:

1. L3+L4 policy

2. L4-only policy

3. L3-only policy

4. Allow-all policy (no ymonuyanuio)

5. DROP policy

NctouHuk: bpf/lib/policy.h
QPS P99.9 (ms) P99.99 (ms) P100 (ms)

No policy (default) 6413.8 10.9 12.8 14.2
With policy (CCNP) 6665 10 12.4 13

"Trip.com: First Step towards Cloud Native Security"

@ HighLoad "


https://github.com/cilium/cilium/blob/master/bpf/lib/policy.h
arthurchiao.art/blog/trip-first-step-towards-cloud-native-security/

1IN |‘R5
=/

[Mpenmywectsa NetworkPolicy

* YcKkopAem (He 3amennsiem) paboTy cetu
e OpraHmn3yem MMKpPOCermeHTaLUunto cetTu

e ZeroTrust

* MHBEHTapU3npPyeM ceTeBoe B3aMMOJEeNCTBME Yepes AeK1apaTUBHOE
onuncaHue

* [Ipo3payvHble orpaHundeHmna gna Dev-, Ops-, Sec-KkomaHA,

@ HighLoad "
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YeKk-nuct* no teme™**

K yemy Hapo cTpemuTbCca Npu ncnonb3oBaHnm Kubernetes-knactepos:
* Multitenancy

* Policy Engine

* CneunanunsmnposaHHblie OC xocTa Ana KOHTEMHEpPOB

* Tiny/slim/minimal 6a3oBblie 06pa3bl

* Network Policy

* He cmoTpUTE Ha 3TO Kak Ha cepebpsaHble nyau

** BesonacHocTb Kubernetes wnpe: AuthN/AuthZ, Runtime Security, Audit Logging, Compliance, ... !

@ HighLoad "
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Pa3sHbimn cnoBamu 06 ogHOM

== Dino A. Dai Zovi

' @dinodaizovi
e Orchestration Dai Zovi's Law
o SOA R The quality of your organization's security will mirror

the quality of the communication between its

« Declarative approach engineering and securityfunctions
- Policy\Security-as-Code

o Unification
- Templating, Immutable infrastructure

e Optimization
- Attack surface reduction

vents Center
nesday, August 7 | 9:00am-10:00am

« Micro segmentation

JIN | Ry

=~

' Moxpasunocs lan Coldwater ﬂ w7 |

@

Every Security Team is a Software Team Now

Alexander Tarasikov
Dino A. Dai Zovi @dinodaizovi-4 v,

3 100% this. It can get nuanced in specific

definitions of particular words, but | think
of Security as one dimension of Quality
alongside Availability, Performance, etc.
Helping increase engineering maturity in
ways that benefit Quality also help you
improve Security (e.g. CI/CD).

C‘ Arrigo Triulzi @cynicalsec... - 9 4.

Security is a subset of Reliability: if
your designs have no reliability
concepts then you will have security
issues.

As software is eating the world, every company is becoming a software company. This doesn’t mean that every

o Ze ro I r u St company is shipping software products, it means that services and products in every field are becoming increasingly

driven, powered, and differentiated by software. Let’s explore what that will do to how cybersecurity is practiced in

@ HighLoad "
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[Tapaaurma DIE

DIE:

* Distributed
* Immutable
* Ephemeral

The DIE Triad

W @sounilyu

Ephemeral

D.l.E. Triad

Confidentiality

C.l.A. Triad

New Paradigms for the Next Era of Security

Era
What IT did | buy How do | How do | know row do | get rid
Core and how does it prevent viruses, when when of the attacker
Challenges support the netwk attacks & defenses have and put out any
business insecure systems failed fires
. Incident
s Asset Mgt, Anti-Virus,
Solutions Systems Mgt Firewalls, Secure IDS, SIEM ResT;LJ)oOTSd(eEr;'f IR
Tools Configs '
SOAR)
SECURITY
. (ciso)
IT / Security
Tension STABILITY

(ci0)

@UNTRS

#RSAC

How do | recover
from a breach

and destructive
ransomware

Distributed,
Immutable,

Ephemeral
(DIE!!!) Systems

A

C
FRONG Secu"ty Team %z?:grggicl’i;’: / Sec Ops Center / Dedicated Biz Choose Your
Composmon Mgt Y/ Threat Mgt Unit / Risk Mgt Own Destiny

& Focus

|_ W @sounilyu RSAConference2021

"New Paradigms for the Next Era of Security"

RSAConference2021

HL\ HighLoad™

2022
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https://published-prd.lanyonevents.com/published/rsaus20/sessionsFiles/17287/2020_USA20_STR-T10_01_New-Paradigms-for-the-Next-Era-of-Security.pdf

Q&UNTRS
Cattle and Pets =

DevOps Concepts: Pets vs. Cattle

Our best countermeasure is to avoid pet creation (that
requires CIA) and promote cattle creation (built to DIE)

(L) tightoad”
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3aKA4yYeHue

* MMHMManNn3m cCHoBa B moae

* YHUOULMPYNTE CBOUN OKPYHKEHMUA
* bopemcs co CNOXKHOCTbIO CUCTEM
* Ub naer K Self-Protection System
* UT naet K Antifragile System

* UT u Ub nayt pyka o6 pyky

@UNTRS

' PEBATA,
dIaBauTe ©

~ KHTHh
APYXHHO

@ HighLoad "
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