ine B Kubernetes
— YTO, KakK, 3aL|eM’?

Cepren KaHnbop
R&D/Container Security, Luntry



(( Uh'Tl"u.

whoami

R&D/Container Security B Luntry
Cneumanmsumpyrocb Ha 6e30nacHOCTH
KOHTenHepoB n Kubernetes

Cnukep PHDays, VolgaCTF, HackConf,
CyberCamp, BEKOH

PepakTop Tenerpam KaHana



https://t.me/k8security

| Agenda

. Y10 npoucxoant nocne kubectl apply
- KOHTpONb pecypcoB
. Policy Engines

. Demo

ALUNTE
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@LUNTRY
| Yto npoucxoauT nocne

Object

APl request

Authentication Mutating Validating Persisted

Schema

Validation admission to etcd

Authorization admission

| 11
Webhook Webhook Webhook I



| BctpoeHHble Admission Controllers

kube-apiserver --enable-admission-plugins=LimitRanger,ResourceQuota ...

e LimitRanger

kube-apiserver --disable-admission-plugins=PodNodeSelector,AlwaysDeny ...

e PodSecurityPolicy

e ResourceQuota

e ImagePolicyWebhook

e MutatingAdmissionWebhook
e ValidatingAdmissionWebhook

e Bcero okoso 30 BCTPOEHHbIX



| Dynamic Admission Control

apiVersion: admissionregistration.k8s.io/vl
kind: MutatingWebhookConfiguration

webhooks:
- name: my-webhook.example.com
objectSelector:
matchLabels:
foo: bar

rules:

- operations: ["CREATE"]
apiGroups: ["#*"]
apiVersions: ["*"]
resources: ["*"]

scope: "*"

"apiVersion": "admission.k8s.io/v1",
"kind": "AdmissionReview",
"response”: {
"uid": "<value from request.uid>",
"allowed": true,

"patchType": "JSONPatch",

"patch™: "W3sib3Ai0iAiYWRkIiwgInBhdGgiOiAiL3NwZWMvemVwbGljYXMiLCAidmFsdwWUiOoiAzfve="

ﬁﬂ\ ITINITT
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| Dynamic Admission Control

e HyxeH BebXyK, KOTOpbIN 6yaeT BannanpoBaTb 3anpochl

e [lo cyTn npocTon Beb-cepBep, KOTOPbIN byaeT NpUHUMATb U OTNPaBAATb
3anpocol

e B camMoM nepexBaTymKe ONUCbIBAEM JIOMUKY KOTOPYHO HY>KHO
BannaupoBaTb/U3MEHATb

e Beb6-nepexBaTyMKKM BbI3bIBAOTCA TONbKO Yepesd TLS/SSL, nosTomMy Ball Be6-

nepexBaTyMK JOJIHKEH UMETb AeNCTBUTENbHbIA NOANMUCAHHbIN cepTUdUKaT

11



| Dyna, 1mission Control

e HyxXeH BebXyK, k

e [locyTn npocTtomn Be.
3anpocol

e B caMoM nepexsaTyuke on.
BannaupoBaTb/U3MEHATb

e Beb6-nepexBaT4ynKu BbI3t

nepexBaTyuk AoJjHKe

‘OTOpbIN £

_ACTBUTE.

1eT BaJinanpoBa A

AMaTb U OTNPaBJ/IATb

_ KOTOPYHO HY>KHO

- TLS/SSL, noaTomy Ball Be6-

'MACaHHbIN cepTudpuKaT

mplknf'
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| Policy Engines

e lcnonb3yem rotoBbli ABUXKOK

e [lnweM TONbKO NOJINTUKN

e Camu nonutuku xpaHatca B CRD

I
%"\

O O O
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| 3oonapk Policy Engines

e OPA

e Gatekeeper
e Kyverno

e MagTape

o K-rail

e Kubewarden
e JSPolicy

ﬂ_um**
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(LUNTR!
| OPA Gatekeeper VS Kyverno

A3bIK NONTUK Rego Kubernetes-like

Peakunsi Ha HeAOCTYMHOCTb HacTpowka Ha ypoBHe KOHdUra MOXXHO HaCTPOUTb OTAENTIbHO
webhook OPA ANSA KPUTUYHbIX NONUTUK

®oHOBOE CKaHMpoOBaHue OTcyTcTBYeT Background scan gns kaxaon
NONIUTUKM .

PaclwumpsieMocTb Koga u Yepes CRD Provider External Data Sources
JlaHHbIX

KonnyecTtBo NOJINTUK OT 44 NoNNTUKMU 283 NoONNTUKU
coobLllecTBa

Bo3MOXXHOCTb paboTbl BHe Conftest Kyverno CLI
Kubernetes knactepa
(BcTpamBanue B CI/CD)

15



(CUNTR!
| Mpumep: Monutuka OPA Gatekeeper

apiVersion: templates.gatekeeper.sh/vlbetal
kind: ConstraintTemplate

metadata: .
name: k8sallowedrepos -
spec: . . -
crd: apiVersion: constraints.gatekeeper.sh/vlibetal
spec:
ez kind: K8sAllowedRepos
kind: K8sAllowedRepos
validation: t d t .
# Schema for the ~parameters™ field metadd d .
openAPIV3Schema: . .
properties: name: allow-only-private-registry
repos:
type: array -
items: 5 pEC -

type: string
targets: I'I'I-Elt'C h :

- target: admission.k8s.gatekeeper.sh

rego: | kinds:

package k8sallowedrepos

= . mn
violation[{"msg": msg}] { - aplG ™oL pS ® [ ]

container := input.review.object.spec.containers[_]

. . - - . - - LR Lk
satisfied := [good | repo = input.parameters.repos[_] ; good = contains(container.image, repo)] klnds . [ Pﬂd ]
not any(satisfied)

msg := sprintf("container <%v> has an invalid image repo <%¥v>, allowed repos are %v", [container.name, container.image, inpu

parameters:

violation[{"msg": msg}] { PEP‘US .

container := input.review.object.spec.initContainers[ ]

satisfied := [good | repo = input.parameters.repos[ ] ; good = contains(container.image, repo)] _ LL pr-v.iua-te ) EKEITII‘J ].E . Com Ll

not any(satisfied)

msg := sprintf("container <%v> has an invalid image repo <¥v>, allowed repos are %v", [container.name, container.image, inpu

16



| Mpumep: Monutuka Kyverno

audit

mnu-**
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| Apxutektypa Kyverno

API req uest HTTP Mutating Schema . Validating
handler admission Validation admission

Webhook Server
g ]
: :
Webhook - | ; i CRepc|>|rt
Controllers i 7 ontrollers
. Engine
: b A A A Background
Cert b N T VS — Controllers
Renewer ' i i : \
1
. i . ;
1 | tmmmmmmmmmmm e 1----—- !
i
1
J

@U[\ITF\"
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| BoamoxxHocTu Kyverno

e [lonuntukm kak Kubernetes Resources

e Validate, Mutate, Generate, Cleanup

e [lpoBepka ob6pas3oB KOHTeNHepoB Ana software supply chain security
e ConoctaBneHue pecypcoB yepes label selectors n wildcards

e lVcnonb3oBaHWe UCKITFOYEHMI B MNOJTIUTUKAX

e [lonyyeHune pesynbTaToB O paboTe B oTaenbHbix CRD

e BctpaumBaHue B Cl/CD yepes Kyverno CLI

ﬂnmw*
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DEMO TIME



Cnacu6o 3a BHUMaHue!

Telegram: @rObinak
E-mail: sk@luntry.ru

@UNTDU

luntry.ru
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