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Mapy cnos o Kubernetes
CypoBasi peanbHOCTb
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YTo TaKoe ZeroTrust



Y10 Takoe ZeroTrust?

The perimeter for containerized applications deployed as microservices is the microservice
itself. Therefore, it is necessary to define policies that restrict communication only between
sanctioned microservice pairs. The inclusion of zero trust in the microservice architecture
reduces the blast radius by preventing lateral movement should a microservice be
compromised. Operators should ensure that they are using capabilities such as network
policies to ensure that east-west network communication within the container deployment is
limited to only that which is authorized for access. There is some initial work done to provide

strategies for microservices security through NIST SP 800-204 and may serve as a guide for
implementing secure microservice architectures.



https://github.com/cncf/tag-security/tree/main/security-whitepaper
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https://luntry.ru/video/doklad-sochetanie-nesochetaemogo-v-kubernetes-udobstvo-proizvoditelnost-bezopasnost-na-highload-2022
https://luntry.ru/video/doklad-sochetanie-nesochetaemogo-v-kubernetes-udobstvo-proizvoditelnost-bezopasnost-na-highload-2022

CypoBaAa peabHOCTb



Bce npoTtuB Hac

Be3onacHocTb 06pa3oB KOHTENHEPOB:

* MHoro nssectHbIx yassumocTen (1-day)

* Ya3BMMOCTM B coOCTBEHHOM Koze (0-day)

+ bonbwaga nosepxHocTb ataku (Living off the Land (LotL))
» [loTeHuwanbHO BpegoHocHbIN koa (Malware, backdoor, miners)
* He cootBeTcTBME nyywmm npaktmkam Vb (Misconfiguration)

BesonacHOCTb MMKPOCEPBUCOB:
* He cootBeTcTBME nyywmnm npaktukam Vb (Misconfiguration)




[Mpobnemsbi 6biKn, ecTb 1 byayT

KapTuHy yxygLiator:

* Hexsatka Vb kagpos

* He kBanuguumposaHHbie Kagpbl
* Tekyyka kagpos
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* [lpoueccHada BOSfIokuTa
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+  Ceptudukatsl
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https://luntry.ru/video/vebinar-patch-management-ne-pomozhet-fiksiki-ne-spasut

Husennpyem npobnembl
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Be3sonacHocTb B Kubernetes
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https://luntry.ru/video/doklad-kubernetes-transformacziya-k-secdevsecopssec-na-devopsconf-2021
https://luntry.ru/video/klassifikacziya-i-sistematizacziya-sredstv-bezopasnosti-dlya-kubernetes

Policy Engines
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https://luntry.ru/video/doklad-policyengine-v-kubernetes-chto-kak-zachem

AppArmor

He nosepsiem cogepxvMomMy obpasa 1 CTporo ero orpaHu4nMBaem
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[obaensetcsa B Pod Yepes3 aHHOTaUMIO AN KOHTENHepa.

AppArmor ( “Application Armor”) aTo Linux security modules (LSM)
B npodune onpenensertca kakoMmy gpansny 4To MOXHO B TEPMUHAX
capabilities n gpannosbix Nnpas gocTtyna.
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https://www.youtube.com/watch?v=IvVVUajYUAg&list=PL80eyh4Ug9W_808zqJhiRGeXT6JvXpwBk&index=11&ab_channel=Luntry
https://www.youtube.com/watch?v=IvVVUajYUAg&list=PL80eyh4Ug9W_808zqJhiRGeXT6JvXpwBk&index=11&ab_channel=Luntry

NetworkPolicy

He noBepsiem norvke B3anmMogencTBums Mexay npunoxXeHnamm n CTporo ee orpaHmn4mBaem rno cetTun

backend-network-policy.yaml

apiVersion: networking.k8s.io/v1
king: NetworkPolicy
metadata:
name: backend-network-policy
spec:
podSelector:
matchLabels:

policy Types:
- Ingress
-Egress
ingress:
- from:

......................

......................

protocol: TCP

egress:
- to:
- podSelector:
matchLabels:
name: database

ports:

- port: 5432
protocol: TCP

PekomeHnpauus:

192.168.0.0-
192.168.255.255

- namespaceSelector:

matchLabels:

name: namespace1

- ipBlock:
cidr: 192.168.0.0/16

ingress traffic

pai) namespacet |

o| frontend
. pod

other
pod

| label [ backend|

: egress traffic

_>§

.........................

NetworkPolicy

name

o| frontend
e pod

- podSelector:

matchLabels:
name: frontent
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https://luntry.ru/video/doklad-networkpolicy-rodnoj-mezhsetevoj-ekran-kubernetes

KaK 3a KaMeHHOMN CTeHOM

Ha Bce ecTb 4OCTOWHbLIVM OTBET

BesonacHOCTb 06pa30oB KOHTEHEPOB:

MHoro nsBecTtHbIX ya3sumocTen (1-day)

YassumocTtu B cobcteeHHoM koae (0-day)

Bornblas noBepxHocTb aTaku (Living off the Land (LotL))
MoTeHumnanbHO BpegoHOCHbIN Kog (Malware, backdoor, miners)
He cooTtBeTcTBME Ny4dwmnm npaktukam UMb (Misconfiguration)

be3onacHocTb MUKPOCEPBUNCOB.

He cooTtBeTcTBME Ny4dwmnm npaktukam UMb (Misconfiguration)
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KaK 3a KaMeHHOMN CTeHOM

Ha Bce ecTb 4OCTOWHbLIVM OTBET

BesonacHOCTb 06pa30oB KOHTEHEPOB:

MHoro nsBecTtHbIX ya3sumocTen (1-day)

YassumocTtu B cobcteeHHoM koae (0-day)

Bornblas noBepxHocTb aTaku (Living off the Land (LotL))
MoTeHumnanbHO BpegoHOCHbIN Kog (Malware, backdoor, miners)
He cooTtBeTcTBME Ny4dwmnm npaktukam UMb (Misconfiguration)

be3onacHocTb MUKPOCEPBUNCOB.
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KaK 3a KaMeHHOMN CTeHOM

Ha Bce ecTb 4OCTOWHbLIVM OTBET

BesonacHOCTb 06pa30oB KOHTEHEPOB:

o Policy Engine

o AppArmor

o NetworkPolicy
- Native
- Calico

- Cilium
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npOaKTMBHbIIZ U peaKTI/IBHbIﬁ noaxona K 6e3onacHocTun

REACTIVE

Before Threat After Threat

Detection Detection -

Cyber-resilient culture: "In building a cyber-resilient culture, the role of security is not to stop all
incidents. It is to prevent a security incident from impacting the business.”

Vulnerabilities = vulnerable
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OCHOBHbIe Macnu

- HoBble TeEXHONOrMM 3TO HE TOSbKO HOBLIE BbI3OBbLI, HO Y HOBbIE
BO3MO>XHOCTU

- CTtponTte cBoto 6€30MacHOCTb C MbICIbIO, YTO Bac TOYHO B3filoMatoT

- Policy-as-Code noHATHO 1 npo3payHo ansa s3anmogenctens AT n Vb

- 3a NpoaKkTuUBHOM 3alWmMTON byayLlee
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