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OcHoBaTtesib U TEXHUYECKUIA aMpeKkTop Luntry

OnbiT B b 6onee 10 net

Cneuunanunsauusa — 6e3onacHoCTb KOHTeNHepoB 1 Kubernetes
CFP DevOpsConf, HighLoad++

BbiBLIMI aBTOp cTaTen un pegakTop pybpuk B xypHane “XAKEP”

ABTop Telegram-kaHana “k&s (Iin)security”

ABTOop Kypca “Cloud Native 6e3onacHocTb B Kubernetes”

He BepuT, 4TO cMCTEMY MOXHO caenaTb HageXxHom u 6esonacHou, He
NnoHMMasa ee

OpraHunsaTtop KoHepeHuun no 6e3onacHOCTN KOHTeNHepoB - EeKoH

Hoknaguuk: BlackHat, HITB, ZeroNights, HackinParis, Confidence, SAS,
OFFZONE, PHDays, Kazhackstan, DevOpsConf, DevOops, KuberConf, VK
Kubernetes Conference, HighLoad++, beKoH n ap.
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http://www.luntry.ru/
https://t.me/k8security
http://www.bekon.luntry.ru/

[1naH agoknapa

« BBepneHune
* BpeOHble COBEThI

« YcTaHoBKa aHTUBMpYyca Ha Nodes knacTtepa

» CkaHupoBaHune xoctoBon OC Ha Nodes knactepa Ha N3BECTHbIE
YA3BUMOCTW B NakeTax

* bnoknpoBka BblkaTKu 00pa3oB C HyBCTBUTESIbHON MHOOPMaLIMEN
« bnoknpoBka BblkaTku 00pa3oB Ha OCHOBaHMKN MHJOpMaLMK 00 YA3BUMOCTAX
« 3aKn4veHmne
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Disclaimer

Bce nyHKTbI B3AThl C peanbHbIX KOProOpaTUBHbIX TPeOOBaHWUMA,
TEXHUYECKNX 3aJaHUN, BHYTPEHHMX JOKYMEHTOB, OMUCbLIBAIOLLINA
npoLecchbl U T.4.

KomnaHunn na abcontoTHO pa3HbIX CEKTOPOB: OT OUHAHCOBOIO
N peTenn oo HedTerasoBoro U coumnanbHbIX CETEMN.

Haw onbIT 3a nocnegHue 4 roaa.

Bce 3ToO MOXKHO MCMonNb30BaTh, rMaBHoOe NoHUManTe nocneacTeug!

DevOps
ey Conf 2024



BBeaoeHue

HauyHem c 6a3oBoun Teopun
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Kubernetes ©

Kubernetes, also known as K8s, is an open-source
system for automating deployment, scaling, and
management of containerized applications.

It groups containers that make up an application into logical units for easy =
management and discovery. Kubernetes builds upon 15 years of experience of i‘
running production workloads at Google, combined with best-of-breed ideas

and practices from the community.

Pods

Pods are the smallest deployable units of computing that you can create and
manage in Kubernetes.

&S Conf 2024
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https://kubernetes.io/

KomnoHeHTbl Kubernetes
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BpeoHble coBeThl

Bpoae knaccHo, HO HeT
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#1 YcTaHOBKa aHTUBUpPYCAa
Ha Nodes KnacTepa

YCTaHOBWUTE (CepTMOUUMPOBaHHLIA) aHTUBKWPYC, HanoxeHHoe C3U
oT HC/] Ha HoAkl knacTepa Kubernetes

e o

[MTobeantenb KoHKypca “‘BpeaHble coBeThl”
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https://t.me/k8security/1096

OcHoBaHuA

 [IponncaHo B obuiem
KopnopaTUBHOM CTaHaapTe
MHdopMaLMOHHON Be30MacHOCTU

e OOHapPYXUTb BPEOOHOCHYIO
aKTUBHOCTb Ha xoctoBoun OC
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[Tlocnepncreus

* HeadppeKkTUBHOE NCMNOSIb30BaHNE
BbluMcnuTenbHbIX pecypcoB Nodes

« HeratnBHoe BINAHUE Ha
MUKPOCEPBUCHI
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PeanbHas XXU3Hb

o CTaBAT areHTbl dHTUBUPYCa
B OTKIITOMEHHOM BUAE

e 3aHOCAT NOYTU BCE B CNMUCOK
UCKIIOYEHUN ONSa areHTa
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YTo roBopAT cTaHAapThbl )

CTtaHgapThbl:

« CLOUD NATIVE SECURITY WHITEPAPER

« (IS Kubernetes Benchmark

o 404 ERROR
« NSA/CISA Kubernetes Hardening Guide NOT FOUND

« Kubernetes Security Technical Implementation Guide (STIG)

« PCI Security Standards Council: Guidance for Containers and Container

Orchestration Tools

« NIST Special Publication 800-190 "Application Container Security Guide“

« [lpukas PCTIK Poccum Ne118. TpeboBaHusi no 6e3onacHOCTU MHdopmMaLmn

. I-f," DevOps
Sy Confzoz4
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https://github.com/cncf/tag-security/tree/main/security-whitepaper/v2
https://github.com/cncf/tag-security/tree/main/security-whitepaper/v2
https://www.cisa.gov/news-events/alerts/2022/03/15/updated-kubernetes-hardening-guide
https://ncp.nist.gov/checklist/996
https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools
https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118

PekomeHaauunn

 [Nlony4ynTte NMCbMO OT PYKOBOACTBA O pPa3peLlEHNN HE CTaBUTb
aHTMBMpYyC Ha Knactep Kubernetes

* lcnonb3ynTte cneynanmanpoBaHHblie KOHTENHepPHble OC ansa xocTa

» Talos, Flatcar Container Linux, Fedora CoreOS, openSUSE
MicroOS, Bottlerocket, Container-Optimized OS

 [lpeseHTaunsa "CoyetaHme HecoveTaemoro B Kubernetes: yaoobCTBoO,

Npon3BOaUTENBLHOCTL, be3onacHocTh", HighLoad++ 2022

=" DevOps
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https://luntry.ru/research
https://luntry.ru/research

#2 CkaHnpoBaHue xoctoBou OC Ha
Nodes Knactepa Ha U3BeCTHbIe
YA3BMMOCTU B NakKeTax



OcHoBaHuA

 [1lponncaHo B obLiem
KoprnopaTBHOM CTaHAapTe
NHJOOPMaLMOHHOW
be3onacHocTu

* [lpegoTBpaTUTL
kKomnpomeTauuto Node vepes
N3BECTHbIE YA3BUMOCTM
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MocneacreBuA

* OrpomHble OT4ETHLI 00 * OrpoMHOE KONMMYECTBO BPEMEHMN,
YA3BUMOCTSIX C BOSIbLUMM noTpadYeHHOEe OOPOrnmMmu
Konu4dectBoMm false positive- NHXXeHepaMn Ha MUTUHTU N Marno
pe3ynbLTaToB adopeKTMBHYO paboTy

b3



PeanbHast XXN3Hb

« KoHTenHepbl UICNOMb3yloT NakeTbl N3 obpasa, a He ¢ XocTa

* CueHapuu c 3anyckoB 10 BHe koHTenHepoB Ha Node — 3TO Apyron Kracc
npobnem

* Node Allocatable donya ansa kubelet

 Ha Node knactepa n 6e3 ysa3BMMOCTEN XBAaTaeT BEKTOPOB
« Container Runtime Socket
* cepTndukatbl, ServiceAccount Token, Envs u T.4.

« PaspaboTtumnkm nnatdopmbl Kubernetes He paccmaTpuBatloT CLLEHapueB
B3aumMoaeuncTemsa yenoseka ¢ Nodes

* NMpOoAaKLWH-OKpY>XeHUe ¢ YyBCTBUTENIbHOUN MHPOpMaLMen
* creuunarnbHble oneparTopbl
 kubectl debug

DevOps
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https://kubernetes.io/docs/tasks/administer-cluster/reserve-compute-resources/

PekomeHaauunn

« CozpgaBanTte N aHanM3npymnTe Ons CBOEro Knacrepa:.
* moaenb yrpos (threat modeling)
* MOBEPXHOCTbL aTaku (attack surface)
* Moaenu Hapywwutena (threat actors)
* lcnonb3yute cneunanmampoBaHHble KOHTenHepHble OC anga xocTa

» Talos, Flatcar Container Linux, Fedora CoreOS, openSUSE
MicroOS, Bottlerocket, Container-Optimized OS

« ObHoBnauTte aapo OC

 [lpeseHTauunsa "CoyetaHme HecoveTaemoro B Kubernetes: yaoobCTBoO,

Npon3BoaUTENBLHOCTL, be3onacHocTh", HighLoad++ 2022
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https://luntry.ru/research
https://luntry.ru/research

#3 BbNOKNpoOBKa BbIKaTKn obpa3oB
C YyBCTBUTENbHOU UH(OpMaLuen

k8s (in)security 4
HepnaBHO BCTPETUNM Takoe TpeboBaHue B DevSecOps
KOHUEMUWUWU OAHOW KOMMaHUKU, KOTOPOE 3BYYUT MPUMEPHO
cneayrouwmnm obpasom: "ABTOMaTUYECKWIA 3anpeT
pa3BepTbiBaHMs 06pa3o. ¢ onpeaeneHHbiMu CVE 1

cekpetamn'. M ecnu npo Npobnembl ¢ NEPBLIM Mbl YXKe He

. I-f," DevOps
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OcHoBaHusA

* He OonyCcTUTb YTEYKU KPUTUYHOU MHPpOpMaLK

« Ha validating admission webhook npoBecTu npoBepKy U npu
HeobxoaMMoCTn 3abfIOKNPOBaTb BbIKATKY

APl request EL Authentication Mutating Object Validating Persisted
AU Authorization admission el admission to etcd
handler Validation
A A A

v

A
A 4 \ 4 \/—
Webhook Webhook Webhook

e DevOps
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[Tlocnepncreus

* CpbIBbl PENN30B

* [lpooomkeHne yTeyku
KPUTUYHOW MHpOopMaLnm

e DevOps
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PeanbHas XXU3Hb

* KpuTn4yHasi MHpopMauus MOXXET HaxXOOUTbCSH TOMNbKO B
NPOMEXYTOYHOM Ccrioe obpasa

* B runtime gnsa BHeLWIHEro atakyruwero HegocTynHa

« KputnyHas nHgopmauua B obpase yxe nexuTt B Image registry
* Jltobon coTpyaHuk ¢ pull moxeT nseneus ee
« OTO yXXe NHUMOEHT, Tpebyowmm oT3biBa U poTaumm gdaHHbIX

DEVELOPERS

-!- APPLICATION IMAGE REGISTRY

~ REPOSITORY DEPLOY

ENVIRONMENT
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PekomeHoaumm

« CI/CD pipeline gormkeH nagaTtb Npu oOHapyXeHUN
4YyBCTBUTENbHOW MHJ)OPMaL MK B Crosix obpasa
« CI/CD pipeline gomkeH 3aBepLuaTbCd WWarom nognucu obpasa

« Ha validating admission webhook (Policy Engine) gomnxHa 0bITb
npoBepkKa rnognucm obpasa

* icnonb3ynte registry staging

* [NpeseHTauna "Knaccudukaumsa n cuctematn3aumsa Cpeacts
b6esonacHocTtn anga Kubernetes", CyberCamp MeetUp 2023

e DevOps
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https://luntry.ru/research
https://luntry.ru/research

Q)

#4 BrnokKupoBKa BbIKaTKyn ob6pa3oB Ha
OCHOBaHUU UHOPMaL KN 00 YA3BUMOCTAX

k8s (in)security < |
HepaegHo BCTpeTUnu Takoe TpeboBaHue B DevSecOps
KOHLENUMN 0AHOW KOMMaHUK, KOTOPOe 3BYYUT NPUMEPHO
cneayrowmnm obpasom: "ABTOMaATUYECKNIA 3anpeT
pasBepTbiBaHWA 06pa30B ¢ onpeaeneHHbiMn CVE K

cekpetamu'. M ecnu npo Npob6nembl ¢ NEPBLIM Mbl YXKE He

. I-f," DevOps
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OcHoBaHus

 He AONYCTUTb NOoABJIEHNA B OKPYXXEHUIN ONpeaerieHHbIX yFI3BI/IMOCTeI7I

« Ha validating admission webhook npoBecTu npoBepKy U npu
HeobxoaMMoCTn 3abfIOKNPOBaTb BbIKATKY

APl request EL Authentication Mutating Object Validating Persisted
AU Authorization admission el admission to etcd
handler Validation
A A A

v

A
A 4 \ 4 \/—
Webhook Webhook Webhook
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[Tlocnepncreus

 ABapuMHOe 3aBepLleHune

e Jlerpapgaumsa NpUNoOXXeHunm -
Herpanal P NPUNOXEHUNN

« OTKas B 06C/y>XUBaHUM

=" DevOps
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PeanbHas XXU3Hb
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PeanbHas XXU3Hb

LLar 1

Infra

E Image

|

SBOM

M\
Vulns

report

Vulns feed

Deploy

]

Pa3speLueHo!

ReplicaSet = 4

Policy

Validating Admission Webhook_]

Runtime

Namespace
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PeanbHas XXU3Hb

LLar 2
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PeanbHas XXU3Hb

LLar 3

Infra
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Deploy
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PeanbHas XXU3Hb

Runtime

Lllar 4 Infra

=]

SBOM

Deploy

Namespace

( N1 critical

Vulns )
report 2 high

=]

Vulns feed*

ReplicaSet = 4
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PeanbHas XXU3Hb

Runtime

Llllar 5 Infra

=]

SBOM

Deploy

Namespace

( N1 critical

Vulns )
report 2 high

=]

ReplicaSet = K

Vulns feed*

[
N

ReplicaSet = N N

e DevOps
Sy Confzoz4

atals



PeanbHas XXU3Hb

Lar 5
* lIameHeHune konunyectea Pods B Runtime:
« ABapunHoe 3aBeplueHne no OOM
* Ynana Node 1 nepeesq Pods
« ObHoBneHne Node n nepeesn Pods
* bbinn BbITeCHEHLI ¢ oaHOW Node Ha Apyryto
« OBbHOBNEHME Secret B NepEMEHHbIX OKPYXXEHUS
« OBbHoBMNK onucanna Deployment
« CpaboTan autoscaler

e DevOps
Sy Confzoz4



PeanbHas XXU3Hb

Validating Admission Webhook_]

3anpeLueHo! | Poliey

Runtime

Ular 6 Infra

=

SBOM

Deploy

Namespace

( N1 critical

Vulns )
report 2 high

| [T

ReplicaSet = N N = K ReplicaSet = K

Vulns feed*
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PeanbHas XXU3Hb

LLar 7
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PekomeHoaumm

Hy>xHO 3HaTb 0060 BCceX YA3BMMOCTSAX HE Ha BbikaTKe, a B Ntobown
MOMEHT BPEMEHW

* YMeHbLUanTe NOBEPXHOCTL aTaKku
* Distroless-obpa3sbl, MUHUMaNMCTUYHbIE 0DOpa3sbl 1 T.A.

CtpouTte ZeroTrust
* NetworkPolicy, AppArmor u T.A4.

[TpeseHTaumna "SCA3ka o SCAHepax", Positive Hack Days 12

DevOps

»«a-fl
Sy Confzoz4

[1lpe3eHTaumna "Patch management He NOMOXeT, UKCUKM He cnacyT"



https://luntry.ru/research
https://luntry.ru/research

#N n MHOro gpyrumx

YctaHoBka N wTyk areHTckux cpeacts MIb Ha Node
MHoxecTBO briokupyrowmx admission controllers
[ToBCcemecTHasa bnoknpoBka Ha PolicyEngines

HanucaHne NetworkPolicy Bpy4HYytO UM Ha TEKYLLMX OaHHbIX
network flow

Mcnonb3oBaHue black-list-npasun ana Runtime Security ¢
aBTOMaTUYECKON peaKkuunemn

=" DevOps
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3akKknwJveHue

KpaTkue ntoru
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BbiBOAObLI

YuntelBanTe crieundunky opkectpartopa Kubernetes
be3onacHOCTb He AOSMKHA BpeauTb aKcnyaTaunm
YyntbiBante Moaesnun HapyLwmTensa n noBepxXHOCTb aTakn
[TlpaBunbHas apxutekTypa u noaxodbl pewatoT 90% npobrem

N
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Cnacunbo 3a
BHUMaHue!

Omntpnn EBOoKMMoB
Founder & CTO Luntry

Email: de@Iluntry.ru

Twitter: @evdokimovds
Personal: @Qu3b3c
Channel: @k8security

® A €[

Site: www.luntry.ru
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