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B - OcHoBaTesb M TEXHUYECKMIA anpeKTop Luntry

» OnbIT B Vb 6onee 10 net
» Cneumanusaums — 6e30MnacHOCTb KOHTelMHepoB 1 Kubernetes
« CFP DevOpsConf, HighLoad++

. - BuiBLWINM @aBTOp CTaTen U pefakTop py6|5V|K B XypHane “"XAKEP”

. ABTOp Telegram-kaHana “k8s (in)security”

« ABTOp Kypca “Cloud Native 6e3onacHocTb B Kubernetes” -

« He BEpWT, YTO CUCTEMY MOXHO CAENaTh HAAEXHOMU 1 6e30macHoi, He
NMOHMMas ee |

« OpraHu3aTop kKoHdepeHumn no 6e€30MnacHOCTN KOHTENHEPOB - beKoH

L « Noknaauunk: BlackHat, HITB, ZeroNights, HackInParis, Confidence,
SAS, OFFZONE, PHDays, Kazhackstan, DevOpsConf, DevOops,
KuberConf, VK Kubernetes Conference, HighLoad++, beKoH n ap.

@U NTRY Poccuiickoe pelueHue ana 3awmTbl KOHTeHepoB 1 Kubernetes


http://www.luntry.ru/
https://t.me/k8security
http://www.bekon.luntry.ru/

O koMnaHuu Luntry

« Luntry — 310 KoMnnekcHasa 3alunTa Ha BceM )KM'3HeHHOI\fI | ((- U N T R H

LIMKJ1E€ KOHTENHEPHbIX NMPUIOXXEHUN N-CPEACTB luntry.ru

/—l BesonacHocTb Runtime

/ /—{ AHanus npas gocTyna
/ : J

opkecTpauun Ha 6a3e Kubernetes

« [lpoaykT B peectpe MnHUU®PSI

KOHTpONb COCTOAHUSA
Kubernetes knactepos

* B npouecce nony4yeHus ceptudukata PCTaIK

MNpoeepka
Kubernetes-pecypcos

J

U N T R H R KOHTbOnb COOTBETCTBUA
Knacrtepa ctaHgapramMm

YnpasneHve yasBuMoCTAMU I Sounre corh
06pas0B u best practices t |
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https://reestr.digital.gov.ru/reestr/1057835/

[1naH Aoknaaa
« Kubernetes 1 KoHTENHEPDI

* YpoBeHb OpKecTpaTopa

* YA3BMMOCTU CUCTEMHbIX KOMMOHEHT

 YpoBEHb NPUNOXKEHUU

*  YA3BMMOCTU NO/b30BaATENIbCKUX I'IpMJ'IO)KEHVIVI

* YpoBeHb OC

- YasBuMocTu xoctoBon OC n/unun aapa

* 3aK/IoyeHune

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



Kubernetes 1 koHTenHepb!
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Kubernetes 310 opkecTpaTtop KOHTEMHEPOB

Kubernetes, also known as K8s, is an open-source
system for automating deployment, scaling, and
management of containerized applications.

It groups containers that make up an application into logical units for easy _—II
management and discovery. Kubernetes builds upon 15 years of experience of ]
running production workloads at Google, combined with best-of-breed ideas

and practices from the community.

Pods

Pods are the smallest deployable units of computing that you can create and
manage in Kubernetes.

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes


https://kubernetes.io/

Kubernetes ato PaaS

Kubernetes abctparnpoBaH OT:
« Hardware

« OS

« (Containers

MuUHUManbHasa eanHuLa
ynpasneHus Pod

« Runtime

PaboTtaeT ¢ HUM yepe3 Container
Runtime Interface (CRI)

Platform as a
Service (Paa$)

Configuration

Applications

Container Container Container

K
bl Container Runtime
components

Operating System

[ ETETL



Kubernetes 31o 5 buHapen

Cloud
provider
API

@U NTRY Poccuitckoe pelweHne ans 3awmutbl KOHTENHEPOB U Kubernetes

API server

Cloud controller
manager
(optional)

Controller
manager

etcd
(persistence store)

kubelet

kube-proxy

Scheduler

Control plane

Node




Moaenu HapylunTenen

kube-proxy

Container

Runtime :

Container

Moaenu HapyLwmTenemn:

1) BHewHmi
2) B KoHTeiiHepe

3) Ha Node Linux kernel

@U NTRY Poccuitckoe peleHne ans 3aumtbl KOHTENHEPOB U Kubernetes



YpoB€eHb OpKecTpaTopa
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KapTuHa Ha Master Node

mTLS 1 | :
kubelet kube-proxy
Container ] Container controller-manager
Runtime ;
Container scheduler
Container apiserver
Ingress Egress

Host 05

Linux kernel

@U NTRY Poccuitckoe peleHne ans 3aumtbl KOHTENHEPOB U Kubernetes
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OdumumnanbHbin CVE feed n SBOM

Official CVE Feed

FEATURE STATE: Kubernetes v1.27 [beta]

This is a community maintained list of official CVEs announced by the
Kubernetes Security Response Committee. See Kubernetes Security and
Disclosure Information for more details.

The Kubernetes project publishes a programmatically accessible feed of
published security issues in JSON feed and RSS feed formats. You can access it
by executing the following commands:

JSON feed RSS feed

Link to JSON format

curl -Lv https://k8s.io/docs/reference/issues-security/official-cve-feed/index.json

Official Kubernetes CVE List (last updated: 25 Mar 2024 06:38:09 UTC)

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes

4F3-. Pushkar Joglekar (he/him)
@PuDiJoglekar
It's finally here!

Verify All Signed Kubernetes Release images in one
tweet. This script works for any latest kubernetes
release and gets images in a release from SBOM.

SLSA ftw ==

Check shell script K4

t Pushkar Joglekar (he/him) @PuDiJoglekar - Apr 14

Replying to @puerco

Waiting for SBOM to be published for this release so | can share an asciinema
recording for verifying all release images using SBOM with almost a tweet sized
script

7:53 PM - Apr 20, 2022 - Twitter Web App



https://kubernetes.io/docs/reference/issues-security/official-cve-feed/
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/

OnpepeneHne Bepcum KOMMOHEHT Yepe3 Kubernetes API

« API /version

serverVersion:
buildDate: "2023-08-23T723:37:25Z"
compiler: gc
gitCommit: 22a9682c8fe855¢c321be75c5faacde3U3+909b0U
gitTreeState: clean
gitVersion: v1.24.17
goVersion: gol.20.7
major: "1"
minor: "24"
platform: linux/amdéu

« [laHHble ¢ pecypca Node

System Info:

Machine ID: e6957dfff669Ulbfabadlael9dfBeall6
System UUID: +68a9186-d68c-Uc5c—bBce-9107193e3e8¢c
Boot ID: +1+17565-f0Ul-Ule9-abfe-a213d9768+9d
Kernel Version: 5.15.0-76—generic

0S Image: Ubuntu 22.04.2 LTS

Operating System: linux

Architecture: amdéd

Container Runtime Version: containerd://1.6.28

Kubelet Version: vl.24.17

Kube-Proxy Version: v1.24.17

@U NTRY Poccuiickoe pelueHue ana 3awmTbl KOHTeHepoB 1 Kubernetes 13



PenunsHbiv unkn Kubernetes

[loaaeprkka nocnegHux 3-X penn3oBs
[lopaepkka penusa 14 mecqaues

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes

Released

3 months and 3

(13 Dec 2023)

7 months ago

(15 Aug 2023)

11 months ago

(11 Apr 2023)

1 year and 3 months

Active Support

Ends in 8 months and
4 weeks
(28 Dec 2024)

Ends in 4 months and
3 weeks
(28 Aug 2024)

Ends in 3 weeks and 4
days
(28 Apr 2024)

Ended 3 months ago
(28 Dec 2023)

Maintenance Support

Ends in 11 months
(28 Feb 2025)

Ends in 6 months and
4 weeks
(28 Oct 2024)

Ends in 2 months and
3 weeks
(28 Jun 2024)

Ended 1 month and 5
days ago
(28 Feb 2024)

Show more unmaintained releases



https://endoflife.date/kubernetes

YpoBeHb NPUNOXKEHNN

@ UNTRS



KapTnHa Ha Worker Node

mTLS
kube-proxy
Container
Runtime :
. Egress
Container
Ingress CobCcTBEHHBIN KO

HostOS DTN EETTTEN BT BETTS||

Linux kernel

@U NTRY Poccuitckoe peleHne ans 3aumtbl KOHTENHEPOB U Kubernetes 16



AHanuanpyem obpasbl KOHTEMHEPOB

« AHanu3 B CI\CD, image registry, runtime

« Ha 6a3e SBOM

« Mano obHapyXnUTb, HY>KHO €Llile UCMPaBUTb U BbIKATUTb B NpoJ

NEUTRON BLACK
OUR SUN STARS HOLES

HEAVIEST
OBJECTS IN THE
UNIVERSE

\i

BebuHap ™

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes

Bce 3T0 BpeMs OKpy>XeHue ys3BuMo!
(OT nar4a [0 SKCAIONTa MPUMEPHO OT HECKOJILKUX YacoB A0 2-3 JHEH)

Bpems
ObHapyxeHue Bbinyck O6HoBneHue CkaHupoBaHue MocraHoBska O6HoBNEHNe TecTtupoBaHue 3anyck Ha Pa3spopauusaHue
YS3BMMOCTH narya u feed obpasos 3apauu KOMMOHEHTa HOBOI BEpPCHM, Test, Pre Prod Ha Bcex Prod
paspaboTumkom CVE pa3spaboTumnk QA, pelsenue OKPYXEHUU OKPYXKEHUSAX

YA3BMMblii KOMMOHEHT
yxe pabotaet 8 Prod
OKPY>XEHUN

am BO3MOXHbIX
npobnem
obpaTHoi
COBMECTUMOCTH,
TeCcTUpoBaHue
NPOU3BOAUTENbH
OCTU T.4.

14


https://luntry.ru/research

O6xoa ckaHepoB
° ﬂ,OKﬂa il . L e B Sy

" ¢ KubeCon EU
2023 Amsterdam.

 Bce noaoxoabl Ha 6aze

CTaTUYECKOro aHanunsa
NO3BONSAOT 3aALUNTUTLCA TONbKO
NMULWb OT NIErMTUMHOIO
Nosib30BaTesNIsA, HO HE ABNAIOTCS
HMKaKOW NMOMexon ang
BpeAOHOCHOro!

B os-pkg Il dependency file binary

Trivy Grype Docker Scan Docker Scout

@U NTRY Poccuitckoe pelweHne ans 3awmutbl KOHTENHEPOB U Kubernetes


https://github.com/bgeesaman/malicious-compliance
https://github.com/bgeesaman/malicious-compliance
https://github.com/bgeesaman/malicious-compliance

CepebpsHou nynam HeT E—

stop solarwinds

y 4

SROMS signatures
DON'T SOIVE dont stop log4j
SECURITY
CVES =
DON'T SOLVE! slsa doesn't
I smunm@ stop typosquatting

| guess
we'll do nothing

imgflip.com

;ﬁ' Mark Manning

G @antitree

Serious question: Can someone name a
company/startup/tool that detected the xz

backdoor before it was discovered?

MepesecTn nocT

23:34 - 30.03.2024 - lNpocmoTpos: 146K

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



YpoBeHb OC
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Ya3sumoctu xoctosom OC n aapa

Ingress

AR A N -ASTT A B
C_ _ackagt || Fa cagﬂ [__ _ck S I F___a 'S I \ Lka_j
| Ckages || Packa .s_ j | B¥Ckages I [ _F_ ,_ke_,s- | Pack{gie3 I

Linux kernel N )

@U NTRY Poccuitckoe peleHne ans 3aumtbl KOHTENHEPOB U Kubernetes

Egress
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Ya3BuMocTu aapa xoctoson OC

« Yepes ya3BUMblE CUCTEMHbIE BbI30BbI B gape xoctoBon OC MOXHO
cbexkaTb U3 KOHTEMHEPA Ha XOCT

 [lpn MCNONL30BaHMM KNAaCcCUYECKOU KOHTENHEpU3aLnm

« Bepcuto MOXXHO y3HaTb Yepe3 pecypc Node

System Info:

Machine ID: e6957dfff669UlbfabadllaelodOBeall6
System UUID: +68a9186—-d68c-Uc5c—bBce-9107193e3e8c
Boot ID: +1f17565-f0U1-Ule9-abfe-a213d9768f9d
Kernel Version: 5.15.0-76—generic

0S Image: Ubuntu 22.04.2 LTS

Operating System: Llinux

Architecture: amd6l

Container Runtime Version: containerd://1.6.28

Kubelet Version: vl.24.17

Kube—-Proxy Version: vl.24.17
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Ya3BMMOCTU B NakeTax xoctoBon OC

* [lpucyTcTBYyeT Kak TpeboBaHMe NoYT BO BCEX perfiaMeHTax
* "“[Mpun3BaHo” npeaoTBpaTUTb KOMMpoMeTauuto Node yepes n3BecTHble
YS13BUMOCTU
* A Kak utor

* OrpoMHble oT4eTbl 06 Yya3BUMOCTSX € 60/bLIKMM KonnyecTBoM false positive-

PE3Y/IbTaTOB

e  OrpoMHoOe KONMMYEeCTBO BPEMEHW, MOTPAYEHHOE JOPOrMMN MHXKEHEPAMM Ha

MUTUHIU U Mano 3dpPeKTnBHYIO paboTy

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



Mogenb HapywuTtens Ha Node

« Root BHYTpK KOHTEMHEpPA paBHO root Ha Node
 [locne Takoro nobera U3 KOHTEMHEPA NPaBa MOBbILLATb Y)K& HE HAA0

* WHXXeHep 6e3 npas root Ha Node Heuero aenatTb

« Kubernetes co3pgaH He ana NOaeEN, a AN KOHTEMHEPOB
YenoBek Ha Node TONbKO NO 3KCTPEHHbIM CUTYALMAM

« [lpolle geTekTnpoBaTh Nt0OY0 MHTEPAKTUBHYIO ceccnto Ha Node, YeM 3aBUCTb
oT Bcex Oday n 1day ys3BMMocCTeN

« Jly4ywe BoobLLE NCKNIOYNTL TaKyt0 MOAENb HapyLUTENs n3 CBOEN
MOAENN Yrpo3
« Container specific OS npnbnmxatoT HAC K 3TOMY eLle banxe

[oknaa "

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes


https://luntry.ru/research

3aKryeHune

@ UNTRS



1. lNoHMManTe CBOE OKPY>XXEHUE U MOAENN
HapyLUMTENEN

2. 3ajaya He 3aKpbiTb BCE YA3BMMOCTH,
a He AaTb HaHeCTU yllepb

ITor

3. CneumanunampoBaHHbIe CUCTEMBI
YMEHbLLIAT NOBEPXHOCTb aTaku

4. PuWCK-OpMeHTUPOBaAHHbIN NOAXOA HaLLE BCE




Cnacunbo
3a BHMMaHuel

® A ¢ [

AMntpun EBAOKMMOB
Founder&CTO

Email: de@Iluntry.ru

Twitter: @evdokimovds
@Qu3b3c
Channel: @k8security

Site: www.luntry.ru
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