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« OcHoBaTeb N TEXHUYecKknin anpekTop Luntry

* OnbIT B VIE 60onee 15 net

» Cneuvanmniaumng 6e30nacHOCTb KoHTerHepoB 1 Kubernetes

* CFP DevOpsConf, HighLoad++

* BbiBLIWI aBTOP CTaTen 1 pegakTop pyopuik B xypHane “XAKEP”

» AsTop Telegram-kaHana “k8s (in)security”

» ABTOp Kkypca “Cloud Native 6e3onacHocTb B Kubernetes”

* He BepuT, YTO CUCTEMY MOXHO caenaTh HaJeXHoW 1 6e30macHON,
He MoHKMag ee

» OpraHmzaTop KOHDEePEHLN NO 6e€30MaCHOCT KOHTENHEPOB -
BeKoH

» [loknaguunk: BlackHat, HITB, ZeroNights, HacklnParis, Confidence,
SAS, OFFZONE, PHDays, Kazhackstan, DevOpsConf, DevOops,
KuberConf, VK Kubernetes Conference, HighlLoad++, beKoH v gp.



http://www.luntry.ru/
https://t.me/k8security
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1. TlOBEPXHOCTb aTaku 1 MOBErn N3 KOHTENHEPOB
2. RuntimeClass B K8s

3. Visonaun4
«  Sandbox/App kernel

 gVisor
. microVM
. kata

Confidential Containers (CoCo)
« WASM

e WasmkEdge
« Sandbox API

« Kuasar

4. 3aknyeHne
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Linux KOHTenHep

Container = Linux process + cgroup + namespaces (pid, user, uts, ipc, net, mnt, ...)
+ pivot_root + image

2
What Can namespace IEEDIEIDIED I ™D
et IR
- J
( )
capabilities (net_blind_service) { sys_reboot )
What Can
| Do? m (Open()) 3{ init_module() )
LSMs (* apparmor ) (" setinux )
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g )
Resource (eou ) ( memory )
Isolation ( blkio )( devices )




Native containers

* runc =

[ unshare(CLONE_NEWUSER) ]

send identifier mapping request
« Go RUNC

i R’ write uid mapping

[ ) C r u n Networkl‘ng write gid mapping
send mapping written

Linux - - >

° C namespaces " B
other OS5

subsystems

youki create $id
fork(2)

ntermediate Pr... - youki start

setuid and gid

[ unshare(CLONE_NEWPID) ]

o \ PN J forki2)
*  Youki , \ ( | :
Linux send ready with a init process... [ unshare(rest of NAMESPACE) ]
cgroups <
([ ] R u St LS g J ) X pivot_root(2)

setup capability

_ setup seccomp
send seccomp notify fd

send seccomp notify through listene...
send seccomp notify done
Isolated Processes
send ready
wait for the start signal
send the start signal youki start $id
Operating System Kernel — ) 9
update the pid file [ exec the container entry point ]

Hardware

“ o

Process Based Isolation

Viewer does not support full SVG 1.1


https://github.com/opencontainers/runc
https://github.com/containers/crun
https://github.com/containers/youki

B3rngang ¢ xocra

runc

8554
8602
2407498
2407509
8700
8721
9699
2332096
2332117
2228218
2228254
2228255

414:20 Jusr/bin/containerd-shim-runc-v2 —namespace k8s.io —-id ddc22c8f5248619F
0:00 \_ /pause

141:25 \_ /usr/bin/tini —— /usr/local/bin/docker-entrypoint -c /etc/filebeat.

11158:26 \_ filebeat —c /etc/filebeat.yml -e

400:29 fusr/bin/containerd-shim-runc-v2 —namespace k8s.io -id u487fb543a56f1U55
0:80 \_ /pause

302:20 \_ /bin/node_exporter

363:31 /usr/bin/containerd-shim-runc-v2 —namespace Kk8s.io —-id 331319558688f52c
0:00 \_ /pause
0:00 \_ nginx: master process nginx —g daemon off;
0:00 \_ nginx: worker process
0:00 \_ nginx: worker

#n) sa) sad sad sa) sad sa) sad sn) sa) sad sa)

PEEYEL
PEEYETL
2189220
2347410
2347434
2347464
2347792
2347810
1292416

/usr/bin/containerd-shim-runc-v2 —-namespace k8s.io —-id f9ea
\_ /pause

\_ sensor -v ——readiness

/usr/bin/containerd-shim-runc-v2 —namespace k8s.io —id cb88
\_ /pause

\_ /app —port=860

/usr/bin/containerd-shim-runc-v2 —namespace k8s.io —id auS5d

\_ /pause
\_ /[src/server

sad sad sad sad sad sad sad sad sa)



[loBEepXHOCTb aTaKku

. Public Network to
C public network B Pod ‘Q‘c\t(gvvb Rce)
Intranet Attack
—

2. C Pod Ha gpyrune Pods/Services — N (Y L -~
[3. C Pod Ha Node (Escape)] [ WSb?e_rvice& < ] [ e ] Stbae

4. C Pod Ha Master Node Awoﬂzaﬂon @
CompOﬂeﬂtS /lompromissed [

Pod —
\ ode v sca)in ode .-.../:°
5. C Pod Ha API Server [ [ mewen Jescamng | wodes |

service account
authorization Command&Control

Service BS

6. C API| Server Ha gpyrue ,
POd S/N Od es \ Kubernetes API Server ( Secrets | Authorizﬂtion)l VM Instance

/. C K8s knactepa Ha Cloud Service et s @

Other Components (ETCD/Kubelet/DashBoard/Image Registry...) ] IAM

Cloud Managed Kubernetes Cluster Cloud Service



[lo6ern n3 KOHTENHepPoB

BekTopa B K8s

Bad Pods
CospgaHire Bad Pods

YAa3BnmMOCTW container runtime

Ya3BUMOCTIW aapa ]

Ya3BMmMoCTn CTOpOoHHero O B
Kubernetes

YAa3BMOCT KOMIMOHEHTOB
Kubernetes

B Teopun: hardware
attacks Exploiting
Speculative Execution

Kubernetes
APl Server

{ Kubelet

{ Runtime

I
Container
| (erafted]
I
I
|

[ Kubelet ﬂ\

|
I
[ Runtim :
]

*Escaped!

_________ ]
*Escaped!

ZeroNights 2021. “Container escapes: Kubernetes edition”



https://luntry.ru/research

Y43BMOCTU apa

Bce KoHTenHepbl pasnenstoT Mexay coboun aapo xoctoBon OC.

[Mprmepbl y93BUMOCTEN ANg nobera: Container A Container B Container C
« (CVE-2023-3389
« CVE-2023-0461
Filter: Filter: Filter:
« CVE-2022-0847 I- Seccomp I- Seccomp e Seccomp
« MAC « MAC « MAC
« CVE-2022-0492 . CAPS . CAPS . CAPS
° CVE_2022_O‘|85 Namespaces Nnamespaces namespaces
e (CVE-2021-22555 z 4\
. CVE-2021-31440 ~_ _-7

\——_’

« CVE-2020-14386
« CVE-2020-8835

CPU Memory Network Storage
10
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Heobxognmo:

1

YCJTOXHNTDb 3alyCK KOOa aTakKyoLlero
YMEHDBLLUNTDb NOBEPXHOCTb aTak

OOHOBNATL dAp0 xocToBom OC

MexaHunambl n noaxopabl 3alWnNTbl:

seccomp
AppArmor

Selinux

SecurityContext

Rootless containers
Tiny/Slim/Distroless images
OS host machine hardening |

Alternative Runtimes]

MpmeHnmo K
native containers
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Kubernetes KOHCprKTOp

13

U
U

halvarflake @halvarflake - 21 u.

Dear Kubernetes followers: If you run a
Kubernetes cluster across AZ
boundaries, what do you use for
networking? In general, if you run
Kubernetes on Cloud machines, what is
your networking layer? Calico? Flannel?
Cilium? Something else?

Bh ns Q19 a
MokasaTb Apyrue oTBETI
lan Coldwater § 3¢ @lanCol... - 21y

B otBeT @halvarflake

Each Kubernetes cluster is 110% a
unicorn, sorry

Q2 () ¥s a

lan Coldwater § 3¢ @lanCol... - 21 u.
A special unique snowflake of a sparkling
distributed attack surface

O [ L & A

%

SESKSKSS

§
—av .,yment

Del
statefulSet pasmonset  DeP!

CRI CNI

o PMJCEICI1um @ s
) caLico 2

Open vSwitch

CSI SMI CPI

% ® Aistio [ vmware O
roox  ceph opereBs \ﬁc c::m:'NKﬁR? aws A\ Azure



Tunbl Container Runtimes

* High-level Runtime
e [ow-level Runtime
e (CRI-Container Runtime Interface

« OCI-0Open Container Initiative

Kubernetes Worker

14

( ) ( )
Kubernetes .
Master Kubelet Contgmer OC;I
Runtime Runtime
Z AN Z. AN
\_ Y, \_ N J \_~ N ) \_~ Y,
CRI OCl

[ e ]

|

Pull
High-level Runtime

Low-level Runtime

— OCl —

( Container )

Registry

)

J




Runtimes B K8s

Container Runtime

< @ gVisor (3 INCLAVARE 6 @ ‘
Firecracker o KRUSTLET
iSulad kata |
: o ’ \
LD
: Y
containerf] Cri-0 | ¥ Lima @ S
KUASAR
CNCF GRADUATED CNCF GRADUATED Ixd r kt OPE,:,;"'” N Singularity

5 = ¢ @ B

SmartOS StratoVirt Sysbox

Virtual Kubelet WasmEdgeRuntime

https://landscape.cncf.io/

15



RuntimeClass n runtimeClassName

16

apiVersion: node.k8s.io/vl
kind: RuntimeClass
metadata:

name: Jvisor
handler: runsc

apiVersion: node.k8s.io/vl
kind: RuntimeClass
metadata:

name: Jgvisor—-kwvm
handler: runsc—-kvm

kind: RuntimeClass

apiVersion: node.k8s.io/vl
kind: RuntimeClass
metadata:

name: wasmedge
handler: wasmedge

apiVersien: node.k8s.io/vl
kind: RuntimeClass
metadata:

name: kKuasar-—-vmm
handler: kuasar—vmm

apiVersion: node.k8s.io/vl

metadata:
name: kata—-gemu
handler: kata—-gemu

overhead:
podFixed:
memory: "1&0Mi™
cpu: "250m"
scheduling:
nodeSelector:
katacontainers.io/kata-runtime: "trus"

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: dgvisor-nginx
name: Jgvisor—-nginx
spec:
replicas:
selector:
matchLabels:
app: dvisor-nginx
template:
metadata:
labels:
app: gvisor-nginx
spec:
runtimeClassName: gvisor
topeclogySpreadConstraints:
- maxSkew:
topologyKey: kubernetes.ic/hostname
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchlLakels:
app: gvisor—-nginx
containers:
- name: nginx
image: nginx
imagePullPolicy: IfNotPresent
restartPolicy: Always



Non-containers

“Non-container” containers

e “Containers’ are not well defined

e Almost anything can be called a “container runtime” when it

accepts OCl formats &

17
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N3onauva n gpyrve nopxoabl

Isolation
 [lononHnTENbHbIN YPOBEHD
nsonsauunm ot dapa xoctoson OC
* WASM
* WasmEdge, Wasmtime,
Wasmer, ...
« Sandbox/App kernel
* gVisor, Quark
* MicroVM
* Kata containers

Detection

*  VlgpeHTndunkaymng
HexenaTenbHOro oencTBngd

*  CTOpOHHME pelleHns B k8s

19

Mitigation

*  YCNoxHeHne aKcnyaTaunm
YS3B/MOCTEN

e Stack cookies « SMEP

« WAX « SMAP

« ASLR .

BebunHap Luntry. ”

Reaction

Prevention

HeBO3MOXHOCTb BbINMOSHEHUS
HexenaTenbHOro oencTBngd
Seccomp

AppArmor

Selinux

LSM

iptables/eBPF

« 3aBeplueHne npoLliecca/koHTenHepa/Pod noctdakTym nocne
HexenaTenbHOro cCobbITng 1/vunn gamn GannoBOW CUCTEMbI /N MaMATy

*  CRI nHTepdenc (stop/remove)

*  Kubelet Checkpoint AP|

Runtime Security: Ha BKyC 1 LBeT Bce ¢pnomacTepbl pasHble”



https://luntry.ru/research




Sandbox

Visor
gVisor - Application Kernel for Containers. g

* Vlcnonbayet OCI| coBmecTrmMbIn runtime nog HasBaHMEM runsc.

e Co30aH Kak OoNONMHUTENbHbIN MexaHN3M 3aLlnTbl NPOTVB aKCMnyaTauuin
YA3BMMOCTEN 9pa HeJoBEepPEeHHbIM User-space KogoMm

e [loxox Ha mexaHnam ncnonbsyemslii B User-Mode Linux (UML).

[ Application ] [ Process J Languages

—_— System calls —— ® Go ® C++
RANHLOR Starlark @ Assembly
[ sEntrF W GDfEI‘ ] @cC Shell QOther
Operating System Kernel

Limited system System cals

calls
Hardware
= e

Harware Sandbox Based Isolation

21


https://github.com/google/gvisor

Peanusauusa gVisor
« KVM

gVisor

« TpebyeTcy BNOXEHHAd BUPTyani3aLns B o
BNPOTYyabHOW MallnHe
. systrap | ]"""Tff”_’if_‘:f:o;mim-.
 Ha6aze seccomp's SECCOMP_RET_TRAP {[
* [loymonyaHuio ¢ cepennHbl 2023 )
* ptrace |

. Ha 6ase PTRACE SYSEMU [ ] [ ]
 bonblie He nogoepXmnBaeTcs

gVisor | ptrace/systrap || | gVisor | ptrace/systrap |
workload workload
guest
gVisor KVM gVisor [ ptrace/systrap ] VM

22



B3rngang ¢ xocra

70342
70356
70361
70387
70406
70416
70474
70479
70487
70488
70489
70490
70491
70492
70493
7o494
70497
70500
70498
70499
70501
70502
70407

gVisor release-20240501.0

e I I B B e B I R L I e I I L B L LY

S1
Ssl
Ssl
Ss
S
SN
S
SN
S
SN
S
SN
S
SN
S
SN
S
SN
S
SN
S
SN
Sl

EEEEEEE@EEEEEEEEEEEEEEE

:00 /usr/local/bin/containerd-shim-runsc-vl -namespace k8s.io —-address /run/containerd
:00 \_ runsc—-gofer —-log-format=json —-panic-log=/var/log/pods/default_gvisor—-nginx-5
:39 \_ runsc-sandbox --log=/run/containerd/io.containerd.runtime.v2.task/k8s.io/7Ue82

:00 | \_ [exel]

:00 | \_ [exe]

:00 | |  \_ [exel
00 | \_ [exel]

:00 | | \_ [exe]
:00 | \_ [exe]

:00 | |  \_ [exel
00 | \_ [exe]

:00 | |  \_ [exel
:00 | \_ [exe]

:00 | |  \_ [exel
00 | \_ [exe]

:00 | | \_ [exe]
:00 | \_ [exe]

:00 | |  \_ [exel
00 | \_ [exe]

:00 | | \_ [exe]
:00 | \_ [exel]

:00 | \_ [exel]
:00 \_ runsc --root=/run/containerd/runsc/k8s.io —-log=/run/containerd/io.containerd.



aKCOHOMMUS Npobnem
€30MacHOCTH

Security issue taxonomy

gVisor

We distinguish the following type of issues, listed from most to least severe:

* |ssues that go beyond the sandbox boundary:
o Container escapes: Issues that allow arbitrary code to run on the host machine.
= gVisor's purpose is to prevent these.

o Data exfiltration from the host: Issues that allow reading arbitrary files or file metadata from the host (other than those intended to be
visible to the sandbox).

o Sandbox-to-sandbox lateral movement: Issues that allow arbitrary code execution in a different sandbox on the same host.
o Denial-of-service attacks that affect the host kernel (i.e. trigger a host kernel panic).
o Denial-of-service attacks that affect other sandboxes on the same host.
= This excludes things like causing CPU starvation when a sandbox is running without resource constraints.
* [ssues that remain confined to a single sandbox:
o Denial-of-service attacks that affect a single sandbox and are triggerable remotely (e.g. by sending a specially-crafted network
packet).
o Privilege escalation within the sandbox (e.g. being able to do what in-sandbox reot would be able to do from an in-sandbox non-

root user).
o Denial-of-service attacks that affect a single sandbox and are triggerable from user code running in that sandbox.

o Data integrity issues relative to Linux behavior.
= gVisor aims to be bug-for-bug compatible with Linux. While most compatibility issues are not security issues, it is conceivable
that some compatibility issues may manifest as persistent data corruption; for example, differences in 1/Q syscall implementations
may cause a database program to end up storing invalid data.

While all of the above are security issues, we generally only assign CVEs for issues that go beyond the sandbox boundary. Since gVisor is a
container security platform, its main security focus is on preventing a user workload from "getting out of the box", relative to issues that remain

SECURITY.md



https://github.com/google/gvisor/blob/master/SECURITY.md

OcobeHHocTU gVisor

Checkpoint and Restore*

Checkpoint and Restore

gVisor can checkpoint and restore containers. Use it to
cache warmed-up services, resume workloads on other
machines, snapshot execution, save state for forensics, or
branch interactive REPL sessions.

* TONbKO Yepes raw KoMaHdpl K runsc NN 4acTunyHas
nogaepxka Docker

25

gVisor

Runtime Monitoring

Runtime Monitoring

Observe runtime behavior of your applications by
streaming application actions (trace points) to an external
threat detection engine like Falco and generate alerts.



Mbicnmn o gVisor

BonbLuo BOMpoc COBMECTVMOCTI C
NPUNIOXEHNAMM

26

Application

gVisor

The application is a normal Linux binary provided to gVisor in an OCI runtime bundle. gVisor aims to provide an environment equivalent

to Linux v4.4, so applications should be able to run unmodified. However,

gVisor does not presently implement every system call| /proc

file, or /sys file so some incompatibilities may occur. See Compatibility for more information.

gVisor implements a large portion of the Linux surface and while we strive to make it broadly compatible, there are (and always will be)

unimplemented features and bugs.

The only real way to know if it will work is to try.

If you find a container that doesn’t work and there is

no known issue, please file a bug indicating the full command you used to run the image. You can view open issues related to

compatibility here.



microVM




microVM
Kata containers - lightweight Virtual Machines (VMs). kata

containers

Container A Container B Container C

VIRTUAL VIRTUAL VIRTUAL
MACHINE MACHINE MACHINE

Process Process

‘
J
~
J
N
J

)

—

)

—

Operating System
Kernel

Operating System
Kernel

PROCESS A PROCESS B PROCESS C
namespaces namespaces namespaces Hypervisor
Hardware
GUEST LINUX GUEST LINUX GUEST LINUX
KERNEL A KERNEL B KERNEL C

Hypervisor Based Isolation

(D | RN N N 1 D NN O | O

4 N\ N\ )

HARDWARE HARDWARE HARDWARE Languages
VIRTUALIZATION VIRTUALIZATION VIRTUALIZATION I n

. J \\ J \\ J

Rust 56.3% @ Go 26.1% Shell 9.0%

Logos 6.5% @ Makefile 1.0%
HOST LINUX KERNEL o R I
28


https://github.com/kata-containers/kata-containers

Peanunzauuga Kata

29

userspace

kernel

kubelet

CRI impl

kata-runtime

virtiofsd

virtio-blk
vring

virtio-fs

dax

=

vhost-net

vring

T e L e B T I I I

kata

containers



Bbi6op hypervisor

kata

containers

Container Memo
Hypervisor Architectures Type Summary Features Limitations Creation densitry Comment
speed y

Safety critical

ACRN © x86_64 LT and real-time excellent excellent Sl b CI PRI T I

metal) IOT systems users

workloads
Low latency, High

Cloud small memory L performance

Hypervisor rust aarch64 ,x86 64 | Type 2 (KVM) footprint, small Minimal excellent excellent modern cloud
attack surface workloads

Doesn't
. L . Serverless /
Firecracker rust aarché4,x86 64 | Type2 (KVM) Very slimline Extremely minimal support all excellent excellent FaaS
device types
QEMU C All Type 2 (KVM) Lots of features | Lots good good (STl L
for most users

Built-in VMM, L out-of-the-box
low CPU and - Optimized f'or Kata

Dragonball rust aarché4,x86 64 | Type2 (KVM) memory Minimal excellent excellent most container Containers

workloads .

overhead experience
Unified
architecture StandardVM
supporting Extremely minimal Common Type of

StratoVirt rust aarché64 ,x86 64 | Type 2 (KVM) three (MicroWM) to Lots excellent excellent container StratoVirt for
scenarios: VM, (StandardWM) workloads Kata is under
container, and development
serverless

30




B3rngan ¢ xocra
Kata 3.4.0

containers

8u328 ? 0:01 /opt/kata/bin/containerd-shim-kata-v2 —-namespace k8s.io —-address /run/containerd/containerd.sock -
84337 7 0:00 \_ /opt/kata/libexec/virtiofsd --syslog —--cache=auto --shared-dir=/run/kata-containers/shared/sanc

su3u1l ? e:00 | \_ /opt/kata/libexec/virtiofsd --syslog —--cache=auto --shared-dir=/run/kata-containers/shared
84338 ? 0:04 \_ /opt/kata/bin/gemu-system—x86_64 —name sandbox—9c92ad5331bb32286ccc55c8abui33788502ab0734d37b9+:

31
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Escaping Virtualized Containers

Yuval Avrahami
Palo Alto Networks

32

containers



OcobeHHocTu Kata

e Co3naHume cobCTBEHHbIX MUHMManbHbIX kernel n rootfs kata

containers

osbuilder

Introduction

The Kata Containers runtime creates a virtual machine (VM) to isolate a set of container workloads. The VM requires a guest kernel and a guest

operating system ("guest OS") to boot and create containers inside the guest environment.

This repository contains tools to create a guest OS disk image.

e Hanunune VM templating ons 66ICTPOro 3anycka

What is VM templating

VM templating is a Kata Containers feature that enables new VM creation using a cloning technique. When enabled, new VMs are created by
cloning from a pre-created template VM, and they will share the same initramfs, kernel and agent memory in readonly mode. It is very much

like a process fork done by the kernel but here we fork VMs.

33



Mbicnun o Kata

 QOrpaHnyeHny

«  BbinonHeHmne komaHg, ceTb, yrpaBnieHne pecypcamu, paboTa co
storage, pasgeneHe pecypcoB C XOCTOM, ...

 TpeboBaHume K hardware no BrnpTyanmi3aumnm

 Bonpoc observability
 [logBneHre crenbiX 30H B MHPPaCTPYKType

34
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kata

containers



Containers (CoCo)

Confidential




Confidential Containers (CoCo)

Confidential computing 3alumLaeT gaHHble B MOMEHT ee

ICMOMb30BaH NS I—Read i e e cpu-]
« CPUregisters
« CPU caches [ o ] [ renen ]
. RAM L e st rom Cou o memory 0
OcHoBaHo Ha Trusted Execution Environments (TEES): [ crY ]
e AMD SEV ( RAM
¢ Intel SGX )
* Intel TDX 110

TEE VM
RAM

36



Peanusauuga CoCo

37

'krun Runtime vs. Kata Containers

Host running Kata Containers

QEMU (acting as VMM)

Common VM

Pod - Container common context

™ '

Container A Container B

Host running krun

Pod - Container common context

crun + libkrun A

VM A

Container A

~

-

crun + libkrun B

VM B

Container B




Mbicnn o CoCo

38

3allnTa OT HapYLTENS ¢ AOCTYINOM K Xesesy
TpeboBaHNd K MPOLLEeCCOopY 1 CNOCOoBbY 3anycka
OrpaHnyeHnsa Ha BO3MOXHOCTI MPUSTOXEHI

HeobxoonmocTb B cneunanbHO NoaroToBNeHHOM 06pase
*  MOXHO KOHBEPTVPOBATbL CYLLECTBYIOLLME B crielanbHbin @opmaTt “confidential workload”

BaanmvogencTteune c attestation server

Bonpoc observability
 [logBneHre crenbiX 30H B MHPPaCTPYKType






WASM
 \WebAssembly

WebAssembly (abbreviated Wasm) is a binary instruction format for a stack-based
virtual machine. Wasm is designed as a portable compilation target for programming
languages, enabling deployment on the web for client and server applications.

Source Code WebAssembly Runtime on
Artefact target machine
Python Go Windows

Java Linux Android

40




Peanusauna WASM runtimes

 \WasmEdge,
e \Wasmtime,
e \Nasmer,

* >30+

41

a BYTECODE
ALLIANCE

ﬁi‘l Wasmer


https://github.com/appcypher/awesome-wasm-runtimes

WASI n WASIX

« WASI-WebAssembly System/Standart Interface S
 PaspabaTtbiBaetcd ¢ 2019

* [lpepgocTaBngaeTt HU3KkoypoBHeBoe API ong peanuzaunn POSIX-like crnog
e [lonmxeH 6bITb NpuMeHnM ko Bcem OC

« MHoro yero elle He peann3oBaHo, He CTabuIbHO

« WASIX = WASI ABI + gononHntensbHbI HABop non-invasive syscall

(" N
@ @ @ Operating System
® L 7 I

@ a WASI, WASI-NN, Proxy-Wasm
P WASI, WASI-NN, Proxy-Wasm

e Interpreter (C/C++) \_ /




WasmEdge B K8s

1.

43

3ameHa Kubelet
*  Krustlet
. Kubelet HanncaHHbIN Ha Rust
. Tonbko WASM Harpyska Ha Node
/Icmonb3oBaTb containerd shim
e RuntimeClass
. Tonbko WASM Harpyska B Pod
3ameHnTb Ha ceon OCI Runtime

* crun
. module.wasm.image/variant nnu run.oci.handler: wasm-smart annotation
. YxunBaetcd ¢ Sidecars
. Heobxoanma 3ameHa runc

[TpocTo BCTponTb Runtime B 06pa3

* wasmedge/slim-runtime
. YHunBepcanbHo

Kak nnarnH oss Bawlein nporpamMmmbl

Kubernetes Use Cases v

Kubernetes + containerd + crun
Kubernetes + CRI-O + crun

Kubernetes + Containerd +
Runwasi

OpenYurt
SuperEdge
KubeEdge
Kind

Knative
OpenFunction
Kwasm

WasmEdge DockerSlim



B3rngang ¢ xocra

wasmedge-shim 0.4.0

93163 ? 0:00 /usr/local/bin/containerd-shim-wasmedge-vl —-namespace k8s.io -id 9043f24a235f751fuUlcldb6daT7c53"
93224 ? 0:00 \_ /usr/local/bin/containerd-shim-wasmedge-vl —-namespace k8s.io -id 9043+2U4a235F751fUlclU6da

C:\Users\d.evdokimov\Documents>kubectl.exe ——kubeconfig=phd.kubeconfig exec —--stdin —-—-tty wasmedge-5c8bc7c9b—trdm7 —— /bin/bash

error: Internal error occurred: error executing command in container: failed to exec in container: failed to create exec "f32c6S
/containerd.task.v2.Task/Exec is not supported: not found
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OcobeHHocT WASI

WASI Design Principles

Capability-based security

WASI is designed with capability-based security principles, using the facilities provided by the Wasm component model. All access to external
resources is provided by capabilities.

There are two kinds of capabilities:

e Handles, defined in the component-model type system, dynamically identify and provide access to resources. They are unforgeable,

meaning there's no way for an instance to acquire access to a handle other than to have another instance explicitly pass one to It.

e Link-time capabilities, which are functions which require no handle arguments, are used sparingly, in situations where it's not necessary to
identify more than one instance of a resource at runtime. Link-time capabilities are interposable, so they are still refusable in a capability-
based security sense.

WASI has no ambient authorities, meaning that there are no global namespaces at runtime, and no global functions at link time.
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3oonapk WASM runtimes
Cbipoe cocTogHne WASI
CNOXHOCTW C MHCTPYMEHTaMM OTNagKn A T.40.

CNOXHOCTIW coYeTaHyd ¢ KoHTenHepamun He Ha WASM
e HeCKONbKO KOHTeNnHepoB B Pod

Bonpoc observability

bonbluon NoTeHuman onsg n3onaumm 1 6e3onacHOCTN
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Sandbox API

Kuasar - An Efficient Multi-Sandbox Container Runtime.

Kuasar = High-level container runtime + sandbox plugins + sandbox API
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High-Level
Container
Runtime

Low-Level
Container
Runtime

Multi-Sandbox

A

—

[ containerd ]

oo |

docker ] [

iSulad ]

[ Sandboxer plugin 1

Container manage API

Sandbox API

kuasar-
sandboxer-vimm

rust-sandboxerilib)

kuasar-
sandboxer-wasm

kuasar-

sandboxer-app-
L

kuasar-
sandbaxer-runc

micravid Sandbox

LS "

WASM Sandbox

L "

App Kernel Sandbox

L

"

runc Sandbox
\, J

Sandbox APl framework

kuasar

Sandboxer

MicroVM

Wasm

App Kernel

runC

Languages

Rust

Sandbox
Cloud Hypervisor
QEMU
Firecracker
StratoVirt
WasmEdge
Wasmtime
Wasmer
gVisor
Quark

runC

Shell Other

Status
Supported
Supported
Planned in 2024
Supported
Supported
Supported
Planned in 2024
Planned in 2024
Supported

Supported


https://kuasar.io/
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* bnarag nges Bce yHUPULMPOBATb, 06begNHNTL N MOHN3WTb MOPOT onLLa“'

 (OuyeHb ChIpoe TeKYLLEE COCTOSAHNE
 Proposal: Sandbox API

» [Proposal] Introduce "sandboxer” plugin

containerd

sandbox plugins

} :

runc-sandboxer

wasm sandboxer

_________________________
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1
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] ' q 0 ! container container | ! container container
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https://github.com/containerd/containerd/issues/4131
https://github.com/containerd/containerd/issues/7739
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Containers VS Sandbox VS microVM

1. Cneundunka npunoxeHns
2. TpeboBaHud Kk hardware
3. Bonpoc observability

Advantage dimension Vendor
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Sandbox
Classification | efficient | secure | General AWS GCP Azure
runC container v \ v N N
microVMm v v firecracker \ v
App Kernel \ v gVisor
WASM \ v wasmtime




3aK/iioyeHve

e [1ng 3almThl OT NO6GEros 13 native containers uepes ya3BUMOCTY 94pa eCTb
MHOXECTBO MexXaHN3MOB

e Bbicokas n3onsauins:
1.  3awwmwaeT Tonbko oT 1BekTopa nobera n3 KoHTenHepal

2. Kak npaBuno BblgBuraeT TpeboBaHNS K Xenesy
3. Kak npaBuno nuaeT Npo3payYyHOCTN NPOUNCXOOALLErO B KOHTENHEpaXx
4. B HekoTOpbIX peannsaumax HaknagbliBaeT orpaHnYeHns Ha NpuoXeHne
S. B HekoTopbix peanmnzauungx ong K8s B o4eHb CbIpOM COCTOSHNN
_ —— | == ==== | === == Y
|solation boundary |[ ]I 3 : I J|
. A I | [
| | ' ~ | | |
|[ ] : | | | |
1! I Hypervisor 1 ) ! N !
Host OS

runC container MicroVM Sandbox App Kernel Sandbox WASM Sandbox
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[Tone3Hble CCbINKU

“The internals and the latest trends of container runtimes”, Akihiro Suda

"Container escapes: Kubernetes edition”, Dmitriy Evdokimov

“Kata Containers: Security and Containers Without Compromise”, lldiko Vancsa

N

"Confidential Containers with the Crun-Krun Container Runtime”, Tyler Fanelli
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https://github.com/AkihiroSuda/AkihiroSuda/blob/master/slides/2023/20230615%20%5BKyoto%20University%5D%20The%20internals%20and%20the%20latest%20trends%20of%20container%20runtimes.pdf
https://luntry.ru/wp-content/uploads/2023/10/01_zn2021_container_escapes_kubernetes_edition_.pdf
https://www.youtube.com/watch?v=1-0JT7xFd-E&ab_channel=TheLinuxFoundation
https://www.youtube.com/watch?v=3Qjv7utnP-I
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