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_.BEKOH®*

KoHdepeHuusa no BEsonacHocTu : .
KOHTenHepoB n KOHTEUHEPHbIX cpen,

~ Bol ewe He yuTaete Audit Log?
i Toraa Mbl UaAeM K BaMm!




O CEBE

Annca KnpunyeHko

Beaywmin aHanntuk nnatdpopmMbl KOHTEMHEPHOM
opkecTtpauuun «LLUtypBan»

JlabopaTtopusa Ymcnutenb



CLEHAPUA OOKNAOA YUCTIUTEND
10% 10%

< 3a4YeM HYXHblI <
Kube-Audit norun?

OTkyna b6epyTcs
Kube-Audit norun?

Kyaa pa3sMecTtuTb Jioru,
4YTOObl HE BbICTPENNTb B HOIY?

30% 30%

< Kak co3aaTb - PekoMeHaauunn, HOAQHCHI
NOJINTUKY ANSA N HEMHOIO IMYHOrO ONbITA
3anucu n1oroe? Ha claakoe




3AHEM HYXXHbI
KUBE-AUDIT J1OIr'n?




3A4HEM HY)XHbIl KUBE-AUDIT J1OI'n?

‘ NMpaBa gocrtyna

‘ CeTeBble NOJINTUKMU
‘ 3anyCcK KOHTEUMHEpPOB

KoHdurypaumm



3AYEM HY>XHbl KUBE-AUDIT J1OI'n?

Q' NpaBa gocrtyna

CeTeBble NOJIMTUKMU

KTo 3anpocun?

Kakown pecypc?

Kakoe gencresmne?

3anycK KOHTEMHepoB Koraa 3anpocun?

[[oe 3To npom3oLwno?

e
e
O

C KakuM pe3ysibTaToM?
KoHdurypaumm n apyroe e




OTKYAOA BEPYTCHA
KUBE-AUDIT J1OIr'n?




nabopaTtTopwusa
PEFTMCTPALIUSA COBbITUN AYAUTA 9 UCTUTEND

--audit-policy-
file=/etc/kubernetes/audit policy.yaml

volumes:
- hostPath:
path: /etc/kubernetes/audit policy.yaml
type: File

name: audit-policy

volumeMounts:
- mountPath: /etc/kubernetes/audit-
policy.yaml
name: audit-policy




KAK CO3AATDb NMNOJINTUKY
ansda 3ANnNMCu Jioros??




PELIENT NOJIUTUKA

Koraa m ckonbkKO 3anucbiBaem?

stage level verbs

Y10, rge n oT Koro 3anmcbiBaem?

Users

Usergroups
Namespaces
Nonresourceurls (/metrics, /healthz*)

Resources
Resourcenames

NOAPOBHEE O TOM,
KAK COBPATb MOJINTUKY
ECTb HA O®OPULIMAJTIBHOM
CAWTE KUBERNETES,

A TAK)XE HA YOUTUBE
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https://chislitellab.ru/
https://chislitellab.ru/
https://chislitellab.ru/

CTAOAMUN

RequestReceived

ResponseStarted

ResponseComplete

omitStages

apiVersion: audit.k8s.io/vl
kind: Policy
omitStages:

- "RequestReceived"”

- "ResponseStarted”
rules:
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YPOBHWU. 1/4

None

ANA NCKJTIOYEHNIA

- level: None
userGroups:
["system:authenticated"]
nonResourceURLs:
- "/api*"
- "/version"
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YPOBHMWU. 2/4

None

AN UCKJTIOYEHUN

- level: None
userGroups:
["system:authenticated"]
nonResourceURLs:
- "/api*"
- "/version"

Metadata

dakT 3anpoca
NN 4YyBCTBUTE IbHAA
MHpopMaUms

- level: Metadata
verbs: ["create",
"update", "delete", "get"]
resources:
- group: ""
resources: ["secrets",
"configmaps"]
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METADATA

"code": 200

"level": "Metadata", "user": {

"requestReceivedTimestamp": "2024-05-31T08:24:03.049386Z", "groups": [
"system:authenticated”

"get", ]J

"verb":
"username": “a.kirichenko”

"resource": "secrets",

"sourceIPs": [
"10.XX.XXX.214"




YPOBHMW. 3/4

None

AN UCKJTIOYEHUN

- level: None
userGroups:
["system:authenticated"]
nonResourceURLs:
- "/api*"
- "/version"

Metadata

dakT 3anpoca
NN YyBCTBUTESIbHAS
MHpopMaLms

- level: Metadata
verbs: ["create",
"update", "delete", "get"]
resources:
- group: ""
resources: ["secrets",
"configmaps"]

Request

JaHHble Tena
3anpoca

- level: Request
resources:
- group: ""
resources:

["pods/exec"]
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REQUEST

"requestObject”: {

"level”: "Request",




YPOBHMWU. 4/4

None

AN UCKJTIOYEHUN

- level: None
userGroups:
["system:authenticated"]
nonResourceURLs:
- "/api*"
- "/version"

Metadata

dakT 3anpoca
NN YyBCTBUTESIbHAS
MHpopMaLms

- level: Metadata
verbs: ["create",
"update", "delete", "get"]
resources:
- group: ""
resources: ["secrets",
"configmaps"]

Request

AdaHHbIE TE€J1a 3alpoCa

- level: Request
resources:
- group: ""
resources:

["pods/exec"]

RequestResponse

nocnencTteng
N3MEeHEeHNM

- level: RequestResponse
verbs: ["create",
"patch", "update"]
resources:
- group: ""
resources: ["pods"]
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REQUESTRESPONSE

- "responseObject”: {
"requestObject”: {




SAKPEIJIEHUE PELENMNTA

3anucbiBaTb Boobue Bcé
He HYy>XHO. CoBceM 6e3 npaBun
TOXXe HeJNb31.

Pecypchbl, coaep)xauwuime
4YyBCTBUTEJIbHYI0O MH(pOopMaLULO,
— Ha ypoBHe metadata

Korpa Ba>xHa co3gaBaemMas/
n3MeHseMan cneundpumkaumsa
— Ha ypoBHe request

Pecypcbl, KOTOpbie MOryT 6bITb
W3MeHeHbl B NpoLlecce co3aaHus,
— Ha YpOBHe requestresponse
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SAKPEIJIEHUE PELENMNTA

OunbTpbl NULWLEM
Nno NMPUHLUMNY OT YaCTHOro
K obwemy

# PerucTtpupoBaTb COObLITUSA CO3AaHWUA MOAOB
- level: Request

# He perucTpupoBaTb COOLITUS CO34aHWUSA MOAOB B
HenMmcnence test
- level: None

# He perucTpupoBaTb COOLITMA CO3[aHMA NOLOB B
Heimcneice test
- level: None

# PerncTtpupoBaTb COObITUA CO34aHMA NMOALOB BO BCEX
OCTaNbHbIX Hemmcrnencax
- level: Request
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KYOA PASMECTUTDb J10I'Y,
UTOBbl HE BbICTPEJINTD
B HOI'Y?




Log Backend

+ He TpebyeT CTOPOHHUX NPUIOXKEHUMN
+ [MpocTana HacTpouka

+ [laHHble He TepAalTCcA

NUcnonb3yeT IoKaJZibHOEe XpaHuaumile
NMounck noroB Ha y3nax

MeaneHHas 3anumMcb HaA AUCK

Webhook backend?

+ bBbICTpasa 3anucb NO CeTUu

+ Jlorm B ogHOM MecTe

Hy>xeH webhook n HTTP-cepBep
Harpy>xaet API-cepBep

3aBUCUT OT OKpPYIXKXeHUs
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METPUKWU KUBEAPI CEPBEPA

obLlee KOMYeCcTBO 3KCNOPTUPOBAHHbIX COObLITUIN ayauTa

obLiee KoIMYecTBo cobbITUN, MOTEPSAHHbIX U3-3a OWKNOKM BO
BpeMsd 3KCcnopTa
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LOG BACKEND + =

Local

API-cepBep

o

Storage

1 | Mo>xeT 6bITb MICNOJIb30BaH 4 | [locTtyn K noram
B Pa3HbIX OKPY>XEeHUAX Ha y3nax
2 | He 3aHMMaeT MecTO 5 | He TpebyeT oTCcne>xxnBaHus
Ha AncCke MEeTpPUK ANna macwtabupoBaHus

3 | BO3MO>XXHOCTb NpPOCMOTpa
JIOroB B OAHOM OKHe




CPABHEHME MNoaAxoAoB

XapakTepucrtuka

Log Backend

Webhook Backend

Log Backend +

CNnoXXHOCTb HaCTpPOUKM Hu3kasa CpeaHss/Bbicokas CpenHsas
HeobxoanMocCTb
HeT da [a

AOMOSTHUTENIbHbIX CEPBUCOB

Yno6CTBO aHanusa s10ros CpeaHee Bbicokoe Bbicokoe
Hage>XXHoCTb Bbicokas B 3aBUCMMOCTM OT AOMN. CEPBUCOB Bbicokas
MacwTtabunpyemocTb Hu3skas Bbicokas Bbicokas
CkopocTb paboTbl CpepHsas B 3aBMCMMOCTM OT AOM. CEPBUCOB CpegHsas
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PEXXUMbI SATIMCUN/OTINMPABKUMN AAHHbIX

BLOCKING

* nocnegoBaTesbHas
obpaboTka AaHHbIX

* 3aluncCb noo4yepeaHo

BLOCKING-
STRICT

* nocnenosaTesibHas
obpaboTka AaHHbIX
« 6/10KMpoBaHMe
3anpoca, ecnu
HEeT BO3MOXHOCTM
ayanpoBaTb

BATCH

« 0JJHOBpEeMeHHas

obpaboTka AaHHbIX
* 3aMNnCb AAHHbIX
nakeTamm

n ewje

30+

napaMeTpoB

AN KOHpuUrypauumm
API-cepBepa...
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PEKOMEHAOALIUAN, HIOAHCDI
M HEMHOIO JINHHOIO
OlNbITA HA CJ1IAAKOE




KOPOTKO O INrJ1IABHOM

API ecTtb, a nopaboTaTb C HUM Kak N3MeHeHna napaMeTpoB NOJITUKU

c apyrnmm YAML pecypcamu no RESTful n cbopa noros TpebyloT Nnepesanycka
HEeNb34 API-cepBepa

Ha Bcex Master-y3nax nosxHa 6bITb Ownbkn B YAML npuBoasT K NageHuto
oAMHaKoBada NOJINTUKA API-cepBepa

Ha BCce npaBwujia ToJ/1IbKO 1 MosIMTUKA He asndaetcsa Policy Engine HCTpyMeHTOM

Q KAK YMPABJIiTb MNOJINTUKOW

HA BCEX MACTEPAX CPA3Y
PACCKA3bIBAEM HA YOUTUBE
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UMTOYHUKMHA

ANONYMOUS

user":
{"username":"system:anonymou
s","groups":["system:unauthe

nticated

USER SERVICEACCOUNT

"user": {
"impersonatedUser": { "groups": [
"groups": [ "system:serviceaccounts",
"shturval:namespace-admin", "system:serviceaccounts:kyverno",
"system:authenticated"” ], "system:authenticated"” ],
"username": "username":
"shturval:p.petrov" } "system:serviceaccount:kyverno:shtu
rval-policy-manager-admission-
controller”
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PEFCTPUPYET BCE!...

_"annotations": {

"webhook\" :\"mutate.kyverno.svc-
ignore\",\"mutated\":false}",

"webhook\" :\"mutate.kyverno.svc-
ignore\",\"mutated\":false}",

webhook\" :\"mutate.kyverno.svc-
fail\", \"mutated\":true}",




nabopaTtTopwusa
UJ1IN HE BCE? YUCFIUTESDb

He norunpyer
ayTeHTUdpMKaymio

He norunpyer
Node/proxy

N
N




OOCTOBEPHOCTDb

CobbITus ayanTta MOXHO noagaesiatb C nNoMowbro 3arosjioBKoB

curl -H 'Audit-ID: Lorem' -H 'X-Forwarded-For: 8.8.8.8'
http://127.0.0.1:8001/api/vl/pods

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"Lorem","st
age":"ResponseComplete”, "requestURI":"/api/vl/pods/","verb":"1list", "user":{"username":"
kubernetes-

admin","groups":["system:masters","system:authenticated"]}, "sourceIPs":["8.8.8.8","127. nonPOEH EE
0.0.1","172.18.0.1"], "userAgent":"curl/7.81.0","objectRef":{"resource":"pods", "apiVersi
on":"vl"},"responseStatus":{"metadata":{},"code":200}, "requestReceivedTimestamp":"2023- O 3ATOJIOBKAX
10-01T709:28:15.30764172","stageTimestamp":"2023-10-

01T09:28:15.313353Z", "annotations":{"authorization.k8s.io/decision":"allow", "authorizat

ion.k8s.io/reason":""}}
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http://127.0.0.1:8001/api/v1/pods/

OTCEKAWU NULLUHEE. 1/3

Kubernetes nobasnseTr cuctemMHble noss B managed fields, n3-3a KOTOpPbIX
He BCe 3anmcu MoryT 6biTb A4OCTaB/1I€Hbl BO BHELIHNN CEPBUC

"managedFields": [

"fieldsType": "FieldsVv1l",
"fieldsvli": {
"f:metadata": {
"f:annotations": {

T p—

}s




OTCEKAWU NMULLUHEE. 2/3

apiVersion: fluentbit.fluent.io/vlalpha2 spec:

kind: ClusterFilter match: kube-api-audit

metadata: filters:

name: kube-api-audit - lua:

labels: script:

fluentbit.fluent.io/enabled: "true® key: kube-api-audit.lua

: _ . —k _ s . _ -F.
fluentbit.fluent.io/component: logging name: fluent-bit-kube-api-audit-config

call: drop_managed_fields

timeAsTable: true




OTCEKAW NMULLUHEE.

apiVersion: vl
kind: ConfigMap
metadata:
name: fluent-bit-kube-api-audit-configdata:
kube-api-audit.lua: |
function drop_managed fields(tag, timestamp, record)

if (record.metadata and
record.metadata.managedFields) then

record[ "metadata" ][ "managedFields"] = nil

end

if (record.requestObject and record.requestObject.metadata
and record.requestObject.metadata.managedFields) then

record[ "requestObject"]["metadata"]["managedFields"] = nil
end

if (record.responseObject and
record.responseObject.metadata and
record.responseObject.metadata.managedFields) then

record[ "responseObject" ][ "metadata" ][ "managedFields"] =
nil

end
return 2, timestamp, record

end




BOJIbLWIE = JIVHLUE

- level: Metadata
EsErEEE NMAPAMETPbI API CEPBEPA
- group: "" # core API group
resources: [ "secrets", "configmaps", "serviceaccount" ]
- ozl leguest --audit-log-maxage=30
verbs: [ "create", "delete", "update", "patch" ]

resources: --audit-log-maxbackup=10
- group: "ops.shturval.tech" --audit-log-maxsize=1@@

resources: "shturvalserviceconfigs" .
_ level: Request : g | --audit-log-mode=batch
verbs: [ "create", "delete", "update", "patch" ]
resources:
- group: "ops.shturval.tech"
resources: [ "shturvalrepoconfigs" ]
- level: Request

userGroups: [ "system:authenticated" ] 1 KnaCTep
verbs: [ "create", "delete", "update", "patch" ]
resources:
- group: rbac.authorization.k8s.io Env: PROD
resources: [ "roles", "clusterroles", "clusterrolebindings", Master Nodes: 3
"rolebindings" ] .
" Jevel: Request Worker Nodes: 17
userGroups: [ "system:authenticated" ] Pods: 380
verbs: [ "create", "delete", "update", "patch" ]
resources:
- group: permissions.shturval.tech Kube-Audit |Og index: 70 M6/aeHb

resources: [ "grouproles", "userroles" ]
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PerncrtpupyeTt Bbi30Bbl C YCNewHbIM U HeyCnelwHbIM
PEe3yibTaTOM K o6bbekTaM Ha HY>XHOM ypOBHE AeTa/insaumum

fABnserca BCTpoeHHbIM pyHkumMoHanoMm Kubernetes.
KoHdurypupyercsa ¢ nomowbio YAML MmaHudecTa

dopmMmaT nora B JSON/cTpokax no3BoJsiseT aHa/im3mpoBaTb B
nobbix cncremax

NMonesHo ans paccneaosaHmnsa dyHKUMOHAJNIbHbIX c6oeB n
nHumnaeHtoB UbB




Aanca KUpU4eHKo

BeayLini aHaAUTUK NAATGOPMbl KOHTEMHEPH

opkecTpauuu «LLtypsan, NAabopatopusa HYncant




