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whoami

e ABTOMAaTKM3aTOp aBTOMatusaunm B Luntry

e /lloOnTENb MUTAMNOLWHbLIX doopmaTtoB: SPb
Reliability Meetup, ITGM, TechTrain,
DevOops, DEFCON'sl, BACKSP4CE,
DevOps40

e Beny kaHan «TexHonornyecku bont
[ eHOoHa»

e PUCY0 HECMELUHbIE MEMbI

tg: @rusdacent 2/69


https://luntry.ru/
https://t.me/spb_reliability
https://t.me/spb_reliability
https://piter-united.ru/
https://techtrain.ru/
https://devoops.ru/
https://forum.defcon.org/social-groups
https://0x08.in/
https://t.me/devops40
https://t.me/tech_b0lt_Genona
https://t.me/tech_b0lt_Genona
https://t.me/mem_b0lt_Genona
https://t.me/rusdacent

OOKEPOBYXA

.

A
)/

FpyerHas npeabicTopus

o CTapblii NPOEKT, KOAOBOE Ha3BaHue «[l1naHeTa

yKenessaka»
o [loaaep>XkKn HeT

o lIcXogHbIX KOAOB HET
o Koro cnpocutb ToXe HeT (3aka3Has pa3paboTka)
e [OPAT CPOKM U XAOATb UCMPaB/EHN HET BPEMEHU

e [lpyraa "xmsa"

ron 2018
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UTOo B OO6pa3e TBOEM?
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"YXupHbin" 6a3oBbIN 00pas...

$ cat /etc/os-release

PRETTY_NAME="Debian GNU/Linux 11 (bullseye)"
NAME="Debian GNU/Linux"

VERSION_ID="11"

VERSION="11 (bullseye)"
VERSION_CODENAME=bullseye

5/69



... C Kyuel HeHYXHbIX NCNonHsieMbIX haiinos,...

$ curl --version

ﬁeieése—Date: 2023-02-20, security patched: 7.88.1-10+deb12u5
$ gosu --help

éoéu.version: 1.14 (gol1l.19.8 on linux/amd64; gc)

$ nc --version
Ncat: Version 7.93 ( https://nmap.org/ncat )
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. 3AWUNTBIMU" Kpeaamu,...

$ env | grep TOKEN
ENV JWT_TOKEN="eyJhbGci0iJ. . .V_adQssw5c"

$ grep "AWS" run.sh
export AWS_SECRET_ACCESS_KEY="Qk6dDZ3Ev6x. . .5CNwYMm1ls9+vfOE="
export AWS_ACCESS_KEY_ID="AKIAATC. . .F27LK"

$ grep "TOKEN" test.txt
PULUMI_TOKEN_TEST="pul-afde®@34feeebc098. . .deadbeef"

7169



harbor. || t<sts/dockle-test:latest 19 | - [170] 278
e Iog4s h EI I M SBOM  Vulnerability Secrets Config

Type: Vulnerability Report Summary
I 00500 ‘ : VE Name: harbor. (I t=sts-dockle-test-Ocac7782 B critical 5
yumm )
B high 34
Update: 29.05.2024 19:30:34 )
) B medium 50
Registry: harbor. | NG
low 19

Repository: harbor | te5ts/dockle-test
$ ./log4dhell.sh web-service-app.jar Tag: unknown 0
R 3 Scanner Name: Grype B negligible 170
Log4J version : 2.14.1

[!] Inspection finished - Class found! Seanner Vendor: Anchore

Scanner Version: 0.73.4
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... 1 BOOOLUE BCE HeNMpaBUJIbHO

$ dockle $IMAGE_NAME | grep "FATAL\|WARN"

FATAL
FATAL
FATAL
FATAL
FATAL
FATAL
FATAL
FATAL
WARN

WARN

WARN

CIS-DI-0007:
CIS-DI-0009:
CIS-DI-0010:
DKL-DI-0001:
DKL-DI-0002:
DKL-DI-0005:
DKL-LI-0001:
DKL-LI-0002:
CIS-DI-0001:
DKL-DI-0003:
DKL-DI-0006:

Do not use update instructions alone in the Dockerfile
Use COPY instead of ADD in Dockerfile

Do not store credential in environment variables/files
Avoid sudo command

Avoid sensitive directory mounting

Clear apt-get caches

Avoid empty password

Be unique UID/GROUP

Create a user for the container

Avoid "apt-get dist-upgrade"

Avolid latest tag
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K uemy 310 Beper?
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LotL-ataka (Living off
the Land)

ATaka, npun KOTopou
NCNOJIb3YEeTCA NErMTUMHBbIE
nporpamMmmbl U OyHKUUK ONS
BbINO/IHEHNS BPEAOHOCHbIX
NEeNCTBUN B LIE/IEBON CUCTEM
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LotL-aTaka

CurHatypbl He nomoryT

BpeaoHOCHbIX haiifioB HET

Shell moeT ObITb NTerMTUMHbIM

e PaccnenoBsaHue v aTpnéyuus
aTak C/IOXHbI

12/69



LotL-aTtaka && GTFOBIns &&
nano

[ BonmonHAeTCAH.. |iElsl

uid=@(root) gid=0(root) rpynnb=0(root)g 4YuTOain

# 0OTMeHa SBN Mpucoen. TekcT
sudo nano esa B Nipucoen. Tex

ARAX
reset; sh 1>&0 2>&0

https://gtfobins.github.io/gtfobins/nano/ 13/69


https://gtfobins.github.io/gtfobins/nano/

LotL-aTtaka && GTFOBIns &&

le sudo zip $TF /fetc/hosis -T -TT 'sh #'
adding: etc/hosts (deflated 56%)
# 1id

uid=8(root) gid=0(root) rpynne=6(root)

#

TF=$(mktemp -u)
sudo zip $TF /etc/hosts -T -TT 'sh #'
sudo rm $TF

https://gtfobins.github.io/gtfobins/zip/ 14/69


https://gtfobins.github.io/gtfobins/zip/

CAPTAIN G
OBVIOUS, *

N3BeCTHbIe YA3BUMOCTH

$ trivy image $IMAGE_NAME

Total: 321 (UNKNOWN: O, LOwW: 199, MEDIUM: 70,
HIGH: 49, CRITICAL: 3)
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CeKpeTbl, TOKEeHbI, K/THOUMN...

$ trivy image --scanners secret $IMAGE_NAME

/file.txt (secrets)
Total: 1 (UNKNOWN: O, LOW: O, MEDIUM: 0, HIGH: 1, CRITICAL: 0)
HIGH: Pulumi (pulumi-api-token)

/run.sh (secrets)
Total: 1 (UNKNOWN: O, LOW: ©, MEDIUM: O, HIGH: 0, CRITICAL: 1)
CRITICAL: AWS (aws-access-key-1id)

$IMAGE_NAME (secrets)
Total: 2 (UNKNOWN: O, LOW: O, MEDIUM: 2, HIGH: ©, CRITICAL: 0)
MEDIUM: JWT (jwt-token)

16/69



NMupunyeckoe otctynseHne Nel: cnpATaHHbLIN
CeKpeT

$ cat test.txt
PULUMI_TOKEN_TEST="pul-afde034feeebc098ebc4000036e00000deadbeef"

$ trivy fs test.txt
$ cp test.txt a.txt
$ trivy fs a.txt

/a.txt (secrets)

Total: 1 (UNKNOWN: O, LOW: O, MEDIUM: O, HIGH: 1, CRITICAL: 0)
HIGH: Pulumi (pulumil-api-token)

Pulumi API token
/a.txt:1

1 [ PULUMI TOKEN TEST:"********************************************Il
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Ilnpuyeckoe orctynsieHue Nel: "3auenka”

a afdesk commented on Mar 14, 2023 Contributor

shouldn't the file test.txt containing the AWS_ACCESS_KEY_ID still be detected by trivy image IMAGE --debug --
scanners secret ?

yes, sure. you're right. Trivy has to detect secrets inside files, and Trivy does it )
but Trivy skips test data...

FROM nginx:alpine l

https://github.com/aquasecurity/trivy/issues/3778#issuecomment-1467988262 18/69


https://github.com/aquasecurity/trivy/issues/3778#issuecomment-1467988262

Jlnpuyeckoe orctynsieHue Nel: pasragka
CNpPATAHHOIO ceKkpeTta

{
ID: "tests",
Description: "Avoid test files and paths",
Path: MustCompile( (Atest|\/test|-test|_test|\.test) ),
Iy
{
ID: "examples",
Description: "Avoid example files and paths",
Path: MustCompile( example ),
Regex: MustCompile("(?1)example"),
I

19/69
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https://github.com/aquasecurity/trivy/blob/main/pkg/fanal/secret/builtin-allow-rules.go

OcTtaBwununcs Knwou (1)

éoﬁY.id_rsa /root/.ssh/
RUN . . . & rm -rf /root/.ssh/id _rsa
CMD ["/run.sh"]

$ docker history $IMAGE_NAME

IMAGE CREATED CREATED BY

c274f07a418f 20 minutes ago CMD ["/run.sh"]

<missing> 20 minutes ago RUN ... && rm -rf..

<missing> 20 minutes ago COPY 1id_rsa /root/.ssh/ # buildkit

20/69



OcTtaBLwununcs Knwou (2)

$ docker save $IMAGE_NAME | tar -x -C .

$ find blobs/sha256/ -type f -exec file {} \, | grep "tar"

blobs/sha256/9b47fc. . .fde2bd: POSIX tar archive
blobs/sha256/6e9c5e. . .98398c: POSIX tar archive
$ tar xvf 9b47fc. . .fde2bd

root/

root/.ssh/

root/.ssh/id_rsa

$ cat root/.ssh/id rsa
————— BEGIN OPENSSH PRIVATE KEY-----

21/69



MuckoHduru (1)

# DKL-DI-0006
FROM debian: latest

RUN mkdir /tmp/sys

# DKL-DI-0002

VOLUME /sys /tmp/sys
VOLUME /usr

# CIS-DI-0007

# DKL-DI-0005

RUN apt-get update

# DKL-DI-0001

# DKL-DI-0005

RUN apt-get install -y git sudo curl gosu ncat default-jre
# DKL-LI-0001

RUN useradd nopasswd -p ""
RUN chmod u+s /etc/shadow
RUN chmod g+s /etc/passwd
# CIS-DI-0009

# CIS-DI-0010

ADD credentials.json /app/credentials.json
COPY ./test.txt test.txt
COPY file.txt file.txt

RUN chmod u+s file.txt

RUN chmod g+s file.txt

22/69



MuckoHdpuru (2)

RUN curl -LO https://. . .xmrig-6.21.3-1linux-static-x64.tar.gz \
&& tar xvf xmrig-6.21.3-1linux-static-x64.tar.gz \
&% rm -f xmrig-6.21.3-1linux-static-x64.tar.gz

# CIS-DI-0010
ENV MYSQL_PASSWD password
RUN chmod g-s file.txt
# DKL-DI-0001
RUN sudo cat /etc/passwd
# DKL-DI-0003
RUN apt-get dist-upgrade -s
# CIS-DI-0010
# DKL-LI-0003:
COPY .aws/ .aws/
# CIS-DI-0010
ENV JWT_TOKEN="eyJh. . .sw5c"
# DKL-LI-0002
COPY passwd /etc/passwd
COPY ./web-service-app.jar
COPY ./run.sh .
COPY id_rsa /root/.ssh/
RUN mkdir /tmp/test/ \
&% rm -rf /root/.ssh/id_rsa

CMD ["/run.sh"]

23/69



MuckoHdpuru (3)

FATAL - CIS-DI-0009: Use COPY instead of ADD in Dockerfile

* Use COPY : ADD credentials.json /app/credentials.json # buildkit

FATAL - CIS-DI-0010: Do not store credential in environment variables/files

* Suspicious filename found : app/credentials.json

* Suspicious filename found : .aws/credentials

* Suspicious ENV key found : MYSQL_PASSWD on ENV MYSQL_PASSWD=password
* Suspicious ENV key found : JWT_TOKEN on ENV

JWT_TOKEN=eyJhbGc. . .Qssw5c

- DKL-DI-0006: Avoid latest tag

* Avoid 'latest' tag

24/69



IInpnueckoe otctynsieHne Ne2

func (a CredentialAssessor) RequiredFiles() []string {

return []string{
"credentials.json",
"credential.json",
"credentials",
"credential",
"password. txt",
"id_rsa",
"id_dsa",
"id_ecdsa",
"1d_ed25519",
"secret_token.rb",
"carrierwave.rb",
"omniauth.rb",
"settings.py",
"database.yml",
"credentials.xml",

¥
¥

https://github.com/goodwithtech/dockle/blob/master/pkg/assessor/credential/credential.go
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https://github.com/goodwithtech/dockle/blob/master/pkg/assessor/credential/credential.go

MuckoHdpuru (3)

FATAL - DKL-DI-0001: Avoid sudo command

* Avold sudo 1n container :
RUN /bin/sh -c apt-get install -y git sudo curl gosu ncat # buildkit
RUN /bin/sh -c sudo cat /etc/passwd # buildkit

- CIS-DI-0001: Create a user for the container

* Last user should not be root

INFO - CIS-DI-0008: Confirm safety of setuid/setgid files

* setgid file: grwxr-xr-x usr/bin/expiry
* setulid file: urwxr-xr-x usr/bin/sudo
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Bcé nnoxo

e Ha yposHe Dockerfile
o MwuckoHdurypaumm

e Ha ypoBHe c/ioeB obpasa
o HeucnosnHsaemsble dainbl
= K/1t0UK, TOKEHbI, Maposnu, K HEMY!
ceptudoukarsl, ...

NMPUKACAMUTECDH

o lcnonHgemble pansibl
m LotL-aTaka, GTFOBIns

= BpegoHoCHbIe nporpamMmmel
= setuid/setgid dpaiinbl

e Ha ypoBHe kKoga
o 13BecTHble ya3smumocTn (CVE)

27169



Micnpaensiem
cutyauuto

O.A. Hukonoropckas z
J1.N. Mapkyc '

BPEMSA

U3JIEYUBAE
'HEB .

U SAMNOJIHAET
o




3amMmeHa 6a30BOro oopasa

gcr.io (distroless)

Chainguard
SIGHUP

BoibpacbiBaem HeHyxXHoe

29/69


https://github.com/GoogleContainerTools/distroless
https://www.chainguard.dev/
https://sighup.io/secure-containers/

MeHAeM cnou

crane
layer 5| LD werpsiers  Applaversrebased (U0 e
$ dOC ker run —lt --rm $IMG_NAME: -Latest \ layer 4 V:Inerﬁbilityflound Iin Vulnberabi_lityFDfEDinl layer 4
head _1 /etc/os_ re.l-ease ase Image layers: new base Image layers:
PRETTY_NAME="Debian GNU/Linux 11 (bullseye)" layer 3
layer 2
$ ./crane rebase $IMG_NAME: latest \
--0ld_base=debian: latest \ layer 1
--new_base=debian:12 \ _
- -tag=%$IMG_NAME: rebased

--original --0ld_base --new_base --rebased

$ docker run -it --rm $IMG_NAME:rebased \
head -1 /etc/os-release
PRETTY_NAME="Debian GNU/Linux 12 (bookworm)"

https://github.com/google/go-containerregistry/blob/main/cmd/crane/rebase.md 30/69


https://github.com/google/go-containerregistry/blob/main/cmd/crane/rebase.md

yaanaem npomMmeXxytoyHoe

docker-squash

$ docker history $IMAGE_NAME

IMAGE CREATED CREATED BY

c274f07a418f 20 minutes ago CMD ["/run.sh"]

<missing> 20 minutes ago RUN ... && rm -rf..

<missing> 20 minutes ago COPY 1id_rsa /root/.ssh/ # buildkit

$ docker-squash -f 2 -t $IMAGE_NAME:squashed $IMAGE_NAME
$ docker save $IMAGE_NAME:squashed | tar -x -C

$ tar xvf f4152d. . .750c19 | grep "id_rsa"

31/69



MuHuduunpyem oopas

mint (ex-DockerSlim)

$ docker images -a
REPOSITORY

harbor.server/tests/bad-image.slim
harbor.server/tests/bad-image

https://github.com/mintoolkit/mint

..injected

:[anft

sensor

d Stort [container

[ tmp ] Moni‘tor‘inf!
container

Col [e,ctj/?ﬁte[ i:s,e,nc.e.

Usage report

- files accessed Ar*t‘iPa\c‘tS

- syscalls issued
- certs detected

Build slm image &
Generote saé:uﬁ“ty pro'Pﬂes
\4

Ou‘tpu‘t

| AppArmor & seccomp
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https://github.com/mintoolkit/mint

Moaundomunpyem
c/nion

copacetic

CLI tool for directly
patching container
Images using reports
from vulnerability
scanners

https://github.com/project-copacetic/copacetic

o e o e e o

i Parse
Scan ,
‘[ ' copa CLI tool Patched Application Image
Application lmage
—
|
Framework Image L . Framework Image
_. s B _.
| Bundle

33/69


https://github.com/project-copacetic/copacetic

Moauduuupyem ciou

copacetic

$ trivy image --vuln-type os --ignore-unfixed --scanners vuln $IMAGE_NAME

Total: 8 (UNKNOWN: O,

LOW: ©, MEDIUM: 6, HIGH: 2, CRITICAL: 0)

Library Vulnerability Severity Installed Version Fixed Version
libc-bin CVE-2024-33599 HIGH 2.36-9+deb12u6 2.36-9+deb12u7
CVE-2024-33600 MEDIUM
CVE-2024-33601
CVE-2024-33602
libc6 CVE-2024-33599 HIGH
CVE-2024-33600 MEDIUM
CVE-2024-33601
CVE-2024-33602
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Moaunduunpyem crnowu

copacetic

$ trivy 1image --vuln-type os --ignore-unfixed -f json
-0 bad-1image. latest.json $IMAGE_NAME

$ sudo ./copa patch -1 $IMAGE_NAME -r bad-image. latest.json
-t bad-image-patched

$ trivy image --vuln-type os --ignore-unfixed --scanners vuln
$IMAGE_NAME:bad-image-patched

Total: ® (UNKNOWN: O, LOW: ©, MEDIUM: O, HIGH: O, CRITICAL: 0)

35/69



I I eno CTaT K M C o p a mount / from exec sh -c apt install ~no-install-recommends --allow-change-held-packages -y libxml|2 python3.7 gzip imagemagick-6-

common libc-bin libgmp-dev libkrb5support0 libtiffS dpkg-dev libbsd0 libcurl4-openssl-dev libgnutls-openss|27 libkadm5clnt-mit11 li
bx11-dev libcairo-gobject2 libncursesé libpixman-1-0 libsqlite3-0 libssl-dev libexpat1-dev libwebp-dev libx11-6 libxslt1.1 libcairo-scri
pt-interpreter2 libexif-dev libjpeg62-turbo liblzma5 libpg-dev librsvg2-dev perl gnupg-utils libldap-common libmagickwand-6-headers
o libncurses5-dev libzstd1 libopenjp2-7 git-man gnupg gpg libcé libldap-2.4-2 libopenexr-dev libpg5 perl-base libc-dev-bin libfribidi0 lib
6 6 glib2.0-dev-bin libgnutlsxx28 libkadm5srv-mit11 libopenexr23 libcairo2 libfreetype6 unzip zlib1g libnettle6é openssl libaprutil1 libcair
¢ H O B bl I/I 0 pa3 O'rl b LLI e 02-dev libgnutls-dane0 libkrb5-3 libksba8 libmagickcore-6-headers libmaxminddb0 libp11-kit-dev libsasl|2-2 icu-devtools libdjvulibre2
1 libsglite3-dev imagemagick libgmpxx4ldbl libp11-kit0 libpython3.7-minimal libxslt1-dev gpgsm imagemagick-6.q16 libglib2.0-0 libl
. zma-dev libmagickcore-6.q16-6 libperl5.28 gpg-agent ncurses-bin libmariadb-dev-compat libss2 git libcurl4 libde265-0 libdpkg-perl li
o TO” bKO OT trlvy bicu63 libk5crypto3 libssl1.1 libudev1 libwebpé libx11-data libxml2-dev tzdata libmagickcore-6.q16-6-extra libmagickwand-dev libtas
n1-6 libgssapi-krb5-2 libmagickcore-6.q16-dev libbz2-dev libc6-dev libcurl3-gnutls libext2fs2 libglib2.0-bin libgnutls30 libpcre2-8-0 li
bmagickcore-dev libmagickwand-6.q16-6 libmagickwand-6.q16-dev ncurses-base libmariadb-dev python3.7-minimal apt dpkg libapt-
~ pkg5.0 libexpat1 libidn2-0 libjpeg-dev bzip2 libcom-err2 libfreetype6-dev librsvg2-2 libsasi2-modules-db comerr-dev dirmngr libkrb5-
¢ |D|a'rI e KO H e Bce n aTLI I/IT dev libmagickcore-6-arch-config libncursesw5-dev libpython3.7-stdlib e2fsprogs gpgv libbz2-1.0 libgmp10 libkdb5-9 libpixman-1-dev
librsvg2-common sudo gpgconf libdjvulibre-dev libexif12 libgcrypt20 libglib2.0-dev libncurses-dev xz-utils libgnutls28-dev libsvn1 lib
tiffxx5 libtinfoé libwebpmux3 linux-libc-dev libdjvulibre-text libtiff-dev libunbound8 curl gnupg-110n gpg-wks-server libglib2.0-data lib
rl O.ﬂ“ule p)KI/I BaeT To_rl b KO hogweed4 libtasn1-6-dev perl-modules-5.28 krb5-multidev libgssrpc4 libsystemd0 nettle-dev libidn2-dev zlib1g-dev liblz4-1 libmaxmi
nddb-dev libncurseswé6 libwebpdemux2 mariadb-common subversion gir1.2-rsvg-2.0 gpg-wks-client libicu-dev libjpeg62-turbo-dev lib
mariadb3 libopenjp2-7-dev && apt clean -y

apk MW apt
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3aKkpbiBaeM npoodnembl B "cTaTuke"

 Ha ypoBHe Dockerfile
o W Moandmkaumsa cnoés

e Ha ypoBHe cnoeB obpasa
o HeucnosnHaemsble dpansibl
= W docker-squash

o VicnonHsemsbie doannsl
= P MunumanmcTnuHbiii 6a30BbI 06pas

e Ha ypoBHe Koga
o 13BeCcTHbIe yassumocTn (CVE)
= P MunumanmcTnuHbiii 6a30BbI 06pas

= P NocnepHne sepcun 6MGANOTEK
37/69



PRIN IS TEMPORARY

Ha ypoBHe
Kubernetes

SecurityContext holds
security configuration
that will be applied to a
container

PodSecurityContext
holds pod-level security

attributes and common securltyC$ntext

container settings. 4 Is F““E"En
u' h.'

https://kubernetes.io/docs/reference/generated/kubernetes-
api/v1.30/#securitycontext-v1-core 38/69



https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#securitycontext-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#securitycontext-v1-core

SecurityContext vs PodSecurityContext

Pod-level

pod.yam|

apiVersion: v
kind: Pod
metadata:
name: mypod
spec:
securityContext:
runAsUser: 1000
fsGroup: 2000
containers:
- name: container| ¢—-—
image: nginx

- name: container? ¢
image: busybox

the settings are
inherited by

all the containers

within that pod

Pod-level + Container=level

pod.yam|

pod-level

container=level

apiVersion: v1

kind: Pod

metadata:
name: mypod

spec:

----- > securityContext:

runAsUser: 1000

containers:

- name: my-containerd——

image: my-image

......... »securityContext:

runAsUser: 2000

https://yuminlee2.medium.com/kubernetes-security-contexts-e54624e29d52

container—level
settings override
pod=level settings

Container-level: capabilities
pod.yam|

apiVersion: vi
kind: Pod
metadata:

name: mypod
spec:

containers:

- name: my-container
image: my-image
securityContext:

capabilities:
add: ["NET-ADMIN"]

K:I-Iﬂrelz capabilities

capabilities can only
be specified at the
container-level
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https://yuminlee2.medium.com/kubernetes-security-contexts-e54624e29d52

privileged

Run container in privileged mode.
Processes in privileged containers are
essentially equivalent to root on the host.
Defaults to false.

containers:
- name: my-best-app
image: my-best-contailner
securityContext:
privileged: false




privileged

$ docker run -it --rm $IMAGE_NAME sh -c 'apt install -y libcap2-bin;
capsh --print | grep Current:'

Current: cap_chown,cap_dac_override,cap_fowner,cap_fsetid, cap_kill,
cap_setgid, cap_setuld, cap_setpcap, cap_net_bind_service, cap_net_raw,
cap_sys_chroot, cap_mknod, cap_audit_write, cap_setfcap=ep

$ docker run -it --rm --privileged $IMAGE_NAME sh -c 'apt install -y libcap2-bin;
capsh --print | grep Current:'

Current: =ep

If the capability set show =ep, that means it has all the capabilities from the
bounding set

https://tbhaxor.com/understanding-linux-capabilities/ 41/69


https://tbhaxor.com/understanding-linux-capabilities/

allowPrivilegeEscalation

AllowPrivilegeEscalation controls whether a process can gain more privileges than
Its parent process. Default: true

allowPrivilegeEscalation BbICTaB/sieM B false , UTO Obl 3aMpPeTUTb NpoLieccam
noBbIlLaTb npuneenernn 4epe3 sudo , setuid

containers:
- name: my-best-container
securityContext:
allowPrivilegeEscalation: false
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capabilities

Adds and removes POSIX capabillities
from running containers

- CAP_CHOWN

- CAP_DAC_OVERRIDE
- CAP_DAC_READ_SEARCH
- CAP_SETUID

- CAP_SETGID

- CAP_NET_RAW

- CAP_SYS_ADMIN

- CAP_SYS_PTRACE

- CAP_SYS_MODULE

- CAP_FOWNER

- CAP_SETFCAP

https://kubernetes.io/docs/reference/generated/kubernetes-
api/v1.30/#capabilities-v1-core 43/69


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#capabilities-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#capabilities-v1-core

capabilities practice

containers:
- name: payment
image: nginx
securityContext:
capabilities:
drop:
- all
add:
- NET_BIND_SERVICE
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Linux capabilities n Kubernetes

MUK 31N

EEKOI-I"Qg

no BEaonacHocTu TEHEePOB M KOHTEMHEPHBIX C pea

Kak npupyyunTb Linux

+ capabilities B Kubernetes

Hukonawn lNanHye

TMHbKodip

https://www.youtube.com/watch?v=maClprVnBcQ 45/69


https://www.youtube.com/watch?v=maCIprVnBcQ

appArmorProfile

AppArmor is a Mandatory Access Control (MAC) security system. Its aim is to

provide an easy-to-use security system targeted at securing individual applications
by defining and restricting what resources and application has access to and can
share

appArmorProfile is the AppArmor options to use by this container

https://gitlab.com/apparmor/apparmor/-/wikis/About 46/69


https://gitlab.com/apparmor/apparmor/-/wikis/About

appArmorProfile practice

NODES=($(kubectl get nodes -0 name))

for NODE in ${NODES[*]}; do ssh $NODE 'sudo apparmor_parser -q <<EOF
#include <tunables/global>

profile my-app flags=(attach_disconnected) {
#include <abstractions/base>

/{,usr/}bin/myapp mixr,
/etc/modules.conf r,

¥
EOF'

done

https://kubernetes.io/docs/tutorials/security/apparmor/#example 47/69


https://kubernetes.io/docs/tutorials/security/apparmor/#example

AppArmor n Kubernetes

BEKOH™

MNepeasa B Poccun koHdepeHuma
no bEsonacHocTu. KOHTEMHEepOB U KOHTEMHEPHbIX cp 20,

AppArmor n Kubernetes: HacTpouKa

NpPOaKTUBHOW 3alUUTbI
0nsa 6e30nacHOCTU NPUAOXEHUN

Cepreu KaH no

https://www.youtube.com/watch?v=IvVWVUajY UAg 48/69


https://www.youtube.com/watch?v=IvVVUajYUAg

seccompProfile

SeccompProfile defines a pod/container's seccomp profile settings

apiversion: vi
kind: Pod

spec:
securityContext:
seccompProfile:
type: Localhost
localhostProfile: file.json
containers:
- name: my-best-app
image: my-best-container: latest
securityContext:
allowPrivilegeEscalation: false

https://kubernetes.io/docs/tutorials/security/seccomp/

"defaultAction": "SCMP_ACT_ERRNO",

"syscalls": [
{
"names": [
"read",
"write",
"axit" ,
1

"action": "SCMP_ACT_ALLOW"
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https://kubernetes.io/docs/tutorials/security/seccomp/

Default Seccomp

SeccompDefault enables the use of RuntimeDefault as the default seccomp
profile for all workloads. Default: false

RuntimeDefault OT/IMYAKTCHA

e Docker/Moby
e Cr-0

e containerd

https://medium.com/@LachlanEvenson/how-to-enable-kubernetes-container-runtimedefault-seccomp-profile-for-all-workloads-6795624fchcc 50/69


https://github.com/moby/moby/blob/v26.1.3/profiles/seccomp/default.json
https://github.com/cri-o/cri-o/blob/main/internal/config/seccomp/seccomp.go
https://github.com/containerd/containerd/blob/main/contrib/seccomp/seccomp_default.go
https://medium.com/@LachlanEvenson/how-to-enable-kubernetes-container-runtimedefault-seccomp-profile-for-all-workloads-6795624fcbcc

readOnlyRootFilesystem

Whether this container has a read-
only root filesystem. Default is false.

containers:
image: my-best-container: latest
name: my-best-app
securityContext:
readOnlyRootFilesystem: true

touch: cannot touch "test": Read-only file system
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ruUnAsNonRoot

Indicates that the container must run as a non-root user

$ docker ps -a -q | xargs docker inspect -f
"{{.Id}}: User {{if .Config.User}}{{.Config.User}}{{else}}root{{end}}’

be8e6c. . .04el2e: User root

containers:
- name: my-best-app
securityContext:
runAsNonRoot: true

Error: container has runAsNonRoot and image will run as root

)

(pod: "my-best-pod. . ."

14
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runAsUser/runAsGroup

The UID to run the entrypoint of the container process
Defaults to user specified in image metadata if unspecified

The GID to run the entrypoint of the container process
Uses runtime default if unset

spec:
securityContext:
runAsuUser: 1000
runAsGroup: 1000

Exception in thread "main" java.lang.IllegalStateException:
Unable to create the directory [/tomcat.8888] to use as the base directory
at org.apache.catalina.startup.Tomcat.initBaseDir(Tomcat.java:847)
at org.apache.catalina.startup.Tomcat.getServer(Tomcat.java:613)
at org.apache.catalina.startup.Tomcat.getEngine(Tomcat.java:586)
at org.apache.catalina.startup.Tomcat.getHost(Tomcat.java:570)
at launch.Main.main(Main.java:20) 53/69



fix runAsUser

B0O3MOXHO MHOrga pewmnTb
yepes:

e InitContainer

e supplementalGroups

https://www.youtube.com/watch?v=uouH9fsWVIE

KubeCon

N

Europe 2023

Least Privilege Containers: Keeping
a Bad Day from Getting Worse

Greg Castle & Vinayak Goyal, Google

CloudNativeCon
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https://www.youtube.com/watch?v=uouH9fsWVIE

hostUsers

Use the host's user namespace.

Defaults to true.
Setting false is useful for mitigating container breakout vulnerabilities even

allowing users to run their containers as root without actually having root privileges
on the host
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UserNamespacesSupport practice

name: cve-pod-userns

pec:

hostUsers: false

terminationGracePeriodSeconds: 1

containers:

- name: containerl

image: debian
command: ["sleep", "infinity"]

$ # It is the same pod as before, but with the hostUsers=false field
$ # This enables user namespaces
$ sleep 10
$ kubectl apply -f ./cve-pod-userns.yaml
pod/cve-pod-userns created
$ # Let's wait until the pod is Running
b kubectl get pod cve-pod-userns
AME READY  STATUS RESTARTS  AGE
ve-pod-userns 1/1 Running 0 7s
$ # With user namespaces, we map root in the container to a different (unprivileged) user on the host
$ # Let's see from the host as which user it is running
b ps faux | grep "sleep infinity" | grep -v grep
3937140+ 77550 0.1 0.0 2484 1152 ? Ss 15:41 0:00 \_ /usr/bin/sleep infinity

https://www.youtube.com/watch?v=M4a2b4KkXN8 56/69


https://www.youtube.com/watch?v=M4a2b4KkXN8

NetworkPolicy

NetworkPolicies are an application-centric construct which allow you to specify
how a pod is allowed to communicate with various network "entities" over the
network.
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NetworkPolicy

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: network-policy
namespace: default
spec:
podSelector:
matchLabels:
app: pod-two
policyTypes:
- Ingress
- Egress
ingress:
- from:
- podSelector:
matchLabels:
app: pod-one
egress: / L
- ton curl: (6) Couldn't resolve host "evil.site'
- podSelector:
matchLabels:
app: pod-one

kubectl exec -it my-best-pod -- curl -I -L evil.site
curl: (6) Couldn't resolve host 'evil.site'
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3aKkpbiBaeM nNpooGsiemMmbl B "ANHaMuKe"

e Ha ypoBHe Dockerfile
o X
e Ha ypoBHe cfioeB obpasa
o HeucnonHgaemble daibl
= X
o McnonHsaemsble paiinbl
= P privileged, alloPrivelegeEscalation, capabilities, appArmorProfile, seccompProfile,
readOnlyRootFilesystem, NetworkPolicy

= P runAsUser/runAsGroup, runAsNonRoot, hostUsers (setuid/setguid-chaiinb)

e Ha ypoBHe Koga
o 3BecCTHble ya3sumocTu (CVE)
= P privileged, alloPrivelegeEscalation, capabilities, appArmorProfile, seccompProfile,
readOnlyRootFilesystem, NetworkPolicy
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Pe3romupys

Pewwar
BOMNMDOCUK

=4




Dockle: update, upgrade...

NMpumepbl

e /bin/sh -c apt-get update
e /bin/sh -c apt-get install -y git sudo curl gosu ncat

e /bin/sh -c apt-get dist-upgrade -s

UYto penaem?
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Dockle: update, upgrade...

NMpumepbl

e /bin/sh -c apt-get update

e /bin/sh -c apt-get install -y git

sudo curl gosu ncat

e /bin/sh -c apt-get dist-upgrade -s

Yto nenaem?

[pUHMMaEM TSHXKECTb ObITUS
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MunnmoHbl
ncnosnHsembix pannos
(LotL-aTakun)

o Moandgumuympyem cnou

e BbibpacbiBaeM HEHYXHOe
e [laTynm

e CeTeBble NOIUTUKK

o [TapameTpbl Kubernetes

o [lenaem ReadOnly channosyto

cucrtemy
o [Mpusunernu, capabilities,...
e ... BCE, uTt0 6bI pewunTb Npo6/emMsb! B

oyaywem
63/69



MunnunoHbl CVE

o Moandomuympyem crioun

e BblbpacbiBaeM HEHY)XXHOE
o [NaTynm

o CeTeBble NMOMNTUKN

o [TapameTpbl Kubernetes

e lenaem ReadOnly ghainnosyto
cucTemy

o [TpuBunnerunu, capabilities,...
e ... BCE, uTO 6bI pewnTb NpobsiemMsbl B
oyaywem

Vulnerabilities

325 Total - ¢

Push Time Pull Time

@ Vulnerability Severity: Critical

60 120 180 240

Scanned by: Trivy@v0.40.0
Duration: 3 min 18 sec
Scan completed time: 5/20/24, 5:42 PM
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HyBcTBUTENIbHAA
NHpopmaLus

e Mogudpmuympyem cnou

o docker-squash
o crane

o mint
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NMonb3oBaTtenu, SUID...

e "CTatmka"

o Moandomumpyem cnou
o BblbpacbiBaeM HEHYXXHOE

o [aTumm
e [TapameTpbl HaknagblBaloLlme orpaHnyYeHna Ha nosb3oBartess

o runAsNonRoot
o runAsUser/runAsGroup
o allowPrivilegeEscalation

o UserNamespacesSupport
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BMeCTO 3aK/1l0oueHus

o KoHTenHepbl n Kubernetes nossonstor
MUTUTMPOBAThb pa3Hble NPO6/IEMBI U
XOPOLLO XapAeHUTb cpeny BbIMNO/THEHUS

e Hukorga He caaBaiics
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'Mone3Hble CCbINTIKU

e Docker security best practices

CIS Docker Benchmark

Configure a Security Context for a Pod or Container

Kak cobpaTb KOHTENHEP N HE BOOPYXUTb Xakepa

10 Kubernetes Security Context, KoTopble He06X0AMMO NOHUMATb
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https://docs.docker.com/develop/security-best-practices/
https://www.cisecurity.org/benchmark/docker
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://habr.com/ru/companies/oleg-bunin/articles/799773/
https://habr.com/ru/articles/549076/
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