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O00 MHe

» B paspabotke Service Mesh ¢ 2018 roaa;
 MacwTab akcnnyartauumn Service Mesh:

« 300+ npoayKTOBbLIX KOMaHA;
« 200+ knactepoB Kubernetes;

« 20K+ nopnos B Service Mesh;

« JlononHutenbHo pa3pabaTbiBato MHOIO MNOJSIE3HOrO
BOKpYr Service Mesh n Kubernetes;

« [NoopobHee o Synapse: getsynapse.io



https://getsynapse.io/
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Sidecar Based

Sidecar Less

Proxy Less
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[ToopobHee nNpo apxutekTypy Service Mesh:

CILIUM, ISTIO

https://highload.ru/moscow/2022/abstracts/9551

[TogpobHee npo Istio Ambient:
https://devopsconf.io/moscow/2024/abstracts/11549

ISTIO



https://highload.ru/moscow/2022/abstracts/9551
https://devopsconf.io/moscow/2024/abstracts/11549
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Bbe3onacHocTb B Service Mesh

* AyTeHTUMUKauung;
* ABTOpU3aLNA;
» lLiIngppoBaHue.



Istio Security APIs

» PeerAuthentication;

apiVersion: security.istio.io/vilbetal
kind: PeerAuthentication
metadata:

name: default

namespace: foo
spec:

mtls:

mode: STRICT



Istio Security APIs

 PeerAuthentication;
»RequestAuthentication;

apiVersion: security.istio.io/v1
kind: RequestAuthentication
metadata:
name: httpbin
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
JwtRules:
- 1ssuer: "issuer-foo"
jwksUri: https://example.com/.well-known/jwks.json



Istio Security APIs

 PeerAuthentication;
* RequestAuthentication;
» AuthorizationPolicy.

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
rules:
- from:
- source:
requestPrincipals: ["*"]



Istio Security APIs

* PeerAuthentication;

* RequestAuthentication;
» AuthorizationPolicy;

* EnvoyFilter ©.



Cilium Security APIs
» CiliumNetworkPolicy;

apiVersion: "cilium.io/v2"
kind: CiliumNetworkPolicy
metadata:
name: "l7-rule”
spec:
endpointSelector:
matchLabels:
app: myService
ingress:
- toPorts:
- ports:
- port: '80°
protocol: TCP
rules:
http:
- method: GET
path: "/path1$"



Cilium Security APIs

* CiliumNetworkPolicy;
» CiliumEnvoyConfig ©.



YTto Hac uHTepecyeT?

* Traffic Processing;
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* Traffic Processing;
o PKI;



YTto Hac uHTepecyeT?

* Traffic Processing;
o PKI;
 mTLS.



YTO Hac uHTepecyer?

* Traffic Processing;
o PKI;
 mTLS.

RBAC otoenbHO He paccmaTpuBaeM, NOTOMY
4yTo Y BCcex Envoy Based peanunsauyus.
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Summary #2
+ ISTIO:

 Bcerpa User Space;
 Bce B nepumeTpe noaa.

« ISTIO AMBIENT:

 Bcerpa User Space;
L4 B nepumeTpe xocTa, L7 B nepuMeTpe Knacrtepa
(ns/workload).

»CILIUM:

* L4 Kernel Space, L7 User Space;
 Bcerga B nepumeTpe xocTa.
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Summary #3
. ISTIO:

* Bbinyck cekpetoB 4yepes Control Plane;
 Bcerga B nepumMmeTpe noaa.

o |[STIO AMBIENT:
* Bbinyck yepes Control Plane;

 Bcerga B nepumeTpe xocTa, ecnu ectb L7, 10
AononHUTenbHO B npegenax workload mnu namespace

»CILIUM:

* Bbinyck yepes3 gononHUTeNbHLIN Spire Server;
 Bcerga B nepumeTpe xocTa.
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»ISTIO:
« AyteHTndoukaumna Workload To Workload,;
* LWndpposaHne Workload To Workload;
« |dentity — POD SA.
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« |STIO:
« AyteHTndoukaumna Workload To Workload,;
* LWndpposaHne Workload To Workload;
« |dentity — POD SA.

»>|STIO AMBIENT:

« AyteHTndoukaumna Workload To Workload,;
* LWndpposaHne Workload To Workload;
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Summary #4

« |STIO:

AyTteHTudunkauma Workload To Workload;
LLUlndoposaHue Workload To Workload;
ldentity — POD SA.

* |ISTIO AMBIENT:

AyTteHTudunkauna Workload To Workload;
liIngopoBanme Workload To Workload,;
dentity — POD SA.

»CILIUM:

AyTteHTudunkauna Workload To Workload;
LLUndopoBaHme Node To Node;
|dentity Mapping — POD IP // POD SA// CILIUM ldentity.
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Bce B ogHOM Tabnuue

ISTIO ISTIO CILIUM
AMBIENT
Ob6paboTka User Space User Space L4 Kernel Space
Tpadmka L7 User Space
|dentity POD SA POD SA Cilium Identity
(Pod IP / Pod Labels)
LLiIndopoBaHne Workload to Workload Workload to Workload Node to Node
AyTeHTndmnkauma Workload to Workload Workload to Workload | Workload to Workload
ABTOpU3aumA Envoy Based Envoy Based Envoy Based
Blast Radius Workload Node / Namespace Node



Final Summary

» PasHble Service Mesh noxoxun no oovemy Vb-
dOYHKLMOHANbHOCTW;

* PasHble Service Mesh pasnuyatotca B getansix
peanu3auumn Mb-pyHKLUMOHANbLHOCTH,

* BblboOp KOHKpeTHOU peann3auunn Service Mesh
OOMMKeH yuuTbiBaTb TpeboBaHua Ub.
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