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Istio n authorization policy
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https://istio.io/latest/docs/concepts/security/
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https://istio.io/latest/docs/concepts/security/

Authorization policy

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: some-policy
namespace: back
spec:
action: ALLOW, DENY, AUDIT, CUSTOM

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,



Authorization policy

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy

metadata:
name: some-policy
namespace: back
spec:
action: ALLOW
rules:
- from:
- source:
principals:

["cluster.local/ns/back/sa/some-service"]

KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,



Authorization policy

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: some-policy
namespace: back
spec:
action: ALLOW
rules:
- from:
- source:
principals: ["cluster.local/ns/back/sa/some-service"]
to:
- operation:
methods: ["POST"]
paths: ["/v1l/path/*"]
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Authorization policy

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: some-policy
namespace: back
spec:
action: ALLOW
rules:
- from:
- source:
principals: ["cluster.local/ns/back/sa/some-service"]
to:
- operation:
methods: ["POST"]
paths: ["/v1l/path/*"]
when:
- key: request.auth.claims[iss]
values: ["https://issuer.some-issuer.ru"]
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Authorization policy

"type.googleapis.com/envoy.extensions.filters.http.rbac.v3.RBAC"

apiVersion: security.istio.io/v1 "pules”: {
: . : : : "policies": {
kind: AUthOI"lZthOI’]POllCY "ns[back]-policy[some-policy]-rule[B]": {
metadata: "permissions": [
name: some-policy { . p
. "and_rules":
namespace: back nrules": [{
spec: "or_rules": {
action: ALLOW "rutest: 14
"header": {
rules: "name": ":method",
- from: "string_match": {
- source: }}}](}a)}(?Ct: POST
principals: ["cluster.local/ns/back/sa/some-service"] {
to: "or*_r*ules'[': {
. _ "rules”:
- operation: {Pues
methods: ["POST"] -mw%ﬁmm;:{
. 1] 1 Ilpa ||:
paths: [ /Vl/path/* ] "prefix": "/vl/some-path/",
when: "principals": [{
- key: request.auth.claims[iss] "ﬂﬂ;ﬁsﬁ {
values: ["https://issuer.some-issuer.ru"] vor_ids": {
"ids": [{
"authenticated": {
"principal_name": {
"exact": "spiffe://cluster.local/ns/back/sa/some-service"
}
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[1pO BHeagpeHue




RaK Mbl KaTUM CepBUCHI

Helm-Chart

Service.yaml
Deployment.yam|

AuthorizationPolicy.yaml

.
7

VCS Pipeline

cluster-based |

Framework based |
App based )
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C yero mbl Ha4YMHaANU

-all- apiVersion: security.istio.io/vlbetal
 HayunHanwu c allow-all-noanTtmnku AN s Sty
.. rules:
o Pa3peLLleH0 BCeE 06|-U.eHV1e BHYTPW KNacCTepa {{- if .values.authpolicy.allow_rules }}
{{- toYaml .Values.authpolicy.allow_rules | nindent 2 }}
* 3ar|peu.|,eHb| BCE NOXoA4dbl N3-3a NpPeaenoB {{,; end }+}
- to:
Knacrepa - operation:
methods: ["GET"]
paths:

* Bce cepBuCbl KaTUAUCb 6e3 oBeppanaos
authpolicy

- /stats/prometheus
{{- if .Values.monitoring.enabled }}
- {{ .values.monitoring.path }}

{{- end }}
{{- if or .Values.authpolicy.default_allow_inside_k8s

.Values.istioingress.commonRemoteIpBlocks
.Values.istioingress.remoteIpBlocks }}
- from:
{{- if .Values.authpolicy.default_allow_inside_k8s }}
- source:
notNamespaces: ["istio-system"]
principals: ["%"

{{- end }}

0 KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,



[1naH

* OnwucbiBaem aedonTHbie NONNTUKHA

 [obasnaem Authorization Policy B 6a3oBbie TpeboBaHuA
K cepBMcam

e [Uwem NONUTUKM ANA CYLLECTBYHOLLUX CEPBUCOB
e [lpoBepAem HanMcaHHble NOAUTUKM

* [lepenucbiBaem aedponTol

@ KoHdepeHuma no bEsonacHocTn KOHTelMHepoB M KOHTEMHEPHbIX cpes, 14



MHBeHTapusnpyem, 4To umeem

* Muwem wabnoHbl Ansa 6a30BbIX NONUTUK
* KMHBEHTapM3npPyeM CEPBUCHI B K1acTepe

* MHBeHTapu3npyem noxoAdbl B OTAE/IbHO B3STbIN CEPBUC

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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LLla6noHbl Ana 6a30BbIX NONUTUK

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: foo
namespace: back
spec:
action: ALLOW
rules:
- from:
- source:
principals:["cluster.local/ns/<namespace>/sa/<service-name>"]
to:
- operation:
methods: ["POST"]
paths: ["controller-prefix"]
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LLla6noHbl Ana 6a30BbIX NONUTUK

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: foo
namespace: back
spec:
action: ALLOW
rules:
- from:
- source:
principals:[”cluster.local/ns/istio-system/sa/istio-ingress"]
to:
- operation:
methods: ["POST"]
paths: ["controller-prefix"]
when:

- key: request.headers[CN]
values:
- "CN=certificate-info"
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KaK nmcaTtb NOAUTUKU

* [lnwem BCE pyKamu

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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KaK nmcaTtb NOAUTUKU

[lnwem Bceé pyKammu

[eHepupyem yepes kiali
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KaK nmcaTtb NOAUTUKU

[lnwem Bceé pyKammu
[eHepupyem yepes kiali

* ABTOMaTU3IMNpPYyEeM
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20



[eHepaTop ANA NOJINTUK

*  Wcnonbzyem meTpuKkn anAa reHepauuum NOAUTUK
* Wcnonb3yem WwabnoHbl ANA HOBbIX CEPBUCOB
* Wcnonbzyem OpenApi crnekn cepsmcoB

 Ob6xoanm rpad nytem cepsuca ana reHepaumnm npedPmKcos

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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[eHepaTop ANA NOJINTUK

aboycev$ ./gatekeeper --service bank-acc --namespace back --cluster uat authpolicy

authpolicy:

default_allow_inside_k8s: false

allow_rules:

- from:

- source:
principals:

cluster.local/ns/back/sa/bank-appl
cluster.local/ns/back/sa/bank-buid
cluster.local/ns/back/sa/bank-comm
cluster.local/ns/back/sa/bank-user

- operation:
methods:
- POST
paths:
- /access-control-internal/v1l/apply-policies
- from:
- source:
principals:
- cluster.local/ns/back/sa/bank-wall
to:
- operation:
methods:
- POST
paths:
- /access-control-internal/v2/apply-policies

KoHdepeHuma no bEsonacHocTn KOHTelMHepoB M KOHTEMHEPHbIX cpes,
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[lpoBepAem NONUTUKU

* B nonntuke He ncnonbaytotca ipBlocks

Kyverno

@ KoHdepeHuma no bEsonacHocTn KOHTelMHepoB M KOHTEMHEPHbIX cpes,



[lpoBepAem NONUTUKU

B nonntuke He ncnonbaytorca ipBlocks

B nonnTtuKe He ucnonb3lyetca principals: ["*"]

O O O

Kyverno

@ KoHdepeHuma no bEsonacHocTn KOHTelMHepoB M KOHTEMHEPHbIX cpes, 24



[lpoBepAem NONUTUKU

B nonntuke He ncnonbaytorca ipBlocks
B nonnTtuKe He ucnonb3lyetca principals: ["*"]

B nonntuke He ncnonbaytotca principals: ["istio-ingress"]

O O O

Kyverno

@ KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes, 25



[lpoBepAem NONUTUKU

* B nonntuke He ncnonbaytotca ipBlocks
* B nonntuke He ucnonbayetca principals: ["*"]
* B nonntuke He ncnonbaytotca principals: ["istio-ingress"]

° |£|,OCTYI'I OT BHEWHWNX CEPBUCOB TOJIbKO K KOHKPETHbIM NYTAM NPUNNOKEHNA

Q KoHdepeHuma no bEsonacHocTn KOHTelMHepoB M KOHTEMHEPHbIX cpes,
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03

[Tpo 6arn, c KOToOpbIMU

MOXHO CTOJIKHYTbCS




YTO He TaK C 3TOM NOZIMTUKOU?

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:

name: foo

namespace: back
spec:

action: ALLOW

rules:

- from:

- source:
principals:["cluster.local/ns/front/sa/front-app"]
to:
- operation:

methods: ["POST"]

notPaths: ["/v1/approve"]

selector:
matchLabels:
app.kubernetes.io: role-approver

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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YTO He TaK C 3TOM NOZIMTUKOU?

apiVersion: security.istio.io/v1l o
kind: AuthorizationPolicy /v1/Approve

metadata:  /vl/approve/
name: foo

namespace: back * Y10 ewé?
spec:
action: ALLOW
rules:
- from:
- source:

principals:["cluster.local/ns/front/sa/front-app"]
to:

- operation:
methods: ["POST"]
notPaths: ["/vl/approve"]

selector:
matchLabels:
app.kubernetes.io: role-approver
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He npuaepxunBaemca 6a30BbIX NPaBUN

PekomeHaaumnu ot Istio
* Allow with positive matching
* Deny with negative matching

@ KoHdepeHuma no bEsonacHocTn KOHTelMHepoB M KOHTEMHEPHbIX cpes,
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[Tonmepbl

apiVersion: security.istio.io/v1l apiVersion: security.istio.io/v1

kind: AuthorizationPolicy

kind: AuthorizationPolicy

metadata: metadata:

name: foo name: foo
spec: spec:

action: ALLOW action: DENY

rules: rules:

- to: - to:

- operation: - operation:
paths: ["/public"] notPaths: ["/public"]

O KondepeHuus no BEsonacHocT KOHTElHEpoB 1 KOHTEIlHepHbIX cpea
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BbiBOAbI

* MpuaeprknuBaemca 6e3o0nacHbIX NATTEPHOB

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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Hopmanmnsauma

Tun Hopmanunsayum

OnucaHue

DEFAULT JedonTHaa Hopmanunsauua
NONE be3 Hopmannsauum
BASE RFC 3986, koHBepTauma \ 8 /

MERGE_SLASHES

Base + o6begnHeHMe cnewen

DECODE_AND_MERGE_SLASHES

HDexkoauHr + merge_slashes

KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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Hopmanmnsauma

location /v1/path {
proxy_pass https://backend

}
envoy
Nginx
Ingress
GET /v1/path/.\.\somesecretpath GET /somesecretpath HTTP/2
HTTP/2 Host: test.test

Host: test.test

@ KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,



BbiBOAbI

* MpuaeprkmuBaemca 6e30nacHbIX NATTEPHOB

* [pPaHyNApPHOCTb Halle BCE

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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[Tpo request splitting

Original request

GET / HTTP/

Host: app-1.svc.cluster.local
Content-Type: application-json
Header: test

( apiVersion: security.istio.io/v1

O kind: AuthorizationPolicy
> app-1 metadata:
envoy name: httpbin

namespace: foo
spec:
selector:

4 tchLabels:
&Q app-1 ma

'Lenvoy app: app-2-n

—

spec:
action: ALLOW

GET / HTTP/ rules:

Host: app.svc.cluster.local

( O - from:
Content-Type: application-json [C app-2 - source:

envoy principals: ["cluster.local/ns/default/sa/app1"]

{"some:params":"test/r/n/r/nPOST /v1/role
HTTP/1.1\r\nHost: app2.svc.cluster.locahr\nContent-Type:
application-
json\r\n\rAin{\"some:params\":\"test/r/n/r/n\"\r\n\r\n}

Spitted request

POST /v1/role HTTP/
Host: app-2.svc.cluster.local
Content-Type: application-json

{"some:params":"test"}

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,



[1po SSRF

apiVersion: security.istio.io/v1

kind: AuthorizationPolicy
app-1 metadata:
envoy name: httpbin

namespace: foo

spec:
selector:
SSRF O matchLabels:
» | app-1 :
envo app: app-2-n
spec:

action: ALLOW

rules:
app-n - from:
envoy - source;

principals: ["cluster.local/ns/default/sa/app1"]

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes, 37



BbiBOAbI

* [lpupeprkmBaemca 6e3onacHbIX NAaTTEPHOB
* [pPaHyNApPHOCTb Halle BCE
* He cepBucHbIM identity eanHbIm

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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BbiBOAbI




BbiBOAbI

* [lpupeprkmBaemca 6e3onacHbIX NAaTTEPHOB
* [pPaHyNApPHOCTb Halle BCE
* He cepBucHbIM identity eanHbIm

* be3onacHble LI,ECI)OIITbI CO CTapTa 3IKOHOMAT BpeMA NOCNe

Q KoHdpepeHuma no BEsonacHoctn KOHTelHepoB 1 KOHTEMHEPHbIX cpes,
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