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* R&D / Container Security B Luntry

* Cneunanunaunpytocb Ha 6e30MacHoOCTU
KoHTenHepoB 1 Kubernetes

* barxaHTtep

* PepakTtop telegram kaHana k8s
(in)security

* Cnukep: PHDays, OFFZONE, VK
Kubernetes Conf, Devoops, HackConf,
CyberCamp, beKoH 1 ap.
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MITRE ATT&CK Container Matrix
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MITRE ATT&CK Container Matrix — MUHYCHI

* TeXHNKM 4O0BOMBbHO abCTpaKTHbl M HE CU/TbHO MOrPYy>XeHbl B
KOHTeKCT Kubernetes

* CaMnX TEXHUKU CU/TbHO MEHBbLLIE MO CPaBHEHUIO C APYTMMU
MaTpuLaMn

* MO>XHO pacueHMBaTb Kak MHCTPYMEHT, C MOMOLLbO KOTOPOro
MO>XKHO y3HaTb 06 onpeaeneHHbIX Nnpoueaypax



Threat Matrix for Kubernetes by Microsoft
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Threat Matrix for Kubernetes by Microsoft

* [1OHATHbIE N XOPOLLUO ONMCcaHHble TEXHUKN B KOHTEKCTE
Kubernetes

* EcTb MannuHr Ha TexHnKn, onncaHHbie B MITRE
* Hebonbluon akueHT Ha Managed K8s

 Kak n B ntobown gpyron matpumue, aTakyrowmum Bceraa Ha war
Brnepeau



VK Kubernetes Conf 2023. 3kckypcua no
MaTpuLaM yrpos 419 KOHTeIHEPOB U
Kubernetes




Cnocobbl 0OHapyXeHUs



[lnHamMmyeckoe okpy>XeHune

Containers living less than 5 minutes
72%  70%

% oD
49 49% 44%

20%
2018 2019 2021 2022 2023 2024

Sysdig 2024 Cloud-Native Security and Usage Report

* Manbln CPOK XKN3HU
KOHTEMHEPOB

* Self-healing

 Cneabl 310yMblLUNTEHHUKA
B KOHTEMHEPE
oyunLLaroTCca caMmm cobou
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https://sysdig.com/2024-cloud-native-security-and-usage-report/

Mopaenun HapyLumnTena

Mopaenun Hapywmntens

BHewHMN BHYTpEeHHNW

CKOMMPOMETUPOBAHHbIN
pa3paboTumk
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KazHackStan 2022. Cneunouka
pacciefoBaHA MHLUWAEHTOB B
KOHTenHepax(Amntpuin EBaokmnmos, Luntry)




KoHUeHTpupyemca Ha
Runtime



Buabl 3awmthl (Linux World)

* |solation
* [lononHutenbHbIN ypoBeHb N3onaunnm ot agpa Host OC (WASM, Sandbox,
microVM, ...)
* Detection

* NpeHTndumnKauma HexxenatenbHOro AencTeuns

* Prevention
o HGBOSMO)KHOCTb BbIMNMO/THEHNNA He>KenatenbHOoro ,EI,GVICTBVIFI

* Mitigation
e CMAryeHue nocneacTBUM HeXXenatenbHOro 4encTBeumA

e Reaction

 OTBET Ha HexXxenaTtenbHoe aencTeme NoctdakTyM nocrne HexXKenaTtenbHoro
cobbiTnga
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CpaBHEHME BO3MOXKHOCTEN

Ba3oBas TeXHONOrMA areHTa
' O6paboTKa AaHHbIX Ha user space
NpodunuposaHue KoHTeliHEPOB

OTcnexXusaemblie cobbiTuA

i O6paboTka cobbiTUIA

| Tun o6HapyXeHuit

| Co3pgaHue nonutuk/npasun

' CTpyKTypa nonnTuku/npasun
| MNpuHumn pabotbi
 MpuBaska nonutnk/npasun

MpuHLUMN NPUBA3KU NONUTUK/NPaBUA

Pexxum paborbl
AKTUBHOe Bo3aeicTBue (reaction)
' PaccnepoBaHue MHUMAEHTA

MpepoTBpaLlleHne NPoLECCHbIX
cobbiTui

MpeaoTBpalieHme ceTeBbix COObITUA

Falco
eBPF, Kernel module
C\C++
Het

S

Client-side
CurHaTypHbIn (NnpaBuna)
MpaBuna B py4Hyo
YAML
Blacklist
lpaBuna B py4Hyto

O4eHb MOLLHbIA GUANLTP

Detection
Het
Het

Het

Open Source peLueHnm

Tracee
eBPF
Go
Het
syscalls, network, security, Ism,
containers, misc
Client-side
CurHaTypHbin (npasumna)
lMpaBuna B py4Hyio
Rego/Go + YAML
Blacklist

Mpasuna & pyurylo

Scope

Detection
Het
Het

Het

Tetragon
eBPF

Go

Het
syscalls

Client-side
CurHatypHbii (npasuna)
lpaBuna B py4Hyto

YAML

~ Blacklist
lpaBuna B py4Hyto

' Namespace and pod label filtering

(beta)
Detection, Reaction
3aBepLieHune npouecca

Het

hal?*

hal?*




Runtime Security: Ha BKyC U LiBeT BCe
diomacTepbl pasHble (AMUTPUIA
EBAOKNMMOB, Luntry)




ObHapyxeHue
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apiVersion: cilium.lo/vlalphal
kind: TracingPolicy
metadata:

name: "“cve-2024-3094-xz-ssh"

‘ M rI IaT I I annotations:
urlt: "https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-3094"

description: "Detects if OpenS5H is using vulnerable XZ libraries"
- rule: Execution from /dev/shm author: "Tetragon.io Team"
desc: =
This rule detects file execution in the /dev/shm directory, a tactic often used by threat actors to store the
occaslonally executable files. /fdev/shm acts as a link to the host or other containers, creating vulnerabili
as well. Notably, /dev/shm remains unchanged even after a container restart. Consider this rule alongside thi

spec:
kprobes:
= call: "security_mmap_file"
syscall: false
return: true
# message: "OpenS5H daemon using vulnerable XZ libraries CVE-2024-3094"
# tags: [ "cve", "cve.2024.3094" ]

"Drop and execute new binary in container" rule.
condition: =

spawned_process

and (proc.exe startswith "/dew/shm/" or

(proc.cwd startswith "/dev/shm/" and proc.exe startswith "./" ) or args:
(shell_procs and proc.args startswith "-c /dev/shm") or = index: B
{shell_procs and proc.args startswith “-i /dev/shm") or type: "file"
(shell_procs and proc.args startswith "/dev/shm"]) or = index: 1
(proc.cwd startswith "/dew/shm/" and proc.args startswith "./" )) type: "uint32"
. ; = index: 2
apiVersion: tracee.aquasec.com/vlbetal _ he s
ne: type: "nop
kind: Fﬂlif? returnirg:
index: @
metadata: type: "int"
name: {llg returnArghction: "Post"
i selectors:
annotations: - matchBinaries:
A . ‘ - r "Inp"
description: traces dns events from the dig executable opreTors
Lpec: - "fusr/sbin/sshd"
. matchArgs:
SLOpe: - index: @
- executable=/usr/bin/dig operator: "Postfix"
values:
rules: -~ "liblzma.s0.5.6.0"
- event: net_packet_dns_request - "tiblzma.so.5.6.10
matchActions:
- event: net_packet_dns_response - action: Post

rateLimit: "1m"



[TpobnemMa curHaTypHoOro nogxona

e 3aBdA3aHbl Ha onpeaeneHHoe cobbiThe, syscall, filename, path, ...

* YazsnumMmocTtm eBPF

* TOCTOU (Time-of-check time-of-use)

* icnonb3oBaHume out of scope syscall (gna cpencrTea 3aLnThI)
* eBPF map tampering

* [lpyrne TexHnKu
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Signhature Based VS Anomaly Based

Signature-
based
methods

All events

Detected as threats
(False Positives)

Correctly
detected

Actual threats
(False Negatives)

High

Low to Med
e

Anomaly
detection
methods
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YT1o Takoe OverlayFS?

Read & Write Layer

—> Read Only Layers
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ObHapy>xkeHune HoBbIX bBHapen B Upper Layer

Detection: Drop and execute new binary in container

ﬁontainer
Process

task->mm->exe_file->f_inode spawned

w/ new
executable

% %
: >

>

f_inode OVERLAYFS_SUPER_MAGIC
ctime, mtime f_inode->i_sb->s_magic
&& upper_dentry

Mutable upper layer of overlayfs union mount filesystem (container runtime, e.g. containerd)

Immutable lower layers of overlayfs filesystem (container runtime, e.g. containerd)
Executables defined at container packaging time




O6xopa new binary execution [FalcoO]

e [1na obHapy>XeHnA NpaBunno MaTumnT cobbiTUE No execve/execveat
* YTobbl 0601TN MO>XXHO ncnonb3oBaTb GTFO bin, HanpuMep ld.so
* Inn Bocnonb3oBaTbcAa TeXHMKOU fileless execution
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SOC-¢popym 2023. EDR vs Containers:
akTyanbHble npobaemsl (Bnagmncnae
JlawkuH, Solar; Amntpuin EBLOKMOB,
Luntry)




Peakuus



lamn ©C

| «— Container layer

* HeT cMbiCcna gamnatb — T R - -

Bcto OC uenmnkom 2
91e54dfb1179

* Hn>kHMe obpasbl MOTyT

o4veHb MHOIO BECUTDb
d74508fb6632 1.895 KB

* 3N10YMbILUNEHHUK MOXKET
B3anNMoae NCTBOBATb c22013c84729 194.5 KB
TONbKO C upper layer

> |mage layers (R/O)

d3alf33e8a5a 188.1 MB

ubuntu:15.04

Container
(based on ubuntu:15.04 image)
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YOnnMcTBo KOHTEUHEPA

* ATakyroLLnn Mor
nopoaunuTb Apyrme noTokwu,
ocTaBuUTb anda cebs
6akagopbl

* Takon KOHTEMHEP 3TO yXKe
CKOMMpPOMEeTnpoBaHHas

cpepna

YyouBath npouece

Yo6uBaTh
KOHTeMHeD
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3aK/iroyeHune

 Knaccuyeckme noaxonbl B KOHTEUHEPaAX HE 9O PEKTUBHDI
* Hy>kHO ncnonb3oBaTb crneumPmuky KOHTEMHEPOB
 CoyeTtaHnun npasun n aHoManmu
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