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060 MHe LEIKOH

« OcHoBaTe/Nb U TEXHUYECKUIN anpekTop Luntry

« OnbIT B VIb 6onee 10 net

« CFP DevOpsConf

* BbIBLINIM aBTOpP cTaTen U penakTop Pyopuk B XxypHane «XAKEP»

« ABTOp Telegram-kaHana <A «k8s (in)security»

« ABTOp Kypca «Cloud Native be3onacHocTb B Kubernetes»
« He BepuT, 4TO CUCTEMY MOXHO caenaTb HageXHoM 1 besonacHomn, He NoHMuMas ee

« Joknapuunk: BlackHat, HITB, ZeroNights, HacklnParis, Confidence, SAS,
OFFZONE, PHDays, Kazhackstan, DevOpsConf, KuberConf, VK Kubernetes
Conference, HighLoad++ u gp.
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http://www.luntry.ru/
https://t.me/k8security

NnaH pokxnapa BEKOH

1- BBepgeHue

2 - HioaHchl

3 - PekxomeHaaL vy v BbIBOAbI
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- BEKOH

BeeoeHmne

Role Based-Access Control
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RBAC c BbICOTbI NTUYbEro noJsera E‘.-I

OT ayTeHTUPUKaLUM K aBTOPU3aALUMU

:—): D D D
i - O
O, )
CybbekT

APl cepBep

etcd
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RBAC c BbICOTbI NTUYbEro noJsera

MexaHuambli

'MexaHn3mbl aBTOPU3auun

MexaHusm UCTOUYHMK pelueHuns
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RBAC c BbICOTbI NTUYbEro noJsera

Cyb6bekT, 06beKT, onepauusa

O O ConfigMaps
Pod AutoScaler
Developer Developer Service
Secrets
{g Deployment | --ocs
o o PV .
ReplicaSets
Administrator Administrator
Namespace
DaemonSet
. ‘ CrondJob  Nodes
OS Process Process in Pod JOb PVC

CyobekT APl pecypc
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list
get
Create

watch

delete

patch

Operations
(Verbs)



RBAC c BbICOTbI NTUYbEro noJsera

Ha3HauyeHue npaB
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RBAC c BbiCcOTbI NTUYbEro nonera BEKOH
NMpumep Role n RoleBinding

apiVersion: rbac.authorization.k8s.1i0/v1l apiVersion: rbac.authorization.k8s.1i0/v1

kind: Role kind: RoleBinding
metadata: metadata:
namespace: default name: read-pods
name: pod-reader namespace: default
rules: subjects:
- apiGroups: [""] - kind: User
resources: ["pods"] name: jane
verbs: ["get", "watch", "list"] apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role
name: pod-reader
apiGroup: rbac.authorization.k8s.1io
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NMposoaute ayaut RBAC?

OnacHble npaBa MOXHO MNCIOJIb30BaATb AJId CnegyrLlnx atak:

MaHunynupoBaHue AuN/AuZ
[TonyyeHne TOKEHOB

RCE

Kpaxa Pods
Meddler-in-the-Middle

@) ownsp

OWASP Kubernetes Top Ten
Top 10 Kubernetes Risks - 2022

ity Top Ten

y Permissive

of Centralized Policy Enforcement
0gging and Monitoring
on Mechanisms

ing Network Segmentation Controls
crets Management Failures
gured Cluster Components

0: Outdated and Vulnerable Kubernetes Components

Other Risks to Consider

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq,
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k8s (in)security

Kak 4acto Bel npoBoguTe ayamT Kubernetes RBAC?

60% He npoBogum
14% Belno 1-2 paza
16% Pepko

3% Yacto

7% TlMocToAHHO (HenpepbIBHLIA NpoLecc)

7 comments
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https://t.me/k8security/656

NMpumep: RBAC ot ArgoCD u Flux BEKOH

B cucteme moryTt nosiBnatbca onacHble Role/ClusterRole

B cucteme moryt nossnatbes RoleBinding/ClusterRoleBinding Ha ctaHpapTHble Role/ClusterRole ¢ onacHbiMu npaBamu

ion: rbac.authorization.k8s.io/v1l

lusterRole

io/name: argocd-application-controller
t-of: argocd

component: application-controller

: argocd-application-controller
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- BEKOH

HioaHChbI

Role Based-Access Control
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HioaHc 1: BcTpoeHHble CYLHOCTH BEKOH

 BcTpoO€eHHble CYLIHOCTW ONMNCaHbI B //plugin/pkg/auth/authorizer/rbac/bootstrappolicy/policy.go

« kubectl get roles,rolebindings,clusterroles,clusterrolebindings -A -| kubernetes.io/bootstrapping=rbac-defaults

1.16.15 1.22.17 | 1.27.2

R O | e D & ~/Documents get roles,rolebindings,clusterroles,clusterrolebindings -A -1 kubernetes.io/bootstrapping=rbac-defaults
NAMESPACE NAME CREATED AT
RoleBindi
NAMESPACE NAME ROLE
AGE
Role/system:controller:bootstrap-signer

ClusterRoleBinding

Role/extension-apiserver-authentication-read

Role/system: : leader-locking-kube-controller
CU IsTe 01ies ager

Role/system: : leader-locking-kube-scheduler

s() [Irbacvl.ClusterRole {

Role/system:controller:bootstrap-signer
]rbacvl.ClusterRole{ 420

Role/system:controller:cloud-provider

Role/system:controller:token-cleaner

NAMESPACE NAME CREATED AT

rbacvlhelpers.Ney

rbacvlhelpers.NewRule("*")

13
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https://github.com/kubernetes/kubernetes/blob/master/plugin/pkg/auth/authorizer/rbac/bootstrappolicy/policy.go

HioaHc 2: ApauTUBHaA npupoaa npas

« [lpaBa B cMCTEME MOXHO TONbKO 000aBNATb
« 3abupaTtb/orpaHnymsaTtb MoxHo yepes PolicyEngine

« PeanbHble/nonHble NpaBa cyobekTa MOXHO YBUAETb
Tonbko B Runtime — B npouecce BbikaTkn YAML Mbl
BMOMM TONbKO KOHKPEeTHbIn YAML

MepBasa B Poccun koHdpepeHuma no bEsonacHocT KOHTEMHEpPOB 1 KOHTEMHEPHbIX cpeq,

kube-system

LEIKOH

14



HioaHc 3: becKkOHeuYHble rnarobi

* HeT PpukcupoBaHHoro cnucka verbs

« CyuwecTtBytoT virtual verbs

« use
 bind
* sign

*  proxy
 escalate

* impersonate
* userextras

« Ecnu Bbl ponycTuTe onevyaTtky, HUYero He cnomaeTcs!
« MoxHo co3gaBaTb CBOM npaBa goctyna (verbs) ;)

« [lpnmep: “

”n

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq,

LEIKOH

HTTP
verb request verb

POST Create

GET, get (for individual resources), list (for collections, including full object content), watch (for watching an

HEAD individual resource or collection of resources)

PUT update

PATCH patch

DELETE delete (for individual resources), deletecollection (for collections)
ubernetes sometimes checks authorization for additional permissions using specialized verbs. For
example:

* Pod rityPolicy
use verb on podsecuritypolicies resources inthe policy APIgroup.
e RBAC
© bind and escalate verbson roles and clusterroles resources in the
rbac.authorization.k8s.io API group.
® Authentication

© impersonate Verb on users, groups,and serviceaccounts in the core API group, and the

userextras iNthe authentication.k8s.io APl group.

15


https://blog.aquasec.com/kubernetes-verbs
https://blog.aquasec.com/kubernetes-verbs
https://kubernetes.io/docs/reference/access-authn-authz/authorization/#determine-the-request-verb

Hioaunc 4: Mnaron LIST BEKOH

HocTtyn 6e3 GET

~ kubectl get secret --token -0 json | jq -r '.items[] | select(.metadata.name=="ultra-secret-string")’

{
"apiVersion™: "v1",
"data": {
"mysecret”: "a3ViZXJuZXR1lcyBMSVNUIHZlcmIgaXMgYSBsalWu="

E
"kind": "Secret”,

Listing secrets

ss on Secrets will allow a user to read their contents. Itis
also important to note that 1list and watch access also effectively allow for users to reveal the
Secret contents. For example, when a List response is returned (for example, via kubectl get
secrets -A -o yaml ), the response includes the contents of all Secrets.

16
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https://kubernetes.io/docs/concepts/security/rbac-good-practices/#listing-secrets
https://www.antitree.com/2020/11/when-list-is-a-lie-in-kubernetes/index.html

HioaHc 5: Subresources,
HecyLulecTBYIoLMe pecypcChl

ubu fLiir
MNAME
bindings
componentstatuses

configmaps

endpoints

events

Limitranges

namespaces

nodes

persistentvolumeclaims
persistentvolumes

pods

podtemplates
replicationcontrollers
resourcequotas

secrets

serviceaccounts

services
mutatingwebhookcontigurations
on
validatingwebhookconfigurations
tien
customresourcedefinitions
apiservices
controllerrevisions
daemonsets

deployments

replicasets

statefulsets

tokenreviews

19 =

SHORTMAMES

c5

cm

ep

av
Llimits
ns

no

pvc

pv

po

rc
gquota

sa
sSvVC

crd,crds

ds
deploy
rs

Sts

152:~% hubectl api-resources

APIVERSION
vl

vl

vl

vl

vl

vl

vl

vl

vl

vl

vl

vl

vl

vl

vl

vl

vl
admissionregistration.k8s.io0/vl

admissionregistration.k8s.io/vl

apiextensions.Hk8s.io/vl
apiregistration.k8s.dio/fvl
apps,/vl

apps/vl

apps/vl

apps/vl

apps/vl
authentication.k8s.iofvl
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NAMESPACED
true
false
true
true
true
true
false
false
true
false
true
true
true
true
true
true
true
talse

false

false
false
true
true
true
true
true
false

KIND

Binding
ComponentStatus
ConfigMap

Endpoints

Event

LimitRange

Namespace

Node
PersistentVolumeClaim
PersistentVolume

Ped

PodTemplate
ReplicationController
Resourcaluota

Secret

Serviceficcount
Service
MutatingWebhookConfigurati

ValidatingWebhookConfigura

CustomResourceDefinition
APIService
ControllerRevision
Daemonset

Deployment

ReplicaSet

StatefulSet

TokenReview

LEIKOH

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole
metadata:
name: edit
rules:
- apiGroups:
resources:
- pods
- pods/attach
- pods/exec
- pods/portforward
- pods/proxy
verbs:
- create
- delete
- deletecollection
- patch
- update

17



Nony4yaem Bce subresources BEIKOH

list=(5(kubectl get --raw / |grep "~ \"/api"|sed 's/[",1//g9'));
for api in §{ 1istl@]}; do
_aruyo=$ (kubectl get --raw ${_api)} | jg .resources);

* [lpocTeHbkumn

if [ "x5{ aruyol}l"™ = "znull"™ ]; then
« B1.27.2 ecTb 41 subresources echo:
echo

kubectl get

namespaces/finalize . .
apiservices/status

namespaces/status

nodes/proxy daemonsets/status

nodes/status deployments/scale
persistentvolumeclaims/status deployments/status
persistentvolumes/status replicasets/scale

pods/attach replicasets/status

pods/binding _ statefulsets/scale
pods/ephemgralcontalners statefulsets/status

pods/eviction horizontalpodautoscalers/status
pods/exec iobs/

ot =1l qronjo s/status

pods/portforward ]ObS{SFatUS L.

pods/proxy certificatesigningrequests/approval
pods/status certificatesigningrequests/status
replicationcontrollers/scale flowschemas/status
replicationcontrollers/status prioritylevelconfigurations/status
resourcequotas/status ingresses/status
serviceaccounts/token networkpolicies/status
SerV}ces/Pr°xy poddisruptionbudgets/status
services/status

. volumeattachments/status
customresourcedefinitions/status

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq, 18


https://stackoverflow.com/questions/57872201/how-to-refer-to-all-subresources-in-a-role-definition

BcTpeuaemM HecyLleCcTBYIOLLME resources LEKOH

C:\Users\d.evdokimov\Documents>kubectl.exe ——kubeconfig=configl27 get clusterroles system:certificates.k8s.io:legacy-unknown-approver —ojson
{
"apiVersion": "rbac.authorization.k8s.io/v1",
"kind": "ClusterRole",
"metadata": {
"annotations": {

"rbac.authorization.kubernetes.io/autoupdate”: "true"
},
"creationTimestamp": "2023-05-26T12:00:28Z",
"labels": {
"kubernetes.io/bootstrapping": "rbac-defaults"
},
"name": "system:certificates.k8s.io:legacy-unknown-approver",
"resourceVersion": "147",
"uid": "3cU75c99-TF19-UldTa-8660-T26e6c2al9T7+"
}
"rules": [
{
"apiGroups": [
"certificates.k8s.io"
1,
"resourceNames": [
"kubernetes.io/legacy—unknown"
1,
"resources": [
"signers"
T,
"verbs": [
"approve"
]
}

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq, 19



10aHC 6: MHOXeCTBO TUNOB B3aUMOOTHOLLUEHUN

triniti

audit2

crb-read-s
ecrets-global

test-rbac-graph1

unused

secret-reader

rb-secret-reader

sal-graph1

rb-pod-and-pod-
logs-reader

pod-and-po
d-logs-reader

crb-node-h

node-health-view ealth-view
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list-deployments

rb-list-de
ployments

rb-pvc-reader

pvc-reader

crb-monitoring-
endpoints

monitoring
-endpoints

aggregate-cron-

crb-aggregate-c
ron-tabs-edit

manager
monitoring

test-rbac-graph2

sa3-graph2

rb-configm
ap-updater

sa2-graph2

tabs-edit

morpheus

crb-monitoring

watch-depl
oyments

sa5-graph2
rb-watch-d
eployments

configmap-
updater2

unused-sa

sab-graph2

LEIKOH




HioaHc 7: Aggregated ClusterRoles

EcTb 3 BCTpOEeHHble ponu (Ha MomMeHT 1.27.2):
« admin
« edit

e View

C:\Usersh\d.evdokimowv\Documents=kubectl.exe —hubeconfig=config RBAC describe clusterrole monitoring

Name : monitoring

Labels: <none>

Annotations: <none>

PolicyRule:
Resources Non—Resource URLs
*, ® []

[*]

nodes/log []
nodes/metrics [1]
nodes /proxy []
nodes/stats []
signers.certificates.k8s.io [1]
signers.certificates.k8s.io []
signers.certificates.k8s.io [1]
signers.certificates.k8s.io [1]
leases.coordination.kss.io []
rolebindings.rbac.authorization.k8s.io [1]
roles.rbac.autherization.k8s.io []
configmaps [1]
events []
persistentveolumeclaims []
pods []
replicationcentrollers/scale []
replicationcontrollers [1]

MepBasa B Poccun koHdpepeHuma no bEsonacHocT KOHTEMHEpPOB 1 KOHTEMHEPHbIX cpeq,

apiVersion: rbac.authc
kEind: Cluste
metadata:
name: monitoring
aggregationRule:
clusterRoleSelectors:
- matchlabels:

kubernetes.io/bootstrapping:

rules: [] # The control plane au

T

"rbac-

LEIKOH

[* delete get list patch update watch deletecollection]

Resource MNames Verbs

[]

[] [x]

[] [*]

[] []

[] [*]

[] [#]
[kubernetes.io/kube—apiserver—client—kubelet] [approve
[kubernetes. io/kube—apiserver—client] [approve
[kubernetes.ic/hubelet—serving] [approve
[kubernetes.ic/legacy—unknown] [approve
[] [create
[] [create
[] [create
[] [create
[] [create
[1] [create
[] [create
[] [create
[1] [create

sign]
sign]
sign]
sign]
delete
delete
delete
delete
delete
delete
delete
delete
delete

deletecollection
deletecollection
deletecollection
deletecollection
deletecollection
deletecollection
deletecollection
deletecollection
deletecollection

get list patch update
get list patch update
get list patch update

patch
patch
patch
patch
patch
patch

update
update
update
update
update
update

get
get
get
get
get
get

list
list
list
list
list
list

watch]
watch]
watch]
watch]
watch]
watch]
watch]
watch]
watch]
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Policy Engine cnewuuTt Ha nomolub GEKOH

« [onutukun Kyverno onga pabotbl ¢ cywHoctamu RBAC (11 wTyk)

« Hawa nonutnka ong KOHTpona ponen ¢ aggregationRule:

apiVersion: kyverno.io/vl

kind: ClusterPolicy

metadata:
disallow-clusterrole-aggregationrule

validationFailurelActicon: Enforce
rules:
- name: check-clusterrole-aggregationrule

match:
resources:
kinds:
- ClusterRole
validate:
message: ; with aggregationRule is not allowed."
pattern:
X (aggregationRule): "null"

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq, 22


https://kyverno.io/policies/?policytypes=RBAC

HioaHc 8: CBon RBAC noBepx cTaHAapTHOro BEKOH

"Least-Privilege Kubernetes Authorization with OPA" - Charlie Cetin, Daniel Popescu, & Quentin Long

Least-Privilege Kubernetes
Authorization with OPA

Charlie Cetin

Daniel Popescu
Quentin Long

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq, 23


https://www.youtube.com/watch?v=f44tXX2uFZY&ab_channel=fwd%3Acloudsec

PekomMeHOaunMm v BbiBOObI

LEIKOH



PekomMmeHpaauun BEKOH

Bcerga nsy4vyanTe TO, YTO U C KaKUMU NnpaBamMun CTaBuUTe B KNactep
Mcnonb3ynte Kubernetes Audit Log
Ncnonb3yute nonutmku Policy Engine onga pecypcos RBAC

Mcnonb3ynTte MoLlb 1 rnbkocTb Kubernetes

MepBasa B Poccun koHdpepeHuma no bEsonacHocT KOHTEMHEpPOB 1 KOHTEMHEPHbIX cpeq, 25



BoiBOADbI BEKOH

RBAC Kubernetes npocTton Tonbko ¢ BUAY U UMEET MHOTO HEOYEBUOHbIX MOMEHTOB

N3-3a npobnem ¢ RBAC HaHecTu Bpen, cucteme Kyga npoile, Yem yepes ya3BMMOCTb
cepBUca

KoHTponuposaTb RBAC HeEOOX0OMMO NOCTOAHHO/HEMPEPbIBHO

bnaropaps neknapatueHom npupoge Kubernetes n pacwupenmio yepes Kubernetes
operators MOXHO caenaTtb bonee rmbkKyio CUCTEMY aBTOPU3aLUK

26
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NMone3Hbie MmaTepuanbl BEKOH

« "“RBAC to the Future: Untangling Authorization in Kubernetes” - Jimmy Mesta, KubeCon+CloudNativeCon 2023
« “Cracking Kubernetes RBAC Authorization (AuthZ) Model (2022)” - Arthur Chiao, Blog

« “Assign permissions to an user in Kubernetes. An overview of RBAC-based AuthZ in k8s” - Federico Carbonetti

« “Kubernetes Privilege Escalation: Excessive Permissions in Popular Platforms” - Yuval Avraham, Shaul Ben Hai

« “Role Based Access Control Good Practices” - Kubernetes documentation

« “RBAC” - unofficial Kubernetes documentation

« “Kubernetes RBAC 101" - Oleg Chunikhin

« rbac.dev - github rep

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq, 27


https://www.youtube.com/watch?v=3bE7o0-1CHY&ab_channel=CNCF%5BCloudNativeComputingFoundation%5D
https://arthurchiao.art/blog/cracking-k8s-authz-rbac/
https://faun.pub/assign-permissions-to-an-user-in-kubernetes-an-overview-of-rbac-based-authz-in-k8s-7d9e5e1099f1
https://www.paloaltonetworks.com/resources/whitepapers/kubernetes-privilege-escalation-excessive-permissions-in-popular-platforms
https://kubernetes.io/docs/concepts/security/rbac-good-practices/
https://unofficial-kubernetes.readthedocs.io/en/latest/admin/authorization/rbac/
https://www.cncf.io/wp-content/uploads/2020/08/2020_04_Introduction-to-Kubernetes-RBAC.pdf
https://rbac.dev/
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