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LGEKOH

- 10 net ctaxa B DevOps

- D et cTaxa npenogaBaHus

- AsTOp KaHana “AgMWHMM C
BykBoin”

- Crartbu Ha Habr

- 13 npoBegeHHbIX CTF

- Jlekuun Ha YouTube

%% CnNUTn
CutruMobumn APANB =1 ZONE

Cybersecurity
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https://habr.com/ru/users/bykvaadm/posts/
https://www.youtube.com/@linuxtalks3773/videos

O yem NoUaeT peyb B AokKMage LEKOH

1) YT0 Takoe kKoHTenHepHas OC u kakne bbiBatoT

2) Kakne 6eHedoutbinmeet Flatcar gns Otaoena ObecnevyeHns besonacHoOCTH
3) Kak BHegpsaTtb Flatcar B nHgpacTpykTypy

4) Kak paspabatbiBaTb KOHUIM NnepBnYHON HacTponkn OC

5) Kak gennoutb Flatcar B nHdpacTpyKkTypy

6) Kak obHoBNATL Flatcar

7) Kak sanyckatb npunoxeHus B Flatcar
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LGEKOH

UTto Takoe koHTenHepHasa OC
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OcHoOBHbIle Te3ucbl KoHTenHepHoun OC GEKOH

e CosgaHbl 4N aBToMaTu3auum, a He ans yernoseka
o OTcyTcTBME NMPUBLIYHBLIX 4OCTYMNOB
m Henb3s noctaBnTb copT, MOXET ObITb 0e3 shell
m YMmeHblleHune configuration drift
e [logaepxka onTumManbHOM paboTbl C KOHTEMHEPAMN U3 KOPOOKN
® YMEHbLUEHHbIN pasmep
o Bblcokasa cKOpoCTb pa3BeEPTLIBAHUA
o YObpaHo BCE nuiiHee
e [loBbllWeHHbIE TpeboBaHusa oT Nb
o Hanunune atomMapHbIX U YacTbliX OOHOBNEHNN

o Read-only dbannosas cuctema (rge Kak)
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[Mpmepbl KOHTEeHepHbIX OC LGEKOH

Talos Linux

\!//

Container-Optimized OS

The Kubernetes Operating System
Bottlerocket

Linux-based host operating system
optimized to run containers

IR
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Flatcar BEIKOH

A community Linux distribution designed for container

workloads, with high security and low maintenance
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Flatcar OC BEIKOH

e MuHumanbHbIn 06pa3 OC BKNOYAET TOSMBLKO YTUNNTLI 4N 3anycka KOHTEMHEPOB

e HuKakux MeHeXepoB NakeToB U NPOBIeEM C KOHCUCTEHTHOCTBIO KOHGUIrypaLuni

e ABTOMaTM3NPOBaHHbIE aTOMapHble OOHOBNEHNA NO3BONSAIOT MOSyYaTh B KpaTyanLime CpoKM nocnegHue
OOHOBMNEHUSI C BO3MOXXHOCTbLIO OTKaTUTbLCS Ha3az;
3 KaHana obHoBMEHNN ANs MakcMManbHO KOMGOPTHOIO OLYLLIEHUS 3aLLULLEHHOCTM N CTabUNbHOCTU

e BcTpoeHHbIN ignition

e Read-only ana cuctemHblx pasgenos, Ho Read-Write ans MecT, Kyaa MOXXHO NOMOXUTb KoOHUrn,

N3MeHsieMble JaHHble unu portable ncnonHsaemble dansol
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LGEKOH

beHeduTbl Flatcar ona Vb
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Flatcar ¢ Touku 3peHunna b LEKOH

1) onummn nodev, noexec, nosuid, 3anncb B MHOrME pa3aenbl 3anpeLleHa
2) HacTtpomka ssh, pam, profile.d, login.defs, sysctl - kak 06bI4HO

3) OTCYTCTBYHT JIULLUHNE CEPBUCHI - YMEHbLUEHHAs MOBEPXHOCTb A1 aTaku
4) auditd, selinux - eCTb 1 MOXXHO HaAcTPOUTb

5) *syslog*, *beat* - B docker

6) aTtomapHble OOHOBIIEHUS
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LGEKOH

Kak BHegpaTb Flatcar
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JTanbl BHEOPEHUS LGEKOH

1. AHamu3 nnowagku, rae byoem pasmewiats BM
a. Kakou runepsusop/obnako ncnonb3yercs
b. kakyl aBTOMaTmMsauuto yctaHoBku BM mbl MoxXem cebe no3BonuThb (BKIoYasi MOAroTOBKY U
cumTbiBaHue ignition/cloud-init)
C. Kak 6ynem obHoBNATL GasoBbIM 06pa3

2. Kakue npunoxeHus nnaHUpyeTcs 3acensTb
a. docker, containerd
b. portable (pypy, Hanpumep, nnn go/c binary)

3. K10 1 kak byaoet obcnyxusate OC
a. obHoBneHne OC (aBTOMATUKOW UK py4Kamm)
b. wn3mMeHeHue pecypcoB (aBTOMATUKOM U pyvkamn, ¢ pebytom nnm 6e3)
C. MOHUTOPUHT (node exporter in docker)

4. Ayaut cooTtBeTcTBUS Flatcar Bawmm maHmndectam n TpeboBaHnsiM 6€30nacHOCTU
a. [popaboTka cTokoBoro obpasa Bawumm TpeboBaHusm Hactponkn OC

b. paspaboTka cnocoboB YyCTaHOBKN CUCTEMHbIX areHToB (norn, EDR, ...)
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[Tpobnembl BHEOQpEHUS BEKOH

1. Bpewmg, 3arpaymBaemoe coTpygHUKamMm Ha n3yydyeHne HOBOW TeMbI
2. [lpuBbikaHne K HOBOM napagurme
3. OrtcytcTBUE HEKOTOPbIX debug-yTnnuTt n nHTepnpeTnpyemMblx si3blKoB, Hanpumep, python

4. Henb34a npocTo Tak B3ATb N MOMEHATb HEKOTOPbIE KOHAIUIU MPUBBLIYHBLIM MYTEM
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LGEKOH

Kak nucatb Ignition KoHQUrn
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Kak nucatb KoHduru ignition LEKOH

[na HanucaHus ignition KOHUra Ncnonb3yeTcs NPOMEXYTOYHas yTunmTa butane

Kak BbIrmaguT npouecc:

YAML -> butane -> JSON

[Moyemy 2 aTtana?

1) nwncatb Ha YAML npowe

) pononHuTenbHoe BanuanpoBaHue Bawero YAML oo Toro kak oH nonaget B run-time

) JSON npoule obpabaTtbiBaTh Npu passopavnsaHum BM

) B pe3ynbTUpYLWEM AOKYMEHTE HEKOTOPbIE 3HaYeHNs napamMeTpoB 6yayT B hopmaTte “url encode”

AW N
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[pmep HACTPOUKM Nonb3oBaTeNnen LGEKOH

"passwd": {

"users": [
{
"name": "core",
"passwordHash": "{{ esxi_vm_core_password_hash }}",

"sshAuthorizedKeys": [
"{{ esxi_vm_core_ssh_key }}"
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[MpmMep HACTPOUKN CUCTEMHbLIX KOH(PUIOB LEIKOH

"files": [
{
"filesystem": "root",
"path": "/etc/hostname",
"contents": {

"source": "data:,{{ esxi_vm_name }}%0A",
"verification": {}
¥
"mode": 420
¥
n
"filesystem": "OEM",
"path": "/grub.cfg",
"contents": {
"source": "data:,set%20linux_append%3D%22net.ifnames%3D0%20%22%0A",
"verification": {}
F,
"mode": 420
¥,
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LGEKOH

Kak gennountb Flatcar




OT1kyaa bpaTtb 0bpasbl LGEKOH

https://stable.release.flatcar-linux.net/amd64-usr/3510.2.1/

-  AWS

- QEMU

- OpenStack
- DigitalOcean
- Exoscale

- CloudStack
- GCE

- Parallels

- VmWare

- Virtualbox

- Xen

- Nifty Cloud

EcTb aBTOyCTaHOBLUUK OS5l HakaTbiBaHUS ¢ live-obpasa, AMD n ARM oungel
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Uem gennouTtb Ha cepBepa LEKOH

1) 1SO

2) roToBbl cOBpaHHbIN 06pas - 3arpy3nTb LWabnoH 1 pasBopaynBaTb U3 HEro
3) ckpvnTt flatcar-install ans live-yctaHoBok

4) PXE /iPXE

Bce 910 MOXXHO aBTOMaTM3MpPOBATL NO-pa3HOMY, CaMbIi MPOCTON Cnocob -

1) 3arpysmTb rotoBbI/ BUNA NO4 HY>KHbIA rMNepBU3op
2) ~cospgatb WabnoH BMpPTyanbHOW MalUMHbI U3 Bunaa
3) pasBopauymBaTb U3 Hero 100500 BM ¢ nomouwubto Ansible nnu Terraform
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Kak pasBopauuBarth flatcar Ha npumepe vmware LEIKOH

- 3arpyxaewm rotoBbin vmdk ang vmware
- bepewm B pykn Ansible (MoxHo n terraform, He BaXkHO)
- [lnwem Tack, KOTOpbIN pa3BepHET BUPTYarKy:

- name: create virtual machine
community.vmware.vmware_guest:

hostname: "{{ vcenter_hostname }}"
username: "{{ vcenter_username }}"
password: "{{ vcenter_password }}"
template: "{{ esxi_vm_template }}"
datacenter: "{{ esxi_vm_datacenter }}"
cluster: "{{ esxi_vm_cluster }}"

name: "{{ esxi_vm_name }}"
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NoaknaabiBaem ignition BupTyanke LGEKOH

- name: update vm options
environment:
GOVC_URL: "{{ lookup('env', esxi_vm_datacenter+'_GOVC_URL') }}"

when: first_time.stdout == "" and esxi_vm_state != "absent"

command: "govc vm.change -vm {{ esxi_vm_folder }}/{{ esxi_vm_name }}
-e=questinfo.ignition.config.data.encoding=baseb4
-e=guestinfo.ignition.config.data={{ ignition }}"

delegate_to: localhost

connection: local

become: False
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NMpumep gennoa anga sbercloud u terraform BEKOH

resource "sbercloud_compute_instance" "vm" {

count = var.instance_count

name = "${var.vm_prefix}${var.vm_name}-${count.index+1}.${var.env}.${var.domain}"

user_data = "#cloud-config\nhostname: ${var.vm_prefix}${var.vm_name}-${count.index+1}.%${var.env}.${var.domain}"
image_id = data.sbercloud_images_image.flatcar.id

flavor_id = data.sbercloud_compute_flavors.myflavor.ids[0]

security_groups var.security_groups

availability_zone data.sbercloud_availability_zones.myaz.names[0]

var.system_disk_type

system_disk_type
var.system_disk_size

system_disk_size
key_pair = var.key_pair
tags = var.tags
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LGEKOH

Kak ooHoBnaTb Flatcar




Kak oOHOBNATH

Status check

LGEKOH

# manual release check here: https://kinvolk.io/flatcar-container-linux/releases/

cat /etc/os-release
update_engine_client --status

Force update to latest release in channel

update engine_client --reset_status
update _engine_client --check for_update
sleep 30

update engine_client --update
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&8 Flatcar Node About the update

flatcar
update
agent.

Set reboot-
needed
annotation

— 1 Check for
6 update _ updates

send | engine — | Upcate

i Server
reboot service

signal 7 ) Boot with partition B

2 /| Download new

p . . ‘J g ¢
PartitionA‘ Bartltlon image
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LGEKOH

Kak 3anyckatb NpunoXeHus




Kak 3anyckaTb NnpunoXxeHus

[Mpumep 3anycka docker c grafana

1) Bce 4TO 3anyckaem - onucobiBaem B
systemd unit dpannax

2) Wcnonb3yem BCcAKMe nosiesHble
Pre-Post Exec

3) YpobHas wabnoHusauma uMeHu
KOHTenHepa ¢ %N = nma cepsuca

4) KoHTponb nepesarnycka - Kak, Koraa,
Kak 4YacTo, utn.

5) OctanbHble 1000 napameTpoB
systemd

€CJI1 CNOXHO - BOCMNOSb3yNTECH
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[Unit]
Requires=docker.service
After=docker.servic

StartLimitIntervalSec=0

[Service]

EnvironmentFile=-/etc/defa

ExecStartPre=-/usr/bin/docker rm

ExecStart=/usr/bin

ExecStartPost=-/opt/bin/consul-service register

EXeCStop: 1

ExecStop=-/usr/bin/docker stop %N

Restart=always
RestartSec=10
KillMode=process

[Installl]
WantedBy=multi-user

LGEKOH
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https://mysystemd.talos.sh

- BEKOH

3aknyeHue




3akKknro4vyeHume

Ooowee! Kypo4ka No 3epHbILLKY, a B UTOre:

3amMeyarternibHas aBToMaTmu3aums
yBenuyeHne CKoOpocTu pasBepTbiBaHUSA U JOCTaBKU
YMEHbLLUEHNEe NOBEPXHOCTU aTaku
NMMYTabenbHOCTb KOHPUIOB

MOHUTOPUHT

norvpoBsaHue

A rnaBHoe - 6e30TBETCTBEHHbIM COTPYAHMKAM ropa3fo CroXXHee XepoBEPTUTb
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LGEKOH
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