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Intro

Nnun 3auem HY*XHa 3Ta Npe3eHTauund

Bokpyr mHOro o6s1akoB B uenom u kubernetes B YacTHOCTH

Zero-trust networks

HoBble cepBUCbl XOYETCA BblKaTblBaTb KaK MOXHO CKopee

* MHOro HOBbIX Yrpo3



HemMHOro Tesmcos

A BOT O Uem norosopum

* Kak obecneumnTb 6e30nacHOCTb 6a30BbIX KOMMNOHEHT KakK k8s,
TaK M MHPPACTYKTYPHbIX Ha YPOBHE CETEBbIX MONNTUK

* KaKMmm MHCTpyMeHTaMM BOCMNO/1b30BaTbCA

* [lenaem NOAUTUKU OANH Pa3 U OHU NOAXOAAT ANA BCEX
NPOAYKTOBbIX CEPBUCOB, KaK TEKYLLMX, TaK N ByayLLMX



cnl

* Jlyywe Bcero Ham noaomnayt cilium nan
calico

* [OHMMaHMe TOro Kak paboTatoT Halu
NHPPACTPYKTYPbl KOMMNOHEHTbI

* MHOro BpemeHu Ha co3agaHune
N ynydlieHne ceteBon 6esonacHoCTm

APl GROUP NAMESPACED KIND

cilium

cilium.io false CiliumClusterwideNetworkPolicy
cilium.io true Cilium NetworkPolicy
networking.k8s.io true NetworkPolicy

calico

crd.projectcalico.org false GlobalNetworkPolicy
crd.projectcalico.org true NetworkPolicy
networking.k8s.io true NetworkPolicy

weave

networking.k8s.io true NetworkPolicy

kube-router

networking.k8s.io true NetworkPolicy

flannel

networking.k8s.io true NetworkPolicy (He yMEET!)




be3 yero Ham TOYHO He cNPaBUTbLCA?

be3 DNS
DNS v nonntuku: Kak caenatb:
° Bbl HUM TOYHO noJsibsyetecCb A/714 CBOUX * MNOJANTUKWN OO0J1XKHbI ObITb npnMmeHmnmMmbl KO
MHPPACTPYKTYPbl KOMMOHEHT BCeM KOMMNOHEHTam
° BalUX NO/b30BAaTENM €r0 TOYHO ° HaAo HanucaTb OAWH pas3

MNCNONb3YIOT



1 apiVersion: cilium.io/v2
2 kind: CiliumClusterwideNetworkPolicy
3 - metadata:
4 name: dns-policy
5- spec:

endpointSelector: {}

egress:

- toEndpoints:
- matchLabels:

10.kubernetes.pod.namespace:

toPorts:
- ports:
- port: "53"
protocol: UDP
- port: "S53"
protocol: TCP

kube-dns

1 apiVersion: cilium.io/vZ2

2 kind: CiliumClusterwideNetworkPolicy
3 - metadata:

4 name: dns-policy

5- spec:

6 endpointSelector: {}

/ egress:

8- - toEntities:

9 - cluster

10 - toPorts:

11- - ports:

12 - - port: "53"

13 protocol: UDP
14 - - port: "53"

15 protocol: TCP




ba3oBble NONNTUKK
DNS apiVersion: cilium.io/v2

kind: CiliumClusterwideNetworkPolicy
metadata:
name: simpleDnsPolicy
spec:
npOCTaﬂ I'IO}WITMKa, NNerko nmueTca endpgj_ntSe]_ector; {}

egress.
MpuMmeHsieTcs cpasy Ko Bcemy - toEndpoints:

Knacrepy — matchLabels:
k8s:io.kubernetes.pod.namespace: dns

HeT HEO6XO,£I,VIMOCTVI B HaCTpOVIKe KSS:app.kubernetes.}Oflnstance: core-dns
k8s:app.kubernetes.io/name: core-dns

AnAa KaxXaoro HoOBoro KOMMoOHeHTa toPorts:
- ports:
- port: "53"
protocol: UDP
- port: "53"
protocol: TCP




A Tenepb
YCNOXHUM

He TaK y* 1 CNOXHO

MomoraeT dGuNbTPOBATL 3aNPOCHI
Mo 30HaM

Morkem co3gasaTtb rmbkme npasuaa u
NaTTePHbI C NPUBA3KON K MPOTOKOAM,
Hanpumep

apiVersion: cilium.io/v2
kind: CiliumClusterwideNetworkPolicy
metadata:
name: zoneDnsPolicy
spec:
endpointSelector: {}
egress:
- toEndpoints:

- matchlLabels:
k8s:10.kubernetes.pod.namespace: dns
k8s:app.kubernetes.io/instance: core-dns
k8s:app.kubernetes.io/name: core-dns

toPorts:

— ports:
- port: "53"
protocol: ANY
rules:
dns:
- matchPattern: "x.internal.zone"



Tak 6e3onacHee

apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: verySecure
namespace: test-app-ns

spec:
endpointSelector: {}
egress:
- toEndpoints:

- matchlLabels:
k8s:io.kubernetes.pod.namespace: dns
k8s:app.kubernetes.io/instance: core-dns
k8s:app.kubernetes.io/name: core-dns

toPorts:

- ports:
- port: "53"
protocol: UDP
rules:
dns:
- matchPattern: "x.internal.zone"
- toFQDNs:

- matchName: "safety.internal.zone"
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Gitlab-
HalleBce-runner

* [lpocTenwmnm BapnaHT NOJIUTUKMU

* [locTtyn no ip agpecam
He Ny4YlnUN BapUaHT

apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: gitlab-runner-shared.egress.to.gitlab
namespace: executors
spec:
description: access from gitlab-runner-shared instance to gitlab
egress:
— toCIDRSet:
- cidr: 10.0.0.1/32
- cidr: 20.0.0.2/32
— cidr: 30.0.0.3/32
toPorts:
- ports:
- port: "443"
protocol: TCP
endpointSelector:
matchLabels:
k8s:app.kubernetes.io/instance: gitlab-runner-shared
k8s:app.kubernetes.io/name: gitlab-runner-shared
k8s:io.kubernetes.pod.namespace: executors
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A ecnun y Hac calico

apiVersion: crd.projectcalico.org/vl
kind: NetworkPolicy
metadata:
name: allow-gitlab-runner
namespace: executors

spec:
\(f'\\ selector: gitlab-runner-instance == gitlab-shared
\ order: 10
\V‘///) egress:
- action: Allow
NOAENATHD -
n protocol: TCP
destination:
nets:
He ctout ’PYCTUTL, BCE TaK XKe NPOCTO - 10.0.0.1/32
- 20.0.0.2/32
Bblaaem AOCTYMN NO HaWknm agpecam - 30.0.0.3/32
o ) ports:
CUHTaKcUc \ cilium un calico oyeHb noxox — 443
- types:
I'Iepexo,u, C O4HOro cnl Ha Apyrou - Egress

A40BOJIbHO UHTYUTUBEH B K/ZTHOYE NMOJIUTUK
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A Kak ke fgdn?

0 00 ~J o U b WN PR

NN B R R B R B R BB
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apiVersion: projectcalico.org/vl
kind: NetworkPolicy
metadata:
name: alertwebhook.egress.to.external.vault
namespace: vmalert-ns
spec:
tier: security
selector: app == "alertwebhook"
order: 90 \/f;
types:
- Egress
egress:
- action: Allow
protocol: TCP
source:
selector: app == 'alertwebhook'
destination:
domains:
- 'vault.server.com'
ports:
- 8200

1 , apiVersion: cilium.io/v2

P kind: CiliumNetworkPolicy

3 metadata:

4 name: alertwebhook.egress.to.external.vault
5’ namespace: vmalert-ns

6 spec:

7 endpointSelector:

8 matchLabels:

9 k8s:app.kubernetes.io/name: alertwebhook
10 egress:
11 — toFQDNs:
12 - matchName: vault.server.com
13 toPorts:
14 - ports:
15 - port: "8200"
16 protocol: TCP

a
d
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Legacy n L/

* [MoNUTUKK BHEeApPAIOTCA
* [1BU)Kemcsa B cBeT/I0e byayliee

* Jleracu cepBucbl, JopabaTbiBaThb
nonro/poporo/nexb

IWed, ycé np

=

€
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Nnn He Bce?

[MonnTnkn ana L7 Hac cnacyTt

N paxke nomoryT ¢ aBTopu3aumnen
3anpocosB

Morkem BblbupaTb KOMBUHAUMM NYTEN U
TUMNOB 3aNPOCOB

Moem npoBepATb MeTaZlaHHble AN
Ka*Kkaon KombunHauum

apiVersion: "cilium.io/v2"
kind: CiliumNetworkPolicy
metadata:
name: "17-rule"
namespace: verySecure
spec:
endpointSelector:
matchLabels:
app: myService
ingress:
— toPorts:
— ports:
- port: '80°
protocol: TCP
rules:
http:
- method: GET
path: "/pathl"
- method: PUT
path: "/path2"
headers:
- 'X-My-Header:

true'
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KadKa. lpedPHeBaA KadKa

1 apiVersion: "cilium.io/v2" . ainers%orll: "cilium.io/lv}!"

2 kind: CiliumNetworkPolicy g ki:d; :1llumNetW0r‘kP01le
metadata:

3 I L GIEE 4 name: "rulel"

4 name: "rulel" 5 spec:

5 spec: 6 description: "darth tum tududum"

6 description: "star wars" vi endpointSelector:

7 endpointSelector: 8 matchLabels:

8 matchLabels: 9 app: kafka

9 app: kafka 10 ingress:

10 ingress: 11 — fromEndpoints:

11 - fromEndpoints: 12 - matchLabels:

12 - matchLabels: 13 app: empire-hq

13 app: empire-hq 14 toPorts:

14 toPorts: 15 = [l

15 — ports: 16 - port: "9092"

16 — port: "9092" g rui’ng"ml: Ter

17 protocol: TCP 19 kafka:

18 rules: 20 — apiKey: "apiversions"

19 kafka: 21 - apiKey: "metadata"

20 - role: "produce" 22 - apiKey: "produce"

21 topic: "deathstar-plans" pX; topic: "deathstar-plans"

22 - role: "consume" 24 - apiKey: "produce"

23 topic: "empire-announce" 25 topic: "empire-announce"



N ewle HEMHOro NPo Kadky

[ntocel:
* yrnybnsemca Ha YpoBeHb cepBuca

° pasrpaHuMyYMBaem AO0CTYMbl HALIKX
NPUNOXEHMIN K KOMMYHanbHOU Kadke

°  WMPOKUE MONNTUKM NO POISIM
n cynep rubkme no Kayam api

MuHycbl :

¢dunya noKa B bete

BpeMA Ha HalnncaHme Takoro poaa
NOJINTUK
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Ryga 3To
BCE CNOXUTb

* B git KoHeYHO

* AKTMBHO ncnonb3ayem wabnoHmsaTopsl

* MaKcMmanbHO YyHUOUUMpPYyeEM
NONUTUKN

: crd.projectcalico.org/vl
: NetworkPolicy

: default.ingress—{{ .Release.Name }}-webhook-api

- Ingress
= : Allow
: TCP

{{- toYaml .Values.global.networkAddresses.masters | nindent 6 }}

- 8443
: 90
: app == '{{ .Release.Name }}' && gatekeeper.sh/operation == 'webhook'
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OcTanocb He 3anyTaTbCA

XpaHMM MaKCUMa/IbHO rPaHyAsipPHO

Ncnonb3yem oAMH UCTOYHUK NpaBabl

MoNNTUKM He A06aBAAIOTCA PyKaMM

YHpaBneHme BCeraa rno6aano, npnMmeHAEeTCA KO BCEM

19



YTO e nonydymnnocb

* BHeapus ceTeBble NOMNTUK AN MHPPACTPYKTYPHBLIX KOMAOHEHT Mbl
CMOT M NOBbLICUTb 6e30MacHOCTb KnacTtepa

* YactnyHo obesonacuam neracu NpuUIoKeHUs
* [onyunnmn xopouwee obcepBabuNNUTH ceTeBbIX B3aMMOAENCTBUM
* Hayymnucb nyywe NOHMMATb, KaK paboTaeT Hawa MHPPACTPYKTYpPa

* Cymenu nocTtpouTb zero-trust
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NTor

[MONUTUKM TOYHO CTOUT UCMO/Ib30BaATb,
XOTA Obl ANA 4YAaCTU KOMMNOHEHT
Knacrepa.

A 3HaHUA nosiydyeHHblE
B npouecce — AOKYMEHTUPOBATb

Xopoluasa 3KOHOMUA BPEMEHMU

B byayLem — OAMH pa3 nuilem

N OT/IAXKMBAEM NONUTUKY — NPUMEHAEM KO
BCEM KJlacTepam
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Xouy 60blue 3HAHUN

bonble npumepoB NOAUTUK

Kak caenatb Deny all nonntuku B 3xMBom Knacrepe

NetworkPolicy — poaHon mexceTteBon aKkpaH Kubernetes
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https://github.com/avernusalex/cilium-basic-policies
https://www.youtube.com/watch?v=ctbWwaNFUbg
https://www.youtube.com/watch?v=uc-pph_z76Y&ab_channel=PositiveEvents
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mailto:avernusalex@gmail.com
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