7 nioHn 2023 @ Mockea, MUK 3UJ1

___uiBEKOH™

[NepBas B Poccuun KoHpepeHums . .
no bEsonacHoctn. KOHTENHEpPOB 1 KOHTENHEPHbIX Cpeq,

AppArmor un Kubernetes: HacTpoiika
3 NPOaKTUBHOM 3alWmUThl -
~ ans 6e30MacHOCTH I

Ka

| - Cepren

R&D/Container secu



whoami BEIKOH

e R&D / Container Security B Luntry

e Cneumanmampytocb Ha 6€30MnacHoOCTU
KOHTenHepoB 1 Kubernetes

e Cnukep PHDays, VolgaCTF, HackConf,
CyberCamp

e PepakTop Tenerpam kaHana @k8security
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https://luntry.ru/
https://t.me/k8security

Agenda LGEKOH

e Linux Security Modules (LSM)

e AppArmor - B Kybepe 1 3a ero npegenammu
e [oTOBUM AppArmor npodunu

e [lebar n noruv npodpunen

e [locTaBka npodunen

e Tips & Tricks
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Cyber-Kill Chain LGEIKOH

BHewwHas BoopyxeHune [locTaBka BHewHee YcTaHoBKa Mony4yeHune [encteus
pasBenka 3apaxeHune ynpaBneHus BHYTPU ceTun

MepBas B Poccum koHbepeHums no bBEsonacHocT KOHTENHEPOB M KOHTEMHEPHbIX cpefq, 4



Cyber-Kill Chain

BHewwHas BoopyxeHune [locTaBka BHewHee
pasBefnka 3apaxeHune

Prevention

MepBas B Poccum koHbepeHums no bBEsonacHocT KOHTENHEPOB M KOHTEMHEPHbIX cpefq,

YcTtaHOBKa

[MonyyeHne
yrnpaBneHus

Jencteus
BHYTPU CETU

LGEKOH



Cyber-Kill Chain

CRORORE

BHewwHas BoopyxeHune [locTaBka BHewHee
pasBefnka 3apaxeHue

Prevention
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YcTtaHOBKa

[MonyyeHne

Jencteus

ynpaBneHus BHYTPW CeTH

PROACTIVE

Before Threat
- Detection

Locates & corrects your System’s
potential vulnerabilities before they
can be exploited & an attack can occur

« Threat Hunting

- Staff Training

« Proactive Network Monitoring
« Proactive Endpoint Monitoring
- Ethical Hacking

REACTINE |~

After Threat

Detection -

Bulks up your defenses against
common attacks and defends against
attacks that have already happened

- Firewalls

« Spam Filters

« Ad Blockers

- Password Protections

- Antivirus or Anti-Malware Software




LGEKOH
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LSM - Linux Security Modules . —DEEH
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LSM - Linux Security Modules

~IKOH

NMpu3Hak cpaBHEeHus AppArmor SELinux

YnpaBneHne oocTynom Path based Files labels based

MNopnepxka OC Ha 6ase Ubuntu, SUSE Ha 6ase RHEL/Fedora

BoamMoXHOCTH OrpaHn4ymBaet OrpaHn4mBaeT TO, Kak
orpaHunyenuns B Kubernetes npoucxoasuee BHYTpU KOHTENHep obLiaeTcs ¢
KOHTenHepa Nodes
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LGEKOH

AppArmor
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AppArmor LEKOH

o OrpaHmyeHune gocTyna K pecypcam:
o Linux capabilities
o Network access
o File permissions

e Ectb deny, allow n audit rule

AppArmor npodunb - 9T0 HAbOPp NpaBun

o Cam npodunb 3arpyxaertcs B 4400

e Pabotaet B oBYX pexumax — Enforce n Complain
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AppArmor B Kubernetes GEIKOH

e [NoppoepxunBaetcsa c Bepcun Kubernetes >=1.4

cat /sys/module/apparmor/parameters/enabled

e TpebyeTca noggepxka oT camon Host OS u y

container runtime

YAML manifest

deny/** w i denied by profile,
i requests fails

DR © [ oo e
e AppArmor OoMmKeH OblTb YCTaHOBNEH U | weankpphmor |
kubelet abiaca containenapparrf)or.security.
3anylieH Ha scex Nodes (ubelet reads n S
e AppArmor p;oﬁles
o Mpodunnb NpUMeHaEeTCa K KOHTENHEPY C Nureres
1 Profile 9
HOMOLLI,b}O annOtathnS i If pod requests action

container.apparmor.security.beta.kubernetes.io/<container_name>: <profile_ref>
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NMpumep npodunsa | | | N BEKOH

#include <tunables/global>

profile docker-nginx flags=(attach_disconnected,mediate_deleted) {
#include <abstractions/base>

network inet tcp,
network inet udp,
network inet icmp,
deny network raw,
deny network packet,
file,

umount,

deny /bin/x* wl,

ceTeBble OrpaHN4YeHnd

BbiCTaBJ/iIEeHUE
pa3peleHnn Ha Qaunbl § audit /5 v,
/var/run/nginx.pid w,

/usr/sbin/nginx ix,
orpaHmnMyYeHmsa Ha { deny /bin/dash mrwklx,
}

© deny /bin/sh mrwklx,
3anycK buHapemn

deny /usr/bin/top mrwklx,

capability chown,

capability dac_override,
capability setuid,
capability setgid,
capability net_bind_service,

Ha3HayeHue capability
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NMpaea Ha pannbl

o I -yYTeHue

o W = 3anuchb

o iX — HacnegoBaHWe BbIMOMHEHUS

o a - 3anucb B KoHeL, panna

o k- bnokmnposka ¢panna

o |- cospaHne cuMnNMHKOB

s M - 3arpyaka buHapemn B namaTtb

o CX - nepexon B Npodunb HUXKHETO YPOBHS
NPW BbIMONHEHUN

o Cx - nepexof B Npodunb HUXHErO YPOBHS

C OYNCTKOW NEPEMEHHbIX OKPYXEHUS

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocT KOHTENMHEPOB 1 KOHTEMHEPHbIX Cpeq,

LGEKOH

pPX — TpebyeTca onpeneneHue
ONCKPEeTHOro npodunsg 6esonacHoOCTuU

PX — aHanorMyHo + oymcTka nepemMeHHbIx
OKPY>XXEHMUS

UX — He MPOoBepPATb 3aNyCK HOBbIX
npoLeccoB

UX — aHanorn4yHo + o4ncTka nepemMeHHbIX

OKPY>XXEHMUS
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LGEKOH

[OTOBUM Npodunu
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Kak nonyuutb pabounn npodunp? GEIKOH

1. CreHepupoBaTb Yepe3 gedonTHblie Tyn3bl — aa-genprof
2. Wcnonb3oBaTb CTOPOHHUE UHCTPYMEHTDI:
a. B KOHTekcTe K8S - ,
b. HE B KOHTEKCTE — ,
3. ObOyuynTbCsa Ha MOOENM MOBEeAeHUa NPUNOXEHNSA B KOHTENHEPE U

KOHBEPTMPOBaTb Moaenb B AppArmor npoduinb
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https://github.com/kubearmor/KubeArmor
https://github.com/kubernetes-sigs/security-profiles-operator
https://github.com/genuinetools/bane
https://github.com/slimtoolkit/slim

CraHpapTHbLIMM CpeaACcTBaMu LGEIKOH

[1ntoChbl: MWHYCHbI:
e [eHepauusa npodpunen n3 Kopobku e [eHepupyeT Nnpodunb ToNbKO “B MOMEHTE”
o [lOHMMaeT BCe BO3MOXHble npasa e He noHmnmaeT cyuHOCTH

KOHTEenHep/MnKkpocepBnc
e Bblicoknm nopor Bxoaa

Profile: /home/packt/appackt
Execute: /usr/bin/bash
Severity: unknown

(Dnherit / (Ohild / (N)amed / (U)nconfined / (X) ix On / (D)eny / Abo(r)t / (F)ini
sh
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CTOpOHHUE UHCTPYMEHTbI

[1ntocChl:

e Huakmii nopdr BXOOa

e [eknapatmsHo (CRD/YAML)

o [TOHMMaAIOT CYWHOCTH
KOHTEeNHepP/MUKPOCEPBUC

Armor

*OYeHb CbIpoOn, MHOIo Haros
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LGEKOH

- MUHYyCHbI:

e [eHepupyeT npodunb TONbKO «B
MOMEHTE»
o llcnonb3ayeT Tonbko ba3oBble NpaBa
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https://github.com/accuknox/discovery-engine/issues/687

Security Profiles Operator GEIKOH

apiVersion: security-profiles-operator.x-k8s.io/vlalphal
Seccomp  SELinux  AppArmor kind: AppArmorProfile
metadata:

Profile CRD Yes Yes Yes name: test-profile

annotations:
description: Block writing to any files in the disk.

ProfileBinding Yes No No

spec:
policy: |

Deploy profiles into nodes Yes .
#include <tunables/global>

Remove profiles no longer inuse  Yes

profile test-profile flags=(attach_disconnected) {
#include <abstractions/base>

Profile Auto-generation (logs) Yes
- . file,
Profile Auto-generation (ebpf) Yes
# Deny all file writes.
deny /¥*x w,

4

Audit log enrichment Yes
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AppArmor npodunb no behaviour model GEKOH

[Tniochi: MUHYCBbiI:
e bonee BbicoOKNM YPOBEHb TOYHOCTU e Bpewms O6yL|eHl/IF| 3aBNCUT OT NoBeOeHund
e Hunskmm nopor BXxoaa ° MCnOﬂb3yeM TONbKO H6a3oBble NnpaBa

e MoHMMaOT CYLHOCTH
KOHTenHep/MUKpocepBUC

#include <tunables/global>

profile k8s-apparmor-istio-proxy flags=(attach_disconnected) {
#include <abstractions/base>
file,
network,

deny /** x,

‘ Generate AppArmor Profile ’

/usr/local/bin/pilot-agent ix,
“‘ () Export ’ ‘ (4] import | /usr/bin/bash ix,

/usr/local/bin/envoy iX,

Download
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OO6LMe HIoOaHCDI BEKOH

- He octaBnanre BO3MOXHOCTU Nepe3anunucbiBatb UCNONHAEMbIE dannbl
- Deny npaBuna He MoryT ObITb NnepeonpeneneHbl Allow npaBunamu
. CaMo coboun npenBapuUTenbHO HYXXHO BCE OTNaguThb

- HyXHo kak-To gocTtaBnatb npodunm Ha Nodes
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LGEKOH

OTnaxwmsaem
npoPUNn
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Debug Z= | | i | AN BEIKOH
| anMeHﬂéM npocbmn»vl B Complain mode | | |
o apparmor-parser -C -W /path/to/profile
/etc/apparmor/parser.conf
o loglevel debug
/var/log/kern.log, /var/log/syslog,
/var/log/apparmor/*
Mcnonb3yem dmesg nnu journalctl
YTunutel n3 naketa AppArmor

o aa-status

o aa-complain

o aa-logprof

28,
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LGEKOH

[locTaBngaem
npoPUNn
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JloctaBka npodunen GEIKOH

AppArmor npodunn OoNXHbl ObITb PACKUHYTbI MO BCEM
Nodes, roe 3anyckaloTcs KOHTEUHEPDI
Kak 10 coenatb?

o Pykamu

@)

o Ansible/Chef/Puppet/Salt/...
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https://kubernetes.io/docs/tutorials/security/apparmor/
https://github.com/kubernetes/kubernetes/tree/master/test/images/apparmor-loader

LGEKOH

Tips & tricks
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AppArmor shebang bypass BEIKOH

profile testprofile { # cat /root/script.sh
file, #!/usr/bin/perl
capability, print "hi\n";
network,
unix, hi!l
signal,
/*¥* ix,

audit deny /usr/bin/perl rwxmlk,
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https://bugs.launchpad.net/apparmor/+bug/1911431

securityContext >> AppArmor GEIKOH

securityContext:
capabilities:
add: ["NET_ADMIN", "SYS ADMIN", "SYS MODULE"]
drop:
- all
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securityContext >> AppArmor GEIKOH

#include <tunables/global>

profile k8s-apparmor-example-caps flags=(attach_disconnected) {
#include <abstractions/base>

file,

deny capability net_admin,
deny capability sys_admin,
deny capability sys_module,

MepBas B Poccumn koHbepeHLms no BEsonacHocT KOHTENHEPOB M KOHTENHEPHbIX Ccpen,

29



securityContext >> AppArmor

root@mtkpi-pod:/run# capsh --print

WARNING: libcap needs an update (cap=40 should have a name).
Current: =

Bounding set =cap net admin,cap sys module,cap sys admin

MepBas B Poccumn koHbepeHLms no BEsonacHocT KOHTENHEPOB M KOHTENHEPHbIX Ccpen,

LGEKOH
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Ha camom pene HeT | BEKOH

root@ubuntu:/# unshare -UrmC bash # create new user and cgroups namespaces
unshare: unshare failed: Operation not permitted
root@ubuntu: /# |

MepBas B Poccumn koHbepeHLms no BEsonacHocT KOHTENHEPOB M KOHTENHEPHbIX Ccpen, 31



BoiBOAbI BEKOH

- Bokpyr AppArmor MOXHO MOCTPOUTb MOLLLHbIN prevention
- AppArmor OTNNYHO COYETAEeTCd C APYrMMNU MeXaHNU3MaMMN:
o Network Policy
o readOnly filesystem
o Distroless image
o Policy Engine

.  Kak n niobas gpyras TexHonorunsa TpedyeTt BpeMeHn Onsg u3yyeHus
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MoneaHble CCbhIJIKMN BEKOH

(mokymeHTauusa K8S)
(bnoroBas 3ameTtka npo AppArmor & K8S)
(wiki Ubuntu)

(BMOeo rana Ha pycckom )

(cBexumn goknapn ot The

Linux Foundation)

(Npo Harpysky)
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https://kubernetes.io/docs/tutorials/security/apparmor/
https://den1z.sh/blog/kubernetes-apparmor/
https://wiki.ubuntu.com/DebuggingApparmor
https://www.youtube.com/watch?v=zUjPPbGU03s
https://www.youtube.com/watch?v=OzyalrOzxE8
https://zatoichi-engineer.github.io/2017/11/14/apparmor.html
https://unix.stackexchange.com/questions/73515/does-apparmor-decrease-the-system-performance
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