© Mocksa, MUK 3UJ1

BEKOH™:

[NepBas B Poccum koHpepeHums
no bEsonacHoctu KOHTEMHEPOB N KOHTEMHEPHbIX cpen

KoHuenuusa Cluster-API unu Kak passopatuaTb
6e30nac|-|b|e knacrepa

MyTvank OMuTe

Benyuwiunn nHxeHep VK



060 MHe LEIKOH

Yem 3aHMMaAIOCh

PasHopabouun: ConpoBoxaeHne K8S knactepos, paspaboTka
ApPXUTEKTYPHbIX pelleHnn B obnactn astomaTusauum, NoOPS
nnatdopm Ha 6ase K8S in K8S n Host Based Firewall

OnbIT
2019-2022 TechlLead Devops B Coep
2022-2023 Senior Devops B VK

. @dobry kot

® github.com/fraima

[TyTunmnH OmMutpun

Benyuwmnm nHxeHep
K

MepBasa B Poccuun koHdpepeHumsa no bEsonacHocTn KOHTEMHEpOB 1 KOHTEMHEPHbIX cpeq, 2



BeBeneHue LEIKOH

1. OTanbl cbopku KnacTepa

2. Terraform kak eguHbIN MHCTPYMEHT COOpPKKM Knactepa
3. YT0 Takoe Cluster-API

4. Otnnumnga Cluster-APl n Terraform

5. Cluster-API| pecypchbi

6. [Mpumepbl Banupauun KoHpUrypauum knactepa Ha npumepe Gatekeeper
/. BbiBOObI
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LEIKOH

JT1anbl cCOOpPKU Knacrepa
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N3 KakuX 3TanoB COCTOUT cOopka knacrepa? BEIKOH

JTanbl:

—_—

SIS

CdopmupoBaTb U3 WabNoHOB ¢annbl U 4OCTaBUTb Ha KOHEYHbIE Y3bl

MoaroToBka LWabnoHoB (KOHGUTrYypaLMOHHbIX ¢annos, CEPBUCOB U cepTUdUKaToB)
3akas nHppactpyktypsbl (VM, LB, Disk-etcd, DNS, SA, RoleBindings, VPC, SUBNET)

[locTaBka UCMNOMHAEMbIX KOMMOHEHT Ha KoHeYHble y3nbl (kubelet, runc, containerd, etc)

SUBNETS

LOAD BALANCER

DNS (A) RECORD

COMPUTE

SERVICE ACCOUNT ] [ ROLE BINDING

ETCD-DISK

VPC

————————————————————————————————————————————————

STATIC PODS 31 SERVICES

ETCD b CONTAINERD

i KUBE-APISERVER :i KUBELET

CONTROLLER

SCHEDULER .

CONFIGS

COMPUTE
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LEIKOH

Terraform Kak eauHbIN UHCTPYMEHT COOpPKU KNnacTepa
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LEIKOH

Terraform Kak eguHbIN MHCTPYMEHT COOPKM Knacrtepa

NMniocobi:
1. IHCTpPYMEHT 3apeKkoMeHaoBan cebsa B obnayHbiX cpepax
2. MHOXeCTBO roTOBbIX MPOBaNAEPOB U MOAYNEN MO OKPYXEHUS

3. bonbluoe KOMbIOHUTU
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Terraform Kak eguHbI1 MHCTPYMEHT cOOpPKU Knacrepa BEIKOH

ENVIRONMENTS

Peanusauus:
1. OnucbiBaeM nNepemMeHHble OKPYXeHUs
CONFIG-TEMPLATES CONFIGS
2. dopmMmupyem wabnoH cloud-init e —
COﬂ'e p)Ka LLIIVI VI Lu a 6‘” O H bl STATIC-POD-TEMFPFLATES STATIC-PODS
KOH d) VI ry pa LI'VIOH H bl X d)a V”-I O B VI CERTIFICATE-TEMPLATES CERTIFICATES
cepTnPmnKaToB KnacTepa
CLOUD-INIT-TEMPLATE CLOUDHNIT

3. ®opmupyem wabnoH pecypca VM u
nepepaem B user-metada wabnox
cloud-init

VIRTUAL MACHINE-TEMPLATE USER-METADATA

4. dopmMupyem LWaboH pecypcos
OoCTaNlbHON UHPPACTPYKTYPb

TERRAFORM-FILE VIRTUAL MACHINE
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LEIKOH

Terraform Kak eguHbIN MHCTPYMEHT COOPKM Knacrtepa

MuHychbi:

1. HecTtpormne npasuna HanncaHua CTPYKTYP PeCcypcoB nposavnaepa
2. Moppepxka obpaTHOM COBMECTUMOCTU KOHOUTYpaLMm Mexay obnakamu
3. He Bce obnaka nmeloT ognHaKoBbi HAbOpP pecypcoB

4. HeogHOPOAHOCTb KOHUIYpaLMM YBEMNYNBAET CNOXHOCTb Pa3paboTku u
COMPOBOXAEHUS

5. CNOXHO npoBepsATb KOHPUrypaLmio Ha COOTBETCTBUE TPEDOBaHUAM
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LEIKOH

Y10 Takoe Cluster-API1?
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LEIKOH

Cluster-APIl - 3aTto MHCTpYMeHT ana co3panua K8S knacrepos
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LEIKOH

N3 uero coctout Cluster-API1?

1. Kubernetes cluster Tuna minikube, kind, etc (ocHoBa)

2. Cert-manager (BbinncbiBaHUEe CEPTUPUKATOB)

3. Cluster-API controllers (ocHoBHasa nornka onsa co3gaHus knacrtepa)
4. Cluster-API provider (HTepdenc ona obLeHns c obnakom)

5. Cluster-API CRD (nepemMeHHble OKpYy)XeHua byayLiero Knacrtepa)
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LEIKOH

Otnuuusa Cluster-API m Terraform
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Yem otnnuaerca Cluster-APIl oT Terraform?

~

~

- N

CONFIGS

SERVICES

STATIC-PODS

CERTIFICATES

& CLUSTER ™
KUBEADM CONTROL PLANE
KUBEADM CONFIG TEMPLATE
\_  CUSTOM-RESOURCES  /

ENVIRONMENTS
CLUSTER-APL-CONTROLLERS

4 I

MACHINE DEPLOYMENT
MACHINE TEMPLATE

\.  CUSTOM-RESOURCES

l ENVIRONMENTS
CLUSTER-API-PROVIDER

.

~

ENVIRONMENTS

o

CLOUD-INIT _‘/
4 )

Y
USER-METADATA

-

CONFIG-TEMPLATES

SERVICE-TEMPLATES

STATIC-POD-TEMPLATES

CERTIFICATE-TEMPLATES

CLOUD-INIT-TEMPLATE _/

\ VIRTUAL MACHINE _/
1

e

KUBERMNETES /
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VIRTUAL MACHINE-TEMPLATE

e

TERRAFORM-FILE /

TERRAFORM-PROVIDER
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LEIKOH

Yem otnnuyaercs Cluster-APIl ot Terraform?

1. Terraform orpaHunyeH B nornvyeckux cueHapusax, Cluster-APl orpaHnyeH
BOOOpaXeHnem

2. Reconciliation loop
3. CTpornm nogxopn K HanncaHuto NpoBanaoepoB

4. [MoBbILLEHHbIN YPOBEHb AOBEPUSA K UHCTPYMEHTY CO CTOPOHbI COODLLECTBA
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LEIKOH

Cluster-API pecypchl
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Cluster-API pecypchbi BEKOH

Kondburypauus:

e e e e e e e e e e e e e = = =
- -

A -

-~ AWSMachineTemplate

apiVersion: infrastructure.cluster.x-k8s.io/vlbeta2
kind: AWSMachineTemplate
metadata:
name: ${CLUSTER_NAME}-md-©
spec:
template:
spec: .
iamInstanceProfile: nodes.cluster-api-provider
instanceType: ${AWS_NODE_MACHINE_ TYPE}
sshKeyName: ${AWS_SSH KEY_ NAME}

InfraCluster

ControlPlane

InfraMachineTemplate

apiVersion: infrastructure.cluster.x-k8s.io/vlbeta2
kind: AWSMachineTemplate
metadata:
name: ${CLUSTER_NAME}-control-plane
spec:
template:
spec:
iamInstanceProfile: control-plane.cluster-api-provider
instanceType: ${AWS_CONTROL_PLANE_MACHINE_TYPE}
sshKeyName: ${AWS_SSH_KEY_NAME}

MachineDeployment

e e e e e e e e e e e e e e e e e ey G

_____________________________________________________
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Cluster-API pecypchbi BEKOH

Kondburypauus:

e e e e e e e e e e e e e = = = = =
e -

- -

" ControlPlane

2 L]

rapiVersion: controlplane.cluster.x-k8s.io/vlbetal
+kind: KubeadmControlPlane
‘metadata:
name: ${CLUSTER_NAME}-control-plane
spec:
kubeadmConfigSpec:

clusterConfiguration:
% 3k 5k k k

InfraCluster

ControlPlane: B

initConfiguration:
% 3k %k k k

InfraMachine Template joinConfiguration:

%k %k %k %k %k

machineTemplate:
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbeta2
kind: AWSMachineTemplate
name: ${CLUSTER_NAME}-control-plane
replicas: ${CONTROL_PLANE_MACHINE_ COUNT}
version: ${KUBERNETES_ VERSION}

MachineDeployment

B e o o o o e o e e e e e

BootstrapTemplate ]

T

"%

InfraMachine Templaie ] s, J}J

b,

_____________________________________________________
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Cluster-API pecypchbi BEKOH

Kondburypauus:

-
-

" InfraCluster

apiVersion: infrastructure.cluster.x-k8s.io/vlbeta2

i ) ' kind: AWSCluster
InfraClusier * metadata:

: : | name: ${CLUSTER_NAME} |
) X | spec:
ControlPlane network:

| ) : vpc: :
availabilityZoneUsagelLimit: 1

i region: ${AWS_REGION} i

InfraMachineTemplate i sshKeyName: ${AWS_SSH_KEY_NAME} 5

MachineDeployment 5 !

BootstrapTemplate ]

F

)

InfraMachine Template ]

_____________________________________________________

e,
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Cluster-API pecypchbi BEKOH

Kondburypauus:

______________________________________________________

apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
labels:
ccm: external

ControiPlane cni: ${CLUSTER_NAME}-crs-@
| | csi: external
name: ${CLUSTER_NAME}
spec:
InfraMachine Template controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: ${CLUSTER_NAME}-control-plane
infrastructureRef:
3 ) apiVersion: infrastructure.cluster.x-k8s.io/vlbeta2
MachineDeployment kind: AWSCluster

name: ${CLUSTER_NAME}

e e e o o e e e o R SRS S S SSSSSSS

BootstrapTemplate ]

r

"

Infrallachine Template ] 5 ?r,

%,

_____________________________________________________
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Cluster-API pecypchbi BEKOH

Kondburypauus:

e e e e e e e e e e e e = = =
- -

- -

<~ MachineDeployment

apiVersion: cluster.x-k8s.io/vlbetal
kind: MachineDeployment
metadata:
name: ${CLUSTER_NAME}-md-9©
spec:
clusterName: ${CLUSTER NAME}
replicas: ${WORKER MACHINE_COUNT}
selector:
matchLabels: null
template:
spec:
bootstrap:
configRef:
apiVersion: bootstrap.cluster.x-k8s.io/vlbetal
kind: KubeadmConfigTemplate
name: ${CLUSTER_NAME}-md-©
clusterName: ${CLUSTER_NAME}
version: ${KUBERNETES VERSION}
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbeta2
kind: AWSMachineTemplate
name: ${CLUSTER_NAME}-md-©

InfraCluster

ConirolPlane

InfraMachine Template ]

MachineDeployment »>

S = — —

BootstrapTemplate ]

infraMachineTemplate ]

%,

_____________________________________________________
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Cluster-api

Kondpurypauus:

ccm: external
cni: ${CLUSTER_NAME}-crs-0
csi: external

-192.168.0.0M16
controlPlaneRef:
apiVersion: controlplane.cluster.x-kis.joivibeial
kind: KubeadmControlPlane
name: ${CL USTER_NAME}-control-plane
InfrasiruciureRer:
- infras

name: ${CLUSTER_NAME}

! cidrBlocks:

:a|i\fersion: infrastructure.cluster.x-k8s.io/lvibeta2
Kind: AWSCluster
metadata:

name: ${CLUSTER_NAME}
spec:

network:

vpc:
availabilityZoneUsageLimit: 1
region: ${AWS_REGION}
sshKeyName: ${AWS_SSH_KEY NAME}

———————————————————————————————————————————————————————————

apiVersion: controlplane.cluster.x kas.io/vibeta1
’kind: KubeadmControlPlane
metadata:
name: ${CLUSTER_NAME}-control-plane
spec:
kubeadmConfig Spec:
clusterConfiguration:
apiServer:
extraArgs:
cloud-provider: external
controllerManager:

extraArgs: !
cloud-provider: external i
initConfiguration: i
nodeRegistration: [
kubeletExtraAngs: )
cloud-provider: external i
name: “{{ ds.meta_data.local_hostname }}" i
joinConfiguration: i
nodeRegistration: !
kubeletExtraAngs: i
cloud-provider: external i
name: “{{ ds.meta_data.local_hostname }}" |
machineTemplate: i
infrastructureRef: ]
apiversion: infrastructure.cluster.x-kés.io/vibeta2 |
Kkind: AWSMachineTemplate i
name: ${CLUSTER_MAME}-control-plane i
replicas: ${CONTROL_PLANE_MACHINE_COUNT} i
version: ${KUBERNETES_VERSION} !

iapiversion: bootstrap.cluster.x-k8s.io/vibetal
kind: KubeadmConfigTemplate
metadata:
name: ${CLUSTER_NAME}-md-0
Spec:

kubeletExtrafArgs:
cloud-provider: external

spec: i
joinConfiguration: i
name: “{{ ds.meta_data.local_hosiname }} i

i nodeRegistration:
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iapi\fersion: infrastructure.cluster.x kas.io/vibeta2
kind: AWSMachineTemplate
metadata:
name: ${CLUSTER_NAME}-control-plane
spec:
template:

spec:
i iaminstanceProfile: control-plane.cluster-api-provider-
aws.sigs.kés.io

i instanceType: ${AWS_CONTROL_PLANE_MACHINE_TYPE}
sshKeyName: ${AWS SSH_KEY NAME}

instanceType: ${AWS_NODE_MACHINE_TYPE}
sshKeyName: ${AWS_SSH_KEY_NAME}

| name: ${CLUSTER_NAME}-md-0
'spec:

i clusterName: ${CLUSTER_NAME}
i replicas: ${WORKER_MACHINE_COUNT}
! selector:

i matchlLabels: null
' template:

i spec:

¢ bootstrap:
! configRef:

i apiVersion: bootstrap.cluster.x-k8s.iolvibetal
I kind: KubeadmConfigTemplate

: name: ${CLUSTER_NAME}-md-0

| clusterName: ${CLUSTER_NAME}

on: re.
kind: AWSMachineTemplate
${CLUSTER_NAME}-md-0

iaminstanceProfile: nodes.cluster-api-provider-aws.sigs.k8s.io

LEIKOH
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Cluster-API pecypcbli BEKOH

UTOT:

root@knode-master:~# kubectl get kubeadmcontrolplane -n aws-cluster

NAME READY INITIALIZED REPLICAS  READY REPLICAS  UPDATED REPLICAS  UNAVAILABLE REPLICAS
capi-aws-control-plane true true 3 3 3

root@knode-master:~# kubectl get machines -n aws-cluster

NAME PROVIDERID PHASE
capi-aws-control-plane-hwn7z aws:///us-east-1c/i-0ec41f2979aba3f93 Running
capi-aws-control-plane-krdtk aws:///us-east-1a/i-024bc67be29d2e@ff Running

capi-aws-control-plane-vjhcm aws:///us-east-1b/1-0480904cd62dc@2f4 Running
capi-aws-md-8-69954c56d6-hbz77 aws:///us-east-1a/1-0894ba793dd2a41d® Running
capi-aws-md-0-69954c56d6-q49ve  aws:///us-east-1a/i-05d8e5ea68987dfa9 Running
capi-aws-md-0-69954c56d6-vthgn aws:///us-east-1a/1-0c940b78e9ee5d753 Running

root@knode-master:~# kubectl get clusters --all-namespaces root@knode-master:~# kubectl get machinedeployments -n aws-cluster
NAME PHASE NAME PHASE REPLICAS  AVAILABLE  READY
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LEIKOH

NMpumepsbl Banupauum KOHGUrypauum Knacrepa
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LEIKOH

CIS Benchmark - kubelet

C-0184 - Ensure that the Kubelet only makes use of Strong Cryptographic Ciphers
C-0183 - Verify that the RotateKubeletServerCertificate argument s set to true
C-0182 - Ensure that the --rotate-certificates argument is not set to false

C-0180 - Ensure that the --event-gqps argument

25
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NMpumepbl Banupauum KOHPUrypauum Knacrepa GEKOH

apiVersion: tomplahos e R TE e R ‘apiVersion: controlplane.cluster.x-k8s.io/vlibetal

feature-gates: RotateKubeletServerCertificate=true

vielation[{"msg"”: msg}] {
input.kind.kind == "KubeadmControlPlane™ 1
not input.spec.kubeadmConfigSpec.initConfiguration.nodeRegistration.kubeletExtrafrgs["tls-cipher-suites™] == "TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256,**"
msg = "Invalid value for tls-cipher-suites. Allowed value is 'TLS ECDHE ECDSA WITH AES 128 GCM SHA256,**"."

¥

kind: ConstraintTemplate 'kind: KubeadmControlPlane i
metadata: inetadata = g i
name: kubeadmcontrolplane-validation i name: ${CLUSTER NAME}-control-plane i
spec: H . !
I:'cr'.‘.:l: spec: :
spec: +  kubeadmConfigSpec: i
names : E initConfiguration: i

kind: K8sManifest i nodeRegistration: i
targets: - ! kubeletExtraArgs: i

- target: admission.k8s.gatekeeper.sh i i
rego: | i # C-9180 i
package kubeadmcontrolplane i event-gps: 5 i

i # C-9184 : ;

violation[{"msg": msg}] { i tls-cipher-suites: TLS_ECDHE_ECDSA_WITH_AES_ 128 GCM_SHA256 |
input.kind.kind == "KubeadmControlPlane™ ! i . - I » i . :

not input.spec.kubeadmConfigSpec.initConfiguration.nodeRegistration.kubeletExtrafrgs[ event-gps™] == "5" | o 0

msg = "Invalid value for event-gps. Allowed value is '5"." i rotate-certificates: true i

} i # C-90183 i

violation[{"msg”: msg}] {
input.kind.kind == "KubeadmControlPlane™
not input.spec.kubeadmConfigSpec.initConfiguration.nodeRegistration.kubeletExtraArgs[ “rotate-certifticates™] == "true”

msg = "Invalid value for rotate-certificates. Allowed value is 'true’.

Is

violation[{"msg”: msg}] {
input.kind.kind == "KubeadmControlPlane™
not input.spec.kubeadmConfigSpec.initConfiguration.nodeRegistration.kubeletExtraArgs[ “feature-gates™] == "RotateKubeletServerCertificate=true”
msg = "Invalid value for feature-gates. Allowed value is "RotateKubeletServerCertificate=true’."”

¥
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LEIKOH

CIS Benchmark - kube-apiserver

C-0130 - Ensure that the APl Server --audit-log-path argument is set
C-0117 - Ensure that the API Server --kubelet-certificate-authority argument
C-0120 - Ensure that the API Server --authorization-mode argument includes RBAC

C-0124 - Ensure that the admission control plugin SecurityContextDeny is set if
PodSecurityPolicy is not used
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NMpumepbl Banupauum KOHPUrypauum Knacrepa GEKOH

apiVersion: constraints.gatekeeper.sh/vibetal
kind: ConstraintTemplate
metadata:
name: kubeadmcontrolplane-requirements
spec:
crd:
spec:
names:
kind: KubeadmControlPlane
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package kubeadmcontrolplane
violation[{"msg": msg}] {
input.review.kind.kind == "KubeadmControlPlane"

apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane

metadata:
name: ${CLUSTER_NAME}-control-plane
spec:
kubeadmConfigSpec:
clusterConfiguration:
apiServer:
extraArgs:
#C-0130
audit-log-path: /var/log/apiserver/audit.log
#C-0117 .
kubelet-certificate-authority: /path/to/ca.crt
# C-0120
authorization-mode: "Node,RBAC"
#C-0124

enable-admission-plugins: SecurityContextDeny

not contains(input.request.object.spec.kubeadmConfigSpec.clusterConfiguration.apiServer.extraArgs["authorization-mode"], "RBAC")
not contains(input.request.object.spec.kubeadmConfigSpec.clusterConfiguration.apiServer.extraArgs["authorization-mode"], "Node")

let msg ="C-0120: Ensure that the API Server --authorization-mode argument includes RBAC"

}

violation[{"msg": msg}] {
input.review.kind.kind == "KubeadmControlPlane"

not contains(input.request.object.spec.kubeadmConfigSpec.clusterConfiguration.apiServer.extraArgs["enable-admission-plugins"], "SecurityContextDeny")
let msg ="C-0124: Ensure that the admission control plugin SecurityContextDeny is set if PodSecurityPolicy is not used"

}
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GEKOH
BbiBOADbI

Cluster-API + OPA:

1. TlomoxeT n3baBuTbcsa OT ThicAY CTPOK Koaa Ha Ansible, Terraform, Puppet, Saltstack
2. YHunduumpyeT Balle OKPYXXEHME U KNnacTepa

3. [OobaBuT Banuaoauuio ons KOHGUrypaumm knacrtepa

4. TlpepocTaBUT AOCTAaTOYHO pyYek Ang AONOMHUTENbHOW KacTOMMU3aLLUmK

MuHycbi:
1. Tepepayva npuBaTHbIX Knto4ven B cloud-init

2. He pna Bcex obnakoB ecTb NpoBangepbl
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