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« OcHOBaTeNb U TEXHNUYECKUM nmpeKTob Luntry

* OnbiT B NIB 60onee 15 net

- Cneumanusaums 6e3onacHoOCTb KOHTeENHepoB K Kubernetes
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-« ABTOp Telegram-kaHana “k8s (in)security”

« ABTOp Kypca “Cloud Native 6e3onacHocTb B Kubernetes”
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o luntry.ru
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O koMnaHuu Luntry

 Luntry — 310 KOMnnekcHasa 3awiurta Ha BC.eM >KM3HeHHoM | ((- U N T R H

LIMK/1E KOHTENHEPHbIX NPUIOXEHUN U CPEACTB luntry.ru

opkecTpaumn Ha 6ase Kubernetes

* [1poaykT B peectpe MUHLUMDPbI

* B npouecce nonyyeHus ceptudpumkata GCTIK

* OpneHTNpoBO4YHO KoHeLl 2024
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https://reestr.digital.gov.ru/reestr/1057835/

PyHKUMOHANBLHOCTb Luntry

BesonacHocTb Runtime

KOHTpOb cOCTOAHUA
Kubernetes knactepos

/— AHanus npae gocTtyna

Mposepka '
Kubernetes-pecypcos U N T R S KOHTpONb COOTBETCTBUA
T KnacTtepa CTaHgapTam

obpa3sos u best practices

YnpaeneHue ya3sBUMOCTAMU / x 3awmra cetu ‘

)
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PyHKUMOHANBLHOCTb Luntry

Be3onacHocTb Runtime

KOHTpO/Nb COCTOAHUA
Kubernetes knactepos

AHanus npae gocTtyna

MNpoBepka
Kubernetes-pecypcos KOHTpOnb COOTBETCTBUA

T KnacTepa cTaHaapTam

YnpaeneHue yassMMOCTAMU

obpasos u best practices 3awmura cetu
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[1naH BebuHapa

* MaTpuubl aTak
* Cnocobbl 0bHapyxeHns
» KOHUEeHTpupyemca Ha Runtime
« ObHapy>keHue

- [IpoaBNHYTOE OOHapYy)XeHue
* Peakuus

* Barnag Luntry
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MITRE ATT&CK Container Matrix

Initial Ac - Executi scalation Defense E Credential A Lateral Moverment Impact
3 technigues 4 technigues 7 techniques 3 technigues 3 technigue: 1 technigues 5 technigues

Build Image on Hos ute y - A : yata Destruction

Deploy Container p ) ] (1) t Denial of

Impair De

Groups D

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes



MITRE ATT&CK Container Matrix — MUHYCb!

« TEXHMKN AOBOJSIbHO abCTPaKTHbI U HE CUNIBHO MOrPY>KEHbI B KOHTEKCT Kubernetes
« CaMUX TEXHUKM CUNIbHO MEHbLLE MO CPaBHEHWUIO C APYrMMN MaTpULaMn

» MO)KHO pacLieHMBATb Kak MHCTPYMEHT, C MOMOLLbIO KOTOPOro

MOXXHO Y3HaTb 06 onpeaeneHHbIX npolenypax
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Threat Matrix for Kubernetes ot
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Threat Matrix for Kubernetes ot Microsoft

* [TOHSATHbIE N XOPOLLO ONMMCaHHbIE TEXHUKK B KOHTeKCTe Kubernetes
* ECTb MannNUHr Ha TEXHUKWN, onuncaHHble B MITRE
» HebonbLwoi akueHT Ha Managed K8s

- Kak 1 B ntoboun Apyron MaTpuLe, aTaKyrLMi BCceraa Ha war Bnepenu'.

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes
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VK Kubernetes Conf 2023; JKCKYpCUS Mo MaTpuLaM yrpos Aand
KoHTenHepoB 1 Kubernetes (Cep.rel‘/’l KaHnbop, Luntry)
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Cnocobbl 0bHapyXeHusa



ACTOUYHUKN OaHHbIX

NUCTOYHUK

Cloud Cluster Container Code
* Jlorn obnayvHoro e Kubernetes Audit - * Runtime cobbiTnA - ¢ Jlorn npunoxeHus
nposBanaepa Log
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15



Moaenu HapyLluTens

Mopaenu Hapywutens

BHewWwHUN
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BHyTpeHHWNM

g

CKOMMNPOMETUPOBAHHDbIN
pa3paboTumk

~
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U
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KazHackStan 2022. Cneuunduka paccneaoBaHns UHUMAEHTOB B
KoHTenHepax(AmuTpun EBgoknmos, Luntry)
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KoHUeHTpupyeMmca Ha Runtime - -



[IMHaMNYecKoe OKpYXXeHue

Containers living less than 5 minutes

2018 2019 2021 2022 2023 2024

Sysdig 2024 Cloud-Native Security and Usage Report

@U NTRY Poccuitckoe peweHne ana 3awmtbl KOHTeMHepoB 1 Kubernetes

» Manbl CPOK >KU3HU KOHTENHEPOB
- Self-healing

- Cneibl 3M10YMbILLSIEHHUKA B
KOHTEMHEpPE OUMLLIAIOTCA caMu cobown
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https://sysdig.com/2024-cloud-native-security-and-usage-report/

Buabl 3awmThl (Linux World)

- Isolation
- [JONONHUTENbHBIV YpOBEHb M30MsLmMmM oT sapa Host OC (WASM, Sandbox, microVM, ...)

» Detection
« peHTndurKauusa HexxenaTenbHoro 4eNcTeus

* Prevention
o HEBOBMO>KHOCTb BbIMNOJTHEHNA HeXenaTeJ/1IbHOIo LI,GVICTBVIFI

- Mitigation

« CMAryeHvne nNocneacTBn HeXxenaTebHOro AenUcTBus

» Reaction
- OTBET Ha HeXxenaTebHoe AENCTBUE NOCT(AKTYM MOCNE HEXENATENBHOrO COObITUS

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes



Runtime Security: Ha BKyc N LBET BCe C|)J'IOMaCTepr pasHble
(AMnTprn EBAOKMMOB, Luntry)

@U NTRY Poccuiickoe pelueHune ana 3alimTbl KOHTeMHepos 1 Ku bernetes



ObHapy>xeHue



@U NTRY Poccuiickoe peleHue ana 3awmTbl KOHTeHepoB 1 Kubernetes
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= rule: Execution from /dev/shm
desc: >

This rule detects file execution in the /dev/shm directory, a tactic often used by threat actors to store thi
occasionally executable files. /fdev/shm acts as a link to the host or other containers, creating vulnerabili:
as well. Motably, /dev/shm remains unchanged even after a contailner restart. Consider this rule alongside tht

"Drop and execute new bimary in container" rule.
condition: =

spawned_process

and (proc.exe startswith "/dev/shm/" or
(proc.cwd startswith "/dev/shm/" and proc.exe startswith "./" ) or
(shell_procs and proc.args startswith "-c /fdev/shm") or
(shell_procs and proc.args startswith "=i /dev/shm") or
(shell_procs and proc.args startswith "/dev/shm™) or
(proc.cwd startswith “/dev/shm/" and proc.args startswith "./" )

and not container.image.repository in (falco_privileged_images, trusted_images)
output: File execution detected from fdev/shm (evt_res=%evt.res file=%fd.name proc_cwd=%proc.cwd proc_pcmdline:

priority: WARNING
tags: [maturitv stable, host., container, mitre execution, T1059.004]

apiVersion: tracee.aquasec.com/vlbetal
kind: Policy
metadata:

name: dig

annotations:

description: traces dns events Trom the dig executable

Spec:
scope:
- executable=/usr/bin/dig
rules:
- event: net_packet_dns_request
- event: net_packet_dns_response

apiVersion: cilium.io/vlalphal

kind: TracingPolicy

metadata:
name: "cve=2024-3094-xz-ssh"
annotations:

author: "Tetragon.lio Team"
spec:

kprobes:

= call: "security_mmap_file"
syscall: false
return: true
# message: "OpenSSH daemon using vulnerable XZ
# tags: [ "cve", "cve.2024.3094" ]

args:
= index: @

type: "file"
- index: 1

type: "uint3z2"

= index: 2

type: "nop"
returnfrg:

index: @

type: "int"
returnArgAction: "Post"
selectors:

- matchBinaries:
= opperator: "In"
values:
- "fusr/sbin/sshd"
matchArgs:
= index: @
operator: "Postfix"
values:
- "liblzma.so.5.6.0"
- "liblzma.so.5.6.1"
matchActions:
- action: Post
rateLimit: "1m"

libraries

urlt: "https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-3094"
description: "Detects 1T OpenS5H is using vulnerable XZ libraries"

CVE-2024-3p94"



KOHLUEHTpMpyeMcs Ha cneuuduke KOHTENHEpPOR

- IrpaeM Ha cBoncTBax OverlayFs ;)

@U NTRY Poccuiickoe pelueHune ana 3alimTbl KOHTeMHepos 1 Ku bernetes



Y10 Takoe OverlayFS?

Layer 3 --> CMD python /app/app.py

Layer 1 --> COPY . /app

Base Layer --> FROM ubuntu:18.04

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes

— Read & Write Layer

Read Only Layers
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O6Hapy»xeHne HoBbIX 6BuHapen B Upper Layer

Detection: Drop and execute new binary in container

Process
spawned
) w/new

£ executable

ﬂntainer
task->mm->exe_file->f_inode

“
el @

> :

f_inode OVERLAYFS_SUPER_MAGIC
ctime, mtime f_inode->i_sb->s_magic

&& upper_dentry

Mutable upper layer of overlayfs union mount filesystem (container runtime, e.g. containerd)

Immutable lower Iayers of overlayfs filesystem (container runtime, e.g. containerd)
Executables defined at container packaging time

@U NTRY Poccuiickoe peleHue ana 3awmTbl KOHTeHepoB 1 Kubernetes



O6xoa new binary execution [Falco]

 [Ins 06bHapy>XXeHus NpaBuUIo MaTunUT cobbiTe Mo execve/execveat
* YT0bbl 060MTN MOXKHO Mcnonb3oBaTb GTFO bin, HanpuMep Id.so

- UInn Bocnonb3oBaThcs TexHukow fileless execution

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes



Signature Based VS Anomaly Based

All events

fD etected as th reats.'-"""""--\_.__
| (False Positives)

Signature- \ N\
based ' Correctly

methods detected

Actual threats

High
\ eee———

.\ II

/ Low to Med

S —

(False Negatives) ~
_,..a-""f
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Anomaly
detection
methods
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SOC-dbopym 2023. EDR vs- Containers: akTyanbHble npobniemsl
(Bnaauncnas JlawkuH, Solar; AmuTtpui EBAokKnMoB, Luntry)
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Forensic Container Checkpointing B k8s

C Kubernetes v1.25 (alpha)

 Ba3upyetcsa Ha Checkpoint/Restore In Userspace (CRIU)

« TpebyeTcsa BKIOYEHME - Ha API server

- TpebyeTtcsa noaaep)xka Ha ctopoHe Container Runtimé (B CRI-O yXke ecTb, B containerd B npouecce)
- [nsa co3paHusa checkpoint Tpebyetcs obpalueHne Kk kubelet ¢ Node

* Llenoyka Bbi3oBOB kubelet -> High-level runtime - > Low-level runtime - > criu

* Pe3ynbTaT paboTbl COXpaHSETCs B /var/Iib/kubelet/checkpoints/checkpoint-<pocl—name>,_<namespace—name>-'<container—name>-
<timestamp>.tar

* Mony4eHHbi Checkpoint MOXXHO BOCCTaHOBUTb Kak B Kubernetes, Tak 1 3a ero npeaenamu

curl -X POST "https://localhost:10250/checkpoint/namespace/podIid/container”

For a container named counter in a pod named counters in a namespace named default the
kubelet AP| endpoint is reachable at:

curl -X POST "https://localhost:10250/checkpoint/default/counters/counter”

For completeness the following curl command-line options are necessary to have curl accept
the kubelet's self signed certificate and authorize the use of the kubelet checkpoint API:

--insecure --cert /var/run/kubernetes/client-admin.crt --key /var/run/kubernetes/client-admin

»

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes


https://kubernetes.io/docs/reference/node/kubelet-checkpoint-api/

Aamn GC

- HeT cMblicnia aamMnaTthb Bclo OC uenukom fJf 21edddiirs
* HuxHwne cnou mMoryT d74508fb6632 1.895 KB
o4yeHb MHOro BeCUTb
Image layers (R/O)
* 3/10YMBILLINIEHHUK MOXET c22013c84729 194.5 KB
B3aMMO4EeNCTBOBaATb
TOJIbKO C upper layer d3a1f33e8a5a

ubuntu:15.04

Container
(based on ubuntu:15.04 image)

@UN TRY Poccuiickoe pelieHune ana 3awmTtbl KoHTelHepoB 1 Kubernetes



Y6UINCTBO KOHTENHEpa

- ATaKytoLwmii MOr NOPOAWTb ApYyrue . | YVOUBATb NPOLIECe

NOTOKWN, OCTaBUTb A/1s1 cebs 6aKkaopbI

« Takon KOHTENHEP 3TO yXe
CKOMMPOMETUPOBaHHasA cpeaa

YouBaTh
KOHTEeMHeD
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O6HapyXeH1e HOBbIX MCMOMHSEMbIX halinos

Abnormal binary

- [103BONISIET ONpeAennTb 3anycKk B kOHTel‘/’lHepe MCMOJIHSEMOro dalina, KOToporo He
661710 B OpUrnMHanbHOM obpase |
« KT0-TO 4TO-TO A0 YCcTaHaBnmBaeT (apt-get n 1.4.) B runtime 1 3aryckaeTt
*  KTO-TO 4YTO-TO NepenMMeHOBbLIBAET A4 o6x6ua curHatypHoro noaxona (bash B. nginx)

»  KT0-TO 4TO-TO AOKauMBaET B KOHTENHep vepes reverse shell nnn apyrmm cnocobom

Process Anomaly
[J Sequence of starting violation.

arting privileges.

O Abnormal binary

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes



[TonnTnKkn ang

« Ha cluster
* Ha namespace
- Ha aHomanuio

Name: test-policy
Description:

Namespace Type:
Namespaces: per

Factor:

Flle:
Anomalous interactior

Status Hostname

peakumi

Reactlon:

Actlon: Stop

Output Directory: N[
Upload Proto Type: NO

Namespace

@ Done cl16pmcggip108747ubf-ybep pentagram

Progresses  Anomaly

Detect Type: File
Anomaly Type: Anomalous interaction with the file system.
ym/tests/alpine-ba

fce59cb035e60

020d381ab413944

Namespace: pentagram

Contalner Name: earth

Centalner ID: ab18a4

@U NTRY Poccuiickoe pelieHne ana 3awmTbl KoOHTeHepoB 1 Kubernetes

Node: cl16pmcggip108747ubf-ybep

*
Name

Description

Cluster Select Cluster v

Reactlon Action
O Dump FS

Output Dlrectory*

Upload Proto Type*

Anomaly Factor

File Anomaly

(J Anomalous interaction with the file system.
J Anomalous file system access mode.

Process Anomaly

(J Sequence of starting violation.
(J Violation of starting privileges.
O Abnormal binary

=N

Container Created At

earth 8.06.2024/00:12:30

d8a3faa211fde2atbed061eab2b

(J Dump RAM O Stop

Network Anomaly
Anomalous network activity.
Anomalous network protocol activity.
Anomalous network port activity.
Anomalous network direction activity.
Anomalous network endpoint activity.




ApTedaKTbl NS paccneaoBaHUs

ApTedakT
- [amn BepxHero cnosa ®C |
 [lamn onepaTtMBHOM NaMSATN KOHTEMHEPA

Reactlon Actlion

O Dump FS (J Dump RAM
OTnpaBka apTedaKkTa Output Directory’
FTP B Upload Proto Type” Not Specified
. Rsync Not Specified
Anomaly Factor FTP Proto
SMB Flle Anomaly Rsync Proto Network A
_ SMB Proto
* S3 (J Anomalous interact S3 Proto

@U NTRY Poccuiickoe pelieHune ana 3alwmTbl KOHTeHepos u Kubernetes



[lopoxkHas KapTa pa3Butua ans Runtime (G

« ObHapy>XxeHne Ha OCHOBE NpaBwua A1 NPOLIECCHbIX, MannoBbIX U CETEBbLIX COOLITUM

« C npepn 3aroTtoBneHHon 6MbnmoTekon npasun

* YPOBHW KPUTUYHOCTU COBLITUM

« [lna npuopute3sauum

« [MbpunaHbIM Noaxoa AN 0bHapy>XeHUs yrpo3

 [loBegeHue + npaBuna

* Peanusauuns 610KMpYyOLWUX NOAUTUK
+ Ha eBPF

@U NTRY Poccuiickoe peluerne ans 3alwmTbl KoHTeHepoB U Kubernetes



ITor

Knaccuyeckue noaxoabl B KOHTEMHEPAX
He 3P PEKTNBHBDI

Hy>XHO ncnonb3oBaThb cneunduky
KOHTEMHEPOB

byayulee 3a coyeTaHMeM npasun u
aHOManuu

Bbicokasi BaXKHOCTb cbopa apTedaKToB
NS paccnenoBaHns
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