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https://microsoft.github.io/Threat-Matrix-for-Kubernetes/

NIST Cybersecurity Framework (CSF)

[ Function Category Category Identifier
[ Govern (GV) Organizational Context
isk Management Strategy
GV.RR

Policies, Processes, and Procedures GV.PO

Oversight GV.OV

Identify (ID) Asset Management
R s S
e T

Technology Infrastructure Resilience

Detect (DE) Continuous Monitoring DE.CM
Adverse Event Analysis

Respond (RS) Incident Management

Protect (PR) Identity Management, Authentication, and Access Control PR.AA
Awareness and Training PRAT o Cybersecurity =
Data Sccuriy mos | om Framework O
Pt sy 5 a
| % 8
1j ) o Q
g Aty
.CO

Incident Response Reporting and Communication

Incident Mitigation

Recover (RC) Incident Recovery Plan Execution RC.RP
Incident Recovery Communication RC.CO

IDENTIFY (ID) — The organization’s current cybersecurity risks are understood.
Understanding the organization’s assets (e.g., data, hardware, software, systems,
facilities, services, people), suppliers, and related cybersecurity risks enables an
organization to prioritize its efforts consistent with its risk management strategy and the
mission needs identified under Govern. This Function also includes the identification of
improvement opportunities for the organization’s policies, plans, processes, procedures,
and practices that support cybersecurity risk management to inform efforts under all six
Functions.
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CIS Controls

Inventory and
Control of
Enterprise Assets

@il 2/5 @@ a4/5 (83 5/5

Secure Configuration
of Enterprise Assets
and Software

@1 7/12 @@ 11/12 183 12/12

Continuous
Vulnerability
ETETCI )

&7 @77 &7

Malware
Defenses

@Y 37 @& 7/7 a6 7/7

Network
Monitoring
and Defense

@G 0/11 @6 6/11 M6311/11

Applications
Software Security

@6 0/14 (62 11/14 163 14/14
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Inventory and
Control of
Software Assets

@ 37 @ e/7 83 7/7

Account
Management

@ 4/6 @@ 6/6 (63 6/6

Audit Log
Management

@61 3/12 @611/12 (63 12/12

Data
Recovery

@G 45 @& s5/5 (63 5/5

Security Awareness
and Skills Training

@@ s/o @@ o/9 @83 9/9

Incident Response
Management

@G 3/9 @@ s/9 (83 9/9

Data
Protection

G 6/14  @612/14 163 14/14

Access Control
Management

@i 5/8 @ 7/8 163

Email and
Web Browser
Protections

@ 2/7 @ s/7 163

Network
Infrastructure
Management

@G 18 @@ 7/8 (63

Service Provider
Management

@G 1/7 @& 4/7 63

Penetration
Testing

@i o/5 @6 3/5 163




CIS Kubernetes Benchmark

CIS Critical Security Controls® (CIS Controls®)

The mapping between a recommendation and the CIS Controls is organized by CIS
Controls version, Safeguard, and Implementation Group (IG). The Benchmark in its
entirety addresses the CIS Controls safeguards of (v7) “5.1 - Establish Secure
Configurations” and (v8) '4.1 - Establish and Maintain a Secure Configuration Process
so individual recommendations will not be mapped to these safeguards.

n

CIS Controls:
Controls
Control

Version

3.3 Configure Data Access Control Lists
Confgure data access control lists based on a user's need to know. Apply data

access control lists, also known as access permissions, to local and remote file
systems, databases, and applications.

14.6 Protect Information through Access Control Lists

Protect all information stored on systems with file system, network share,
claims, application, or database specific access control lists. These controls will
enforce the principle that only authorized individuals should have access to the
information based on their need to access the information as a part of their
responsibilities.
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NIST SP 800-190 Application Container Security Guide

@ VM Integration with the entire lifecycle of images

®Use a container-spacific 05
#Image vulnerabilities @ Visibility into vulnerabilities at all layers of the image

©Use read-only file systems
©0nly run containers, no other apps | # Large attack surface @Folicy-driven enforcement
@ Validation of image configuration settings

@vulnerability Maragement (Vi)
©General DS hardening (Le. MIST SP 800-123) @ P"ESinE, continuously updated, centralized reporting
and monitoring of image compliance

Mot mix containerized and non-containerized workloads on "
the one host # Shared kernel #Image configuration defects ®Preventing the running of non- compliant images

Automated WM for campanents Use of base layers from trusted sources only, frequent
@updates of base layers,
and selection of base layers fram minimalistic technologies

Host 055 are aperated in an immutable manner #Host 05 companent vulners
®iall app components and dependencies are depioyed in
CONLainers)

# Embedded matware @AM engine
Secrets are stored outside of images and provided
dynamically at runtime a5 needed

Image Risks

© Al authentication to the 05 is audited "

©Login anomalies are monitared | % Improper user access rights
@Use secrel management systems
®Any escalation to perform privileged operations is logzed Host 05 Risks * Embedded clear text secrets 0 o - RO ORI
Ensure that secrets are only provided to the specific
containers that require them

Containers are run with the minimal set of file system
permissians required
Mainzain a set of rrusted images and registries
and ensure that only images from this set are allawed

& Container persist data only on its dedicated storage
Container can not mount sensitive directories an a host's . Contral |
system #Host 05 file system ampering _®Central control
—ee] # Use of untrusted images
@ Cryptographic signature

Use toals that meniter what directorles are mounted by
@Ensure that all hosts only run images from approved lists

@containers and prevent the deployment of containers that A muttilayered approach
violate these policies ultilayered approach | A i -
& Validation of image signatures before image execution

©Measuredisecure boat
= = Ensre images are maintained and updated as wulnerabilitie:
and configuration requirements change

¢ Build a chain of trust roated in hardware and extended

o the bootloaders, the OS kemel and the 05 components ) .
The trusted computing model & @ Hardware Countermeasures
ecure connections Lo registries © @Ol conned o regisiries over encrypied channels

Enable cryptographic verificatian of bast mechanisms,
& system Images, i "
; Major Risks for Core .

<container runtimes, and container images
Components of Container
* Yulnerabilities within the runtime software Tech no |OgiE‘S r r—— # Stale image: 5 @ specy

Prune registries of unzafe, vulnerable images that should no
longer be used

Emphasize accessing images using immutable names that

@ Automated Y for container runtime
discrete versions of images to be used

@Control the egress network traffic sent by containers (N IST SP 800-1 gﬂ)
© Al access require authentication

Use a combination of existing network level devices and
mare app-aware netwark filtering

# INsufficient authentication and authorization restnctions @Federating with existing accounts

@Dynamic rule management | Unbounded network access from containers -
©Aoply context-aware authorization

sutomated determination of proper container networking
#*Unbounded administrative access 0 @Least privilege principle

rfaces

@ Detection of all traffic flows App-aware tools capabi
BIFA for luster-wide admins

®Datection of network anomalies
[ttt el @implement 550
# Unauthoriz R —

Autamate compliance with container runtime configuration
@ Centralized auditing of access

standards
Data at rest oneryption

@Use mandatory access control # INsecure container runtime canfigurations
@Separate traffic int VLANS by sensitivity level

#FPoorly separated inter-container network traffl

@Secure computing (seccomp) profiles
@Perapp so

Use special tools to autamatically profile containerized apps 7( e
y behavioral learniny ontainer Risks —_—
oy behaviarallearning © solate deployments to specific sets of hosts by sensitivity levels

Segment containers by purpase, sensitivity, and threat
posture

Orchestrator Risks ®

#Mixing of workload sensitivity levels

@lrvalid or unexpected process execution

@lnvalid or unexpected system calls
Ensure that a given host kernel only runs containers of a

ghe sensitivity level

@Changes ta protected configuration files and binaries

@ Writes to unexpected locations and file types |- Prevent at least the following anomalies % App wulnerabilities
© Autamate this seEmEntaticn/zoning

Orchestration platfarms that are designed specifically to be

@ Creation of unexpected network listeners
@resilient to compromise of dual nodes without

@ Traffic sent to unexpected network destinations
compromising the averall security of the chuster

@Malware storage or execution
Choase archestratars that provide mutually authenticated
@natwork connections between cluster members and end-to

@Run containers with root filesystens in read-only mode
end encryption of intra- cluster traffic

Separate environments for test, productio

and sthers
@Ensure secure-by-default prine

All container creation are associated v dual user ID

and provide 2 clear audit trail # Rugue containers

Lise security tools that enfarce baseline prior to allowing an
mage to be run
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Risk8s Business: Risk Analysis of Kubernetes Clusters

Risk8s Business: Risk Analysis of
Kubernetes Clusters

INTRODUCTION

D Start Here

UNDERSTANDING YOUR
ENVIRONMENT
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MOAENEN HapyLUUTENSI.
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