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obpalaetca k Kubernetes API, unn genaet ¢ Kubernetes obpauiaetcsa k Kubernetes API Bpe4OHOCHOW Harpy3kou, KOTopble NoTOM
naoyT Ha Kubernetes API

nober n3 koHTenHepa Ha Node u oTTyOa
obpawaetca k Kubernetes API



MexaHnam
Kubernetes Audit Log




baza

* [lo YMOJTHaHUKO BbIKITHOYEH

SOC
FORUM
2024

» HyxHO BkntoyaTh Ha Bcex Master Nodes B Control Plane

HE EEEE -
» [laeT [ONONHUTENBHYO Harpy3Ky Ha cUucTemy e
H H HEHE
. . HE E EEm
» Tpebyet onpeneneHna Audit Policy EEEEN
. =III= III=I HEEE B l.l I.
« CwmoTpuTt 3a Bcemn® onepaumamm ¢ YAML dannamm Em B mNEE Em EE En R W
H H H HE EE HEEEE EE
HEE EE H H HEE
H H EEE B HEE EN E EEE
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kubectl etc
H EEE EEEEEE
i B H EE BB EE
H E EEm [ ]
T Il BHEE EEEEEE B
other node ingress n E n
apps apiserver controllers
"Bbl elle He yuTaeTe Kubernetes
cluster- Audit Log? Torga mbl ugem k sam!”,
kube-proxy e, Anuca KupudeHko, beKoH 2024
kubelet controllers scheduler coredns The audit logging feature increases the memory consumption of the API

server because some context required for auditing is stored for each
request. Memory consumption depends on the audit logging configuration.




Cutyauua B Managed Kubernetes

* Henb3sa KOHTpoNMpoBaTb KOHGUrypaumo mexaHnama Audit Log
* Henb34a Bnnate Ha getanusauuio Audit Policy

« CuTyauma MOXeT BapbMpoBaTbCs OT npoBangepa K nposangepy

Gotchas in a Nutshell

Off by default On by default* Off by default Always ON

Cloud Logging Log analytics

. o
CloudWatch Pub/sub topic or EventHub

Audit service

Audit options Proprietary Certain format Proprietary
unknown format changes format

Potential

Audit options Audit options Audit options
record

known unknown unknown
truncation

kubect! exec

arguments

OpenShift

4 predefined
policy profiles

Self-managed

Everything is
configurable
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"Kubernetes Audit Log Gotchas",
Shay Berkovich, fwd:cloudsec
Europe 2024




JTlydwine npaktunkm

 CIS Kubernetes Benchmark

« NSA/CISA Kubernetes Hardening Guide

3.2.1 Ensure that a minimal audit policy is created (Manual)

Profile Applicability:
e Level 1 - Master Node

Description:

Kubernetes can audit the details of requests made to the API server. The --audit-

policy-file flag must be set for this logging to be enabled.

 Kubernetes Security Technical Implementation Guide (STIG)

 PCI Security Standards Council: Guidance for Containers and Container Orchestration Tools
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7. Container Orchestration Tool Auditing

 NIST Special Publication 800-190 "Application Container Security Guide*

7.1 Existing inventory management and
logging solutions may not suffice due to
the ephemeral nature of containers and
container orchestration tools integration.

a. Access to the orchestration system API(s)
should be audited and monitored for
indications of unauthorized access. Audit logs
should be securely stored on a centralized
system.

* [lpukas ®CTIK Poccum Ne118. TpeboBaHma no 6€30nacHOCTU MHopMaLmMm K cpeacTtsamMm KOHTEeMHepusaumm

Kubernetes Hardening Guidance

Another precaution to take when utilizing an external log server is to configure the log
forwarder within Kubernetes with append-only access to the external storage. This
protects the externally stored logs from being deleted or overwritten from within the
cluster.

Kubernetes native audit logging configuration

The kube-apiserver resides on the Kubernetes control plane and acts as the front
end, handling internal and external requests for a cluster. Each request, whether
generated by a user, an application, or the control plane,
produces an audit event at each stage in its execution. When
an audit event registers, the kube-apiserver checks for an logging capabilities
audit policy file and applicable rule. If such a rule exists, the
server logs the event at the level defined by the first matched
rule. Kubernetes' built-in audit logging capabilities pefformno  default
logging by default.

Kubernetes audit

are disabled by

<Rule id="SV-242401r712559 rule" weight="10.0" severity="medium">
<version>CNTR-K8-000600</version>

<title>The Kubernetes API Server must have an audit policy set.</title>

<description>&It;VulnDiscussionigt ;When Kubernetes is started, components and user services are started. For auditing startup events, and events for components
and services, it is important that auditing begin on startup. Within Kubernetes, audit data for all components is generated by the API server. To enable auditing
to begin, an audit policy must be defined for the events and the information to be stored with each event. It is also necessary to give a secure location where
the audit logs are to be stored. If an audit log path is not specified, all audit data is sent to studio.&lt;/VulnDiscussionigt;&lt;FalsePositivesdigt &lt;

/FalsePositivesigt &lt Fal i &gt;&lt;/Fal i &gt;&lt

Severity ideGuid t;&lt;/Severity ideGuid. &gt;&lt; ial

lesgt falseslt;/Documentablesgt &1t ;Mitigationséigt &1t ;/Mitigationsigt &1t;

MitigationControlégt &It ;/MitigationControlégt &1t ibility&gt;&lt;/!

&gt;&lt;:/ al &gt;&1t;Thi tyToolségt ; 61t ;/ThirdPartyToolssgt ;&1t;

<reference>
<dc:title>DPMS Target Kubernetes</dc:title>
<dc:publisher>DISA</dc:publisher>
<dc:type>DPMS Target</dc:type>
<dc:subject>Kubernetes</dc:subject>
<dc:identifier>5376</dc:identifier>
</reference>
<ident s
<fixtext

http://cyber.mil/cci">CCI-001464</ident>

e Protect: Protective Technology

bility&gt;&1t;IAControlséigt &1t ;/IAControlsigt ;</description>

="F-45634r717023 fix">Edit the Kubernetes API Server manifest and set "--audit-policy-file" to the audit policy file.

o PR.PT-1: Audit/log records are determined, documented, implemented, and reviewed

in accordance with policy

percrtpauiim COBbITUM BE30MNacHOCTU B cpeacrtee HDHTEﬁHEpMBEHHM; .
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https://www.cisecurity.org/benchmark/kubernetes/
https://www.cisa.gov/news-events/alerts/2022/03/15/updated-kubernetes-hardening-guide
https://ncp.nist.gov/checklist/996
https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
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Kubernetes Audit Log npotne Dynamic Admission Webhook FORUM

Ha 6ase cospgatotcs Policy Engine.

Mniochbl:

* MoxHo nony4aTtb nHpopmauumio o Bsanmogenctanm ¢ Kubernetes API 6e3 HacTpowkn Control Plane

*  ®ukcupoBaHHbIM hopmaT AaHHbIX

« OTBs3Ka OT 06na4yHoro npoBanaepa

MuHycbi:

* He dukcmpyet onepaumm YteHus (get/list/watch)

« PabotaeT Tonbko ¢ ayTEHTUOMUNPOBAHHLIMU U aBTOPU3NPOBAHHBIMIN COOLITUSMM

* He cmoTpuT 3a pecypcamu Events, ValidatingWebhookConfiguration, MutatingWebhookConfiguration

* He 3HaeT HM4Yero npo impersonation

HTTP > ticat Mutating » Schema > Validating
handler Authorization admission admission to etcd

* He BMONT CECCUI0 B paMKax pOdS/exeC API reques't> APl Authentication Object Persisted

Validation

Mpumep: ytunurta

Webhook Webhook Webhook
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https://kubernetes.io/docs/reference/access-authn-authz/extensible-admission-controllers/
https://github.com/RichardoC/kube-audit-rest/

[lonntnka ayauTa ong
Kubernetes Audit Log




[Tonutunka

» Audit Policy - audit.k8s.io/v1l

. conocTasnseT 3anpockl K Kubernetes APl Ha ocHoBe
MeTaJaHHbIX C YPOBHEM ayauTa. 3anpochbl AOSMKHbI
COOTBETCTBOBAaTHL NpaBuiiamMm B KaXX4OM Mnorne.

* [lpumepbl NOAUTUK:

Field

level [Required]
Level

users

[1string

userGroups

[1string

verbs

[1string

resources

[ ]GroupResources

namespaces

[1string

nonResourceURLs

[1string

omitStages
[]stage

omitManagedFields
bool
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Description

The Level that requests matching this rule are recorded at.

The users (by authenticated user name) this rule applies to. An empty list implies every
user.

The user groups this rule applies to. A user is considered matching if it is a member of
any of the UserGroups. An empty list implies every user group.

The verbs that match this rule. An empty list implies every verb.
Resources that this rule matches. An empty list implies all kinds in all APl groups.

Namespaces that this rule matches. The empty string " matches non-namespaced
resources. An empty list implies every namespace.

NonResourceURLs is a set of URL paths that should be audited. * s are allowed, but
only as the full, final step in the path. Examples:

* /metrics - Logrequests for apiserver metrics
* /healthz* - Log all health checks

OmitStages is a list of stages for which no events are created. Note that this can also b
specified policy wide in which case the union of both are omitted. An empty list means
no restrictions will apply.

OmitManagedFields indicates whether to omit the managed fields of the request and
respanse bodies from being written to the APl audit log.

» avalue of 'true’ will drop the managed fields from the API audit log

s avalue of 'false' indicates that the managed fileds should be included in the API
audit log Note that the value, if specified, in this rule will override the global
default If a value is not specified then the global default specified in

13


https://kubernetes.io/docs/reference/#config-apis
https://kubernetes.io/docs/reference/config-api/apiserver-audit.v1/#audit-k8s-io-v1-PolicyRule
https://cloud.google.com/kubernetes-engine/docs/concepts/audit-policy#understanding_the_kubernetes_audit_policy_file
https://www.alibabacloud.com/help/en/ack/ack-managed-and-ack-dedicated/security-and-compliance/logging-and-auditing
https://yandex.cloud/ru/docs/managed-kubernetes/concepts/audit-policy

MpouHUMN HanucaHus EORUM
p L'l 2024

[MTonuTNKy MOXXHO pa3butb Ha 3 BGnoka:

1. [etanunaunpyem BaxHoe

apiVersion: audit.k8s.io/vl
2. Wckniovaem nuwiHee kind: Policy
ocmitStages:
- "RequestReceived"
rules:
- level: RequestResponse
resources:
- group: ""
resources: ["pods"]

3. OcrtanbHoe B 00LeM pexume

- level: None

users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: ""
resources: ["endpoints", "services", "services/status"]

- level: Metadate

14



CoobuweHune

— coobLeHne co Bcen NHopmaumen rno aygury.

— cneunann3npoBaHHble aHHOTaUUN.

Field

apiversion
string

kind
string

level [Required]
Level

auditIp [Required]
k8s.io/apimachinery/pkg/types.UID

stage [Required]
Stage

requestURT [Required]

string

verb [Required]
string

user [Required]

authentication/vl.UserInfo

impersonateduser
authentication/v1.UserInfo

Description

audit.k8s.io/v1

Event

AuditLevel at which event was generated

Unique audit ID, generated for each request.

Stage of the request handling when this event instance was generated.

RequestURI is the request URI as sent by the client to a server.

Verb is the kubernetes verb associated with the request. For non-resource
requests, this is the lower-cased HTTP method.

Authenticated user information.

Impersonated user information.

sourceIPs
[Istring

userAgent
string

objectRef
ObjectReference

responseStatus
meta/vil.status

requestobject
k8s.io/apimachinery/pkg/runtime.Unknown

responseObject
k8s.io/apimachinery/pkg/runtime.Unknown

requestReceivedTimestamp
meta/vl.MicroTime

stageTimestamp
meta/vi.MicroTime

annotations
map[string]string

Source IPs, from where the request originated and intermediate proxies.
The source IPs are listed from (in order):

1. X-Forwarded-For request header IPs

2. X-Real-Ip header, if not present in the X-Forwarded-For list

3. The remote address for the connection, if it doesn't match the last IP
in the list up to here (X-Forwarded-For or X-Real-Ip). Note: All but the
last IP can be arbitrarily set by the client.

UserAgent records the user agent string reported by the client. Note that
the UserAgent is provided by the client, and must not be trusted.

Object reference this request is targeted at. Does not apply for List-type
requests, or non-resource requests.

The response status, populated even when the ResponseObject is not a
Status type. For successful responses, this will anly include the Code and
StatusSuccess. For non-status type error responses, this will be auto-
populated with the error Message.

APl object from the request, in JSON format. The RequestObject is recorded
as-is in the request (possibly re-encoded as JSON), prior to version
conversion, defaulting, admission or merging. It is an external versioned
object type, and may not be a valid object on its own. Omitted for non-
resource requests. Only logged at Request Level and higher.

APl object returned in the response, in JSON. The ResponseObject is
recorded after conversion to the external type, and serialized as JSON.
Omitted for non-resource requests. Only logged at Response Level.

Time the request reached the apiserver.

Time the request reached current audit stage.

Annotations is an unstructured key value map stored with an audit event
that may be set by plugins invoked in the request serving chain, including
authentication, authorization and admission plugins. Note that these
annotations are for the audit event, and do not correspond to the
metadata.annotations of the submitted object. Keys should uniquely
identify the informing component to avoid name collisions (e.g.
podsecuritypolicy.admission.k8s.io/policy). Values should be short.
Annotations are included in the Metadata level.
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https://kubernetes.io/docs/reference/config-api/apiserver-audit.v1/#audit-k8s-io-v1-Event
https://kubernetes.io/docs/reference/labels-annotations-taints/audit-annotations/#authorization-k8s-io-decision

SOC

Cnenble 30HbI 1 00xoabl Kubernetes Audit Log FORUM

Y10 MOXHO : auditlD, sourcelPs, userAgent Kubernetes API Server Bypass Risks
Security architecture information relating to the API server and other components

The Kubernetes API server is the main point of entry to a cluster for external parties (users and services)

CJ'IeI'IbIe 30HbI. interacting with it.

7] ” H As part of this role, the APl server has several key built-in security controls, such as audit logging and
* CKprTble StatICPOd admission controllers. However, there are ways to modify the configuration or content of the cluster
«  Co3spaHue Pod B HecyLecTBYIOLLIEM Namespace ¢ HacTpoiikoi hostNetwork:true that bypass these controls.

. Hy)KHO OTKMoYaTh NOAAEPXKKY StaticPod Ha kubelet roe aTo He Tpe6yeT09| This page describes the ways in which the security controls built into the Kubernetes APl server can be
’ bypassed, so that cluster operators and security architects can ensure that these bypasses are

appropriately restricted.

* WHTepakTneHble koMaHabl B kubectl exec

» [lepeagaya gaHHbIX MO CTPUMMHIOBOMY npoTokony SPDY/3.1 unn WebSocket (3aBucut ot )
*  ATakyloLwmin MOXeT NCNOoSb30BaTb
* HyxeH Privileged Access Management (PAM)

+ Bsaumopencteue c kubelet APl yepes pecypc node/proxy

+ PaboTa ¢ koHTelHepamn Ha Node
*  HyxHO cnegosatb NpUHUMNY HanMeHbLNX npusmnerun B RBAC, HacTpoiiku 6e3onacHocTr ang kubelet, HyxxkeH Container Runtime Security

* [Nlpamoe B3anmogencrTeme c etcd

e YTunutel ,
*  Hwukto He gomkeH HaxoanTbesa Ha Node ¢ etcd

» [lpsamoe B3anmopencteme ¢ Container Runtime Socket

e YTuUnutbl TUNa : nT.no.
*  HyxHo orpaHnmunTb AocTyn nonb3oBatenein Ha Nodes

16


https://github.com/raesene/k8s_audit
https://kubernetes.io/blog/2024/08/20/websockets-transition/
https://github.com/jpts/kubectl-execws
https://etcd.io/docs/v3.4/dev-guide/interacting_v3/
https://github.com/nccgroup/kubetcd
https://github.com/kubernetes-sigs/cri-tools/tree/master
https://github.com/containerd/nerdctl
https://kubernetes.io/docs/concepts/security/api-server-bypass-risks/

Attack Vectors (AV) - e e e EN R W B Ee S S B G BN SN e e G BN Ge B G we G s e

ItZ-CIuslerNemn

|Description [ [ | ] [ |
Pty eyttt non-K8s encpoint (e IE—CIusterCcmtrcnIPlame

\AVO2Z Compromised kubeconfig file.
O K bl I M e \AV03 Compromised KBs service account token with cluster details.
container image in public registry.

ly exposed KBs workload: e.g. RCE.

ro = = mm - -
'tZ-ClusterControlPlaneData

TO01 TO24 CO08

TO02 TO25  CO09
rigucts TO03 TO26 C10
AV11|Compromised credentials of publicly exposed host.

|AV12|Container runtime configured incorrectly.

AV13 Compromised QIDC token with cluster details, T004 TO27 C1 1
NcTouHuk kubernetes-for-soc V14 s i i s et
AV1SIL obtained kubeconfig file. e S s a8 e——
AV1BL oblainad K8s service account token with cluster details.
|AV17 Malicious container image in private registry. emet, o e
AV18 Vulnerable KBs workload: e.g. RCE.
AV18 kubelet vulnerability,
‘s options
\AV21 Compromised credentials of host.
AV2Z Legitimately obtained OIDC token with cluster details.
AV22 Legitimately oblained credentials of host

i
g

- mm mm mm omm omm o wd

Assumptions (AS)
D Description
AS01 Fault-tolerance and high availability are not in scope for this model

Two certificate authorities (CAs) are in scope for this model:
one for the cluster and one for eted.

AS03 ‘Within this model, the kube-proxy is running as a service in the host
and using a config file.

ASD4 ‘Container Runtime installation and related files are out of scope for
this model.

BHEEE

z
w

‘Within this mode, there are no business-type KBs workloads scheduled in
the master node.
m“ﬁﬂfﬂ this model, K8s issic include: F Quots
LimitRanger, i licy), agePoli
ASO7 ‘Within this model, KBs autharisation is limited to: RBAC, Node,
‘and Webhock.
‘Within this model, KBs encryption is implemented via
EneryptionConfiguration and applies for data at rest only.
‘Within this model, K8s MutatingAdmissionController anables:
disable service account token auto-mount,
ASCS PodSecurityContext'ContainerSecurityContext,
AT,
container sandboxing,
and application logging consumption.
AS10 ‘Within this model, K8s authentication i limited to: client certificates,
service account tokens, and OIDC tokens.
AVO2, AVO3, AVOT, AV08, AVDS, AV10, AV12, and AV13 are being taken
AS11 into account under the assumption that the hosts holding the cluster
«control plane’s components are publicly exposing them.

Public 3rd Party
Repository

AS0B

Public Registry

xli

- -
lusterDataPlane

J [T020 To3s| coa

D {n-erwnn

€01 C-Harden-Component
C02  C-Control-Traffic-Flow

€03 C-Harden-Config-Compl-Mon / C-Mon-Drif
CO4  C-Evt-Log-App / C-Evt-Log-Sec / G-Evt-Log-Sys
€05 C-Mon-File-Intagrity

C06  C-Mon-Log
co7
cos
cos

- e i T T T

C11  |C-K8s-AuditLogs

C-Mon-Health
C-Vuin-Scan
(C-Kas-Harden-Companent

C10  C-Kas-AdmissionContrallers

11 C-Kas-Auditlogs

€12 G-Kes-Authorisation

€13  C-KBs-CNI-NetworkPolicies
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https://github.com/abdullahgarcia/kubernetes-for-soc

ObHapyxeHue
3MOYMbILLSIEHHUKA




Kubernetes Audit Log n matpuua yrpos

Initial Access

Using cloud
credentials

Execution

nto container

Compromised

bash/cmd inside

Persistence

Backdoor
container

Privilege
Escalation

Privileged

container

Defense Evasion

Clear container
logs

" oT Microsoft

Credential Access

Delete K8S

Mount service principal

image In container mount binding
file Kubernetes hostPath t Container
CronJob mount name similarity account
Application Application exploit Malicious Access cloud Connect from Application credentials
vulnerability (RCE) admission resources proxy server in configuration files
controller
Exposed sensitive SSH server running Container Access managed
interfaces inside container account identity credentials

2clion

Static pods

Malicious admission
controller

Discovery

Access
Kubernetes API
server

Access Kubelet
API

Network mapping

Exposed sensitive
interfaces

Instance
Metadata API

Lateral Movement

Access cloud
resources

Cluster internal
networking

Application credentials

in configuration files

Writable hostPath

mount

CoreDNS poisoning

ARP poisoning and IP
spoofing

Collection

Images from a
private registry

Collecting data
from pod

Impact

destruction

Resource
hijacking

Denial of

service

- TO, YTO MOXXHO 06HapyxnTb B Kubernetes Audit Log
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"JKcKypcusa no MaTpuuam yrpos Ans
koHTenHepoB u Kubernetes", Cepren
Kannbop, VK Kubernetes Conf 2023
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https://microsoft.github.io/Threat-Matrix-for-Kubernetes/
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TOJIbBKO HA OCHOBAHWNI HA OCHOBAHWWN BU3HEC
METAOAHHbBIX B COBbITUAX JIOTTUKU
OnupaeMcs TornbKo Ha JaHHble COO0LLEHUS C y4yeToM yCrioBUin BblKaTKK, cneundukm

ponu knactepa v T.A.



[pumep 1

* Pods 6e3 metadata.ownerReferences

* [lpogakiwieH Harpy3ka Tak He
3anyckaeTtcs

* bonbWKWHCTBO NpMMEpPOB aTak B
NHTEPHETE AEMOHCTPUPYETCS Ha
npumepe Pod 1 yacto konupyeTcs
script kiddie

"requestObject”: {

"kind": "Pod",
"apiversion": "v1",
"metadata": {
"name™: "priv-exec-pod",
"namespace”: "bank",
"creationTimestamp": null,
"labels™: {
"app": "pentest”

}

}s

"spec": {
"containers": |

{

"name": "priv-pod",
"image": "ubuntu",
"command": [
"/bin/sh",
n_em,

SOC
FORUM
2024

"requestObject": {
"kind": "Pod",
"apiVersion": "v1",
"metadata": {
"generateName": "nginx-deployment-6f87fb7ccf-",
"creationTimestamp": null,

"labels": {
“app": "nginx",
"pod-template-hash": "ef87fb7ccf"
}s
"ownerReferences": |
{
"apivVersion": "apps/v1i",
"kind": "ReplicaSet",
"name": "nginx-deployment-6f87fb7ccf",
"uid": "7@ea79a8-3c18-410d-95fc-00@edcfed244",
"controller": B
"blockOwnerDeletion":
}
]
}J
"spec": {
"containers": [
{
"name": "nginx",
"image": "nginx:1.27.2",

21
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» ObpaLeHune K pecypcy SelfSubjectRulesReview ot
ServiceAccount mukpocepsuca

"user": {
* Camu MKpPOCEPBUChI HE Y3HAIOT, Kakne y HUX npasa "username": "system:serviceaccount:test:default”,
+ Ecnu Tonbko He Ha4anockb BOCCTaHVe MaLluH ;) "groups": [ED]
» ATtakyowmin BHYTpU Pod MoXeT nonbITatbCs BbISICHUTD, g

"sourceIPs": [E3T],
"userAgent": "kubectl.exe/v1.31.0 (windows/amdée4)
kubernetes/9edcffc",

Kakumun npaBamu obnagaet gaHHbin Service Account Token

objectRef™: {
"resource”: "selfsubjectrulesreviews",
"apiGroup": "authorization.k8s.io",
"apivVersion": "v1"

}s

"responseStatus”: {E1},

"requestObject™: {
"kind": "SelfSubjectRulesReview",
"apiVersion": "authorization.k8s.io/v1",
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* (OTKasbl B BbINOMHEHUN OENCTBUA
« Kak npaBuno He xBaTaeT npas

« KT0-TO MbiTAeTcsa caenatb TO, YTO EMY HEb3s

"requestReceivedTimestamp”: "2024-10-30T11:19:19

.9110447",
"stageTimestamp™: "2024-10-30T11:19:19.912790Z",
"annotations": {
"authorization.k8s.io/decision"”: "forbid",
"authorization.k8s.io/reason”: "RBAC ..."
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[Tpumep 4

 CosgaHue
* YacTHbIn cniydan - privileged pod

* OObI4HO TpebyeTcs TONMbKO AN Manoro KonuyecTesa
CUCTEMHbIX, MHPPACTPYKTYPHbIX CEPBUCOB, KOTOPbIE MOXHO
3apaTb Kak whitelist

» ATakylouwmn MOXeT UCnonb3oBaTb ANd nobdera U3 KOHTENHepa

"requestObject™: {
"kind": "Pod",
"apiversion": "v1",
"metadata": {E3},
"spec": {
"containers": |
{
"name": "priv-pod",
"image": "ubuntu",
"command": [
"/bin/sh",

"args": |

"while true; do sleep 30; done;"

1,

"resources": {1},

"terminationMessagePath": "/dev/termination-log"

;]

"terminationMessagePolicy": "File",
"imagePullPolicy": "Always",

"securityContext": {
"privileged":

!

SOC
FORUM
2024
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https://github.com/BishopFox/badPods

SOC

[Mpumep 5 FORUM

» OBGHapyXeHue, BbINOSTHEHNE KOMaHA U co3daHue
WHTEPAaKTUBHbLIX CECCUN BHYTPU KOHTENHEPOB

- kubectl exec, kubectl debug, kubectl port-forward u T.4. “requestURI": "/api/vl/namespaces/bank/pods/priv-exec
-pod[exec?command=%2Fbin%2Fbashikcontainer=priv
° D,aHHaFl HeO.6XO,EI,I/IMOCTb O4YeHb OoMnacHada 1 pegkad, 0CODEeHHO -pod&stdin=tr‘ue&stdout=tr‘ue&t‘ty=tr‘ue",
ana production okpyxeHus "verb": "create",

"user": {ED},

"sourcelIPs": [ED],

"userAgent”: "kubectl.exe/v1.31.0 (windows/amdé64)
kubernetes/9edcffc",

"objectRef": {

"resource”: "pods",
"namespace”: "bank",

n ] 11 s n
name": "priv-exec-pod”,
"apiversion": "v1",
"subresource”: "exec"
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» OO6paleHune ot “system:anonymous”, “system:unauthenticated”

» [aHHble Cy6'beKTbI OOMKHbI ObITb OTKIOYEHBI U HE NCNOMb30BAaTLCS

"user”: {

"username”: "system:anonymous”,

"groups”: |
"system:unauthenticated”
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* Pe,El,aKTI/IpOBaHI/Ie npasuil MeEXCeTeBOro 3KpaHa ansd
nonyyvyeHna gonoJiIHUTENbHbIX CETEBbLIX AOCTYMNOB

« CospaHue, pegaktupoBaHue, yoaneHne NetworkPolicy "verb": "create",
Native "user": {E&E3},
Custom ot Calico u Cilium "sourceIPs": [@ED],
« [laHHaga onepauma MOXeT NMpou3BOAUTCA OrpaHNYeHHbIM "userAgent"”: "kubectl.exe/v1.31.0 (windows/amdé4)
Kpyrom nut, kubernetes/9edcffc",
"objectRef": {
"resource”: "CiliumClusterwideNetworkPolicy",
"name”: "processing-np",
"apiGroup”: "cilium.io",
"apiversion": "v2"
}}
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[Mpumep 8 FORUM

* Pepaktnposanune nonutunk PolicyEngime nnu ero oTknoyeHne

« CosgaHve, pegakTupoBaHue, yoaneHue nonnTuk

OPA Gatekeeper, Kyverno n 1.4. "verb": "delete",
« [laHHasa onepauuns MOXeT NPOn3BOANTCA OrpaHUYEHHbIM "user": {E&E3},
Kpyrom niu "sourceIPs": [@E3],
* B0O3MOXHO aTtakylLnn NbITaeTcsa OTKNIOYUTL CPEACTBO "userAgent”: "kubectl.exe/v1.31.0 (windows/amdé64)
GesonacHocTu kubernetes/9edcffc”,
"objectRef": {
"resource”: "ClusterPolicy",
"name”: "drop-all-capabilities”,
"apiGroup": "kyverno.io",
"apiVersion": "v1"
}s
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* YyutbiBaem 6usHec normuky paboTbl
* BbIKaTKn NpUNoXeHUn ToMbKo B pabo4dne yackl no 6ygHam

» OcTanebHoe 3T0 aHoManum, BO3MOXXHO OENUCTBUS aTaKyoLEero
"objectRef": {
"resource"”: "deployment™,
"namespace"”: "bank",
"name": "nginx-deployment",
"apiVersion": "v1"
¥
"responseStatus": {E3},
"requestObject”: {E3},
"requestReceivedTimestamp": "2024-11-2T23:00:32.777737Z"

2

"stageTimestamp": "2024-11-2T723:00:32.8404967",
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« C y4yeTOoM ponu knacrepa

* Hanpumep, B komnaHuu ucnosnedyetcda GitOps noaxoa v
BCe BblkaTblBaeT Tosfibko Flux nnn ArgoCD

* BblkaTka oT gpyron CyLLHOCTU - 3TO aHOManus
"user": {

"username": "system:serviceaccount:argocd:argocd
-application-controller”,
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* cnonb3ynte npuMaHKu 1 NOBYLLKM
“Detection through Deception”
“Security through Deception”

e 3aroTtoBrneHHble ServiceAccount,
Secret u 1.4.

« O6HapyxmBaeM UX UCrosib3oBaHme

Kubernetes security:
Deception phase

Founder&CTO Luntry
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https://luntry.ru/research

3aknyeHue




Kubernetes - camas npocmarpuBaemasi cuctema
Kubernetes Audit Log oba3aTeneH K uCnosb30BaHUIo
BHumaTtenbHo noarotasnusante Audit Policy

lpn HanucaHun NpaBun AETEKTUPOBAHUS
yuYnThbIBaUTE N OU3HEC NOTUKY

Co3naHue npasun getektupoBaHuns B Kubernetes
OYEeHb KpeaTuBHas 3agava ;)
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[lonesHble maTtepuansl FORUM
o " ", Shay Berkovich, fwd:cloudsec Europe 2024

o ", Laurent Bernaille & Robert Boll, Kubecon 2019
o« ", Graham Helton, 2024

o« “ Mikhail Larin, 2024

o “, Anton Medvedey, 2024

o " ", Magno Logan, Blue Team Summit 2021
« ", Ben Lister, 2021

o« " Ramesh Ramani, 2021

o ", Ramesh Ramani, 2021

. anst Kubernetes

. ana Kubernetes
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https://pretalx.com/fwd-cloudsec-europe-2024/talk/VVMRW9/
https://www.youtube.com/watch?v=E_6HwlCzqUk
https://grahamhelton.com/blog/k8slogs/
https://medium.com/exness-blog/securing-continuous-delivery-argo-cd-threat-detection-6296f97c9197
https://medium.com/exness-blog/threat-detection-in-the-k8s-environment-d5fdcd88a094
https://www.sans.org/presentations/detecting-kubernetes-attacks-with-audit-logs/
https://www.nccgroup.com/us/research-blog/detection-engineering-for-kubernetes-clusters/
https://developer.squareup.com/blog/threat-hunting-with-kubernetes-audit-logs/
https://developer.squareup.com/blog/threat-hunting-with-kubernetes-audit-logs-part-2/
https://github.com/jatrost/awesome-kubernetes-threat-detection
https://github.com/SigmaHQ/sigma/tree/master/rules/application/kubernetes/audit
https://stratus-red-team.cloud/attack-techniques/list/
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