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FpoyerHas npeabicTopus

o CTapbIli NPOEKT, KOAoBOe Ha3BaHue «l1naHeTa

>Kenesgaka»
o [logaepXKkn HeT

o lcxoOHbIX KOOOB HET
o Koro cnpocuTtb ToXe HeT (3aka3Has pa3paboTka)
e [OpPAT CPOKU U XKOATb NCNPABEHUN HET BPEMEHU

e [lpyraga "xusa"

ron 2018
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YTo B 0Opa3e TBoOEM?

- U2A3NE OBRAZY

OMALOVANKY PIXEL ART

@

UMELECK YCH
POKLADU

Mpo Teoun obpasbl Docker
Hanucanu KHUry
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"XunpHbin" 6asoBbin obpas...

$ cat /etc/os-release

PRETTY_NAME="Debian GNU/Linux 11 (bullseye)"
NAME="Debian GNU/Linux"

VERSION_ID="11"

VERSION="11 (bullseye)"
VERSION_CODENAME=bullseye
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... C Ky4eU HeHYXHbIX UCNONHAEeMbIX (pannos,...

$ curl --version

ﬁeieése—Date: 2023-02-20, security patched: 7.88.1-10+deb12u5
$ gosu --help

éoéu.version: 1.14 (gol1l.19.8 on linux/amd64; gc)

$ nc --version
Ncat: Version 7.93 ( https://nmap.org/ncat )
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.. 3AlUUTBIMU" Kpepamu,...

$ env | grep TOKEN
ENV JWT_TOKEN="eyJhbGci0iJ. . .V_adQssw5c"

$ grep "AWS" run.sh
export AWS_SECRET_ACCESS_KEY="Qk6dDZ3Ev6x. . .5CNwYMm1ls9+vfOE="
export AWS_ACCESS_KEY_ID="AKIAATC. . .F27LK"

$ grep "TOKEN" test.txt
PULUMI_TOKEN_TEST="pul-afde®@34feeebc098. . .deadbeef"
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... logdshell n
100500 CVE,...

$ ./log4dhell.sh web-service-app.jar

Log4J version : 2.14.1
[!] Inspection finished - Class found!

harbor. (| tests/dockle-test:latest

SBOM  Vulnerability Secrets Config

Type: Vulnerability Report

Name: harbor. (I t=sts-dockle-test-Ocac7782

Update: 29.05.2024 19:30:34

Registry: harbor. | NG

Repository: harbor | te5ts/dockle-test
Tag:

Scanner Name: Grype

Scanner Vendor: Anchore

Scanner Version: 0.73.4

19 - [i70)

Summary

critical
high
medium
low
unknown
negligible

278

34
50
19

170
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... U BOOOLLEe BCe HeENpaBUJILHO

$ dockle $IMAGE_NAME | grep "FATAL\|WARN"

FATAL
FATAL
FATAL
FATAL
FATAL
FATAL
FATAL
FATAL
WARN

WARN

WARN

CIS-DI-0007:
CIS-DI-0009:
CIS-DI-0010:
DKL-DI-0001:
DKL-DI-0002:
DKL-DI-0005:
DKL-LI-0001:
DKL-LI-0002:
CIS-DI-0001:
DKL-DI-0003:
DKL-DI-0006:

Do not use update instructions alone in the Dockerfile
Use COPY instead of ADD in Dockerfile

Do not store credential in environment variables/files
Avoid sudo command

Avoid sensitive directory mounting

Clear apt-get caches

Avoid empty password

Be unique UID/GROUP

Create a user for the container

Avoid "apt-get dist-upgrade"

Avoid latest tag
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K yemy 3T0 Beget?
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LotL-aTaka (Living off
the Land)

ATaka, npu KOToOpowu
NUCnonb3yeTcsd NeruTuMHbIe
nporpaMmmbl U PYHKUUN ONS
BbINOSTHEHUA BPEOOHOCHbIX
NENCTBUUN B LIENTEBON CUCTEM
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LotL-aTaka

CI/II'HaTypr HE NMOMOTIYyT

BpenoHoCHbIX doannoB HET

Shell mo)eT ObITb NEerMTUMHbIM

e PaccnepoBaHue u atpubyums
aTtak CIrOXHbl
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LotL-ataka && GTFOBIins &&
nano

[ BonmonHAeTCAH.. |iElsl

uid=@(root) gid=0(root) rpynnb=0(root)g 4YuTOain
# 0TMeHa Mpucoen. TekcT
sudo nano — - = — — —

ARAX
reset; sh 1>&0 2>&0

https://gtfobins.github.io/gtfobins/nano/ 13/85


https://gtfobins.github.io/gtfobins/nano/

LotL-ataka && GTFOBIins &&

le sudo zip $1F /etc/hosis -T -TT 'sh #'
adding: etc/hosts (deflated 56%)
# 1d
uid=8(root) gid=0(root) rpynne=6(root)

# 1

TF=$(mktemp -u)
sudo zip $TF /etc/hosts -T -TT 'sh #'
sudo rm $TF

https://gtfobins.github.io/gtfobins/zip/ 14/85


https://gtfobins.github.io/gtfobins/zip/

CAPTAIN G
OBVIOUS, *

N3BeCTHbIe YA3BMMOCTU

$ trivy image $IMAGE_NAME

Total: 321 (UNKNOWN: O, LOwW: 199, MEDIUM: 70,
HIGH: 49, CRITICAL: 3)
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CeKkpeTbl, TOKeHbIl, KITHO4M...

$ trivy image --scanners secret $IMAGE_NAME

/file.txt (secrets)
Total: 1 (UNKNOWN: O, LOW: O, MEDIUM: 0, HIGH: 1, CRITICAL: 0)
HIGH: Pulumi (pulumi-api-token)

/run.sh (secrets)
Total: 1 (UNKNOWN: O, LOW: ©, MEDIUM: 0, HIGH: 0, CRITICAL: 1)
CRITICAL: AWS (aws-access-key-1id)

$IMAGE_NAME (secrets)
Total: 2 (UNKNOWN: O, LOW: O, MEDIUM: 2, HIGH: ©, CRITICAL: 0)
MEDIUM: JWT (jwt-token)
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INlnpnyeckoe orctynsieHme Ne1: cnpsiTaHHbIN
ceKkpeT

$ cat test.txt
PULUMI_TOKEN_TEST="pul-afde034feeebc098ebc4000036e00000deadbeef"

$ trivy fs test.txt
$ cp test.txt a.txt
$ trivy fs a.txt

/a.txt (secrets)

Total: 1 (UNKNOWN: O, LOW: O, MEDIUM: O, HIGH: 1, CRITICAL: 0)
HIGH: Pulumi (pulumil-api-token)

Pulumi API token
/a.txt:1

1 [ PULUMI TOKEN TEST:"********************************************Il
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JIlupunyeckoe orctynneHue Ne1: pasragka
CNpATaHHOro ceKkpeTa

{
ID: "tests",
Description: "Avoid test files and paths",
Path: MustCompile( (Atest|\/test|-test|_test|\.test) ),
Iy
{
ID: "examples",
Description: "Avoid example files and paths",
Path: MustCompile( example ),
Regex: MustCompile("(?1)example"),
I

18/85
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https://github.com/aquasecurity/trivy/blob/main/pkg/fanal/secret/builtin-allow-rules.go

OcTtaBwuuncs knrou (1)

éoﬁY.id_rsa /root/.ssh/
RUN . . . & rm -rf /root/.ssh/id rsa
CMD ["/run.sh"]

$ docker history $IMAGE_NAME

IMAGE CREATED CREATED BY

c274f07a418f 20 minutes ago CMD ["/run.sh"]

<missing> 20 minutes ago RUN ... && rm -rf..

<missing> 20 minutes ago COPY 1id_rsa /root/.ssh/ # buildkit
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OcTtaBwuncA Knrou (2)

$ docker save $IMAGE_NAME | tar -x -C .

$ find blobs/sha256/ -type f -exec file {} \, | grep "tar"

blobs/sha256/9b47fc. . .fde2bd: POSIX tar archive
blobs/sha256/6e9c5e. . .98398c: POSIX tar archive
$ tar xvf 9b47fc. . .fde2bd

root/

root/.ssh/

root/.ssh/id_rsa

$ cat root/.ssh/id rsa
————— BEGIN OPENSSH PRIVATE KEY-----
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MuckoHduru (1)

FATAL - CIS-DI-0009: Use COPY instead of ADD in Dockerfile

* Use COPY : ADD credentials.json /app/credentials.json # buildkit

FATAL - CIS-DI-0010: Do not store credential in environment variables/files

* Suspicious filename found : app/credentials.json

* Suspicious filename found : .aws/credentials

* Suspicious ENV key found : MYSQL_PASSWD on ENV MYSQL_PASSWD=password
* Suspicious ENV key found : JWT_TOKEN on ENV

JWT_TOKEN=eyJhbGc. . .Qssw5c

- DKL-DI-0006: Avoid latest tag

* Avoid 'latest' tag
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Ilupunyeckoe orcrynneHue Ne2

func (a CredentialAssessor) RequiredFiles() []string {

return []string{
"credentials.json",
"credential.json",
"credentials",
"credential",
"password. txt",
"id_rsa",
"id_dsa",
"id_ecdsa",
"1d_ed25519",
"secret_token.rb",
"carrierwave.rb",
"omniauth.rb",
"settings.py",
"database.yml",
"credentials.xml",

¥
¥

https://github.com/goodwithtech/dockle/blob/master/pkg/assessor/credential/credential.go
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https://github.com/goodwithtech/dockle/blob/master/pkg/assessor/credential/credential.go

MuckoHdurm (2)

FATAL - DKL-DI-0001: Avoid sudo command

* Avolid sudo 1n container :
RUN /bin/sh -c apt-get install -y git sudo curl gosu ncat # buildkit
RUN /bin/sh -c sudo cat /etc/passwd # buildkit

- CIS-DI-0001: Create a user for the container

* Last user should not be root

INFO - CIS-DI-0008: Confirm safety of setuid/setgid files

* setgid file: grwxr-xr-x usr/bin/expiry
* setulid file: urwxr-xr-x usr/bin/sudo
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Bce nnoxo

e Ha yposHe Dockerfile
o MuckoHdurypauum

e Ha ypoBHe croeB obpasa -
NMPUKACAUTECDL| | )

W
n

o HewucnonHaemoble goannbl

= Kntoum, TOKeHbI, naponu, K HEMY!
cepTudukarsl, ...

o NcnonHaemble goannbl
= |otL-ataka, GTFOBIins

= BpeooHoCHble nporpamMmbl
= setuid/setgid pannbl

e Ha ypoBHe Koga
o WN3BecTHble yassmumocTtu (CVE)
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Wcnpaensiem
cutyauuto

O.A. Hukonoropckas z
J1.N. Mapkyc '

BPEMSA

U3JIEYUBAE
'HEB .

U SAMNOJIHAET
o




3amMmeHa 6a3oBoro obpasa

e gcr.io (distroless)
e Chainguard
e SIGHUP

BoibpacbiBaem HeHyxXHoe

https://safecodeconf.ru/talks/aae5116ee0fc4c8f8b921ebb46a14231/ 26/85


https://github.com/GoogleContainerTools/distroless
https://www.chainguard.dev/
https://sighup.io/secure-containers/
https://safecodeconf.ru/talks/aae5116ee0fc4c8f8b921ebb46a14231/

MeHsiemMm cnou

crane
layer 5| LD werpsiers  Applaversrebased (U0 e
$ dOC ker run —lt --rm $IMG_NAME: -Latest \ layer 4 V:Inerﬁbilityflound Iin Vulnberabi_lityFDfEDinl layer 4
head _1 /etc/os_ re.l-ease ase Image layers: new base Image layers:
PRETTY_NAME="Debian GNU/Linux 11 (bullseye)" layer 3
layer 2
$ ./crane rebase $IMG_NAME: latest \
--0ld_base=debian: latest \ layer 1
--new_base=debian:12 \ _
- -tag=%$IMG_NAME: rebased

--original --0ld_base --new_base --rebased

$ docker run -it --rm $IMG_NAME:rebased \
head -1 /etc/os-release
PRETTY_NAME="Debian GNU/Linux 12 (bookworm)"

https://github.com/google/go-containerregistry/blob/main/cmd/crane/rebase.md 27185


https://github.com/google/go-containerregistry/blob/main/cmd/crane/rebase.md

Yoansaem npomMexyToyHoe

docker-squash
$ docker history $IMAGE_NAME
IMAGE CREATED CREATED BY
c274f07a418f 20 minutes ago CMD ["/run.sh"]
<missing> 20 minutes ago RUN ... && rm -rf..
<missing> 20 minutes ago COPY 1id_rsa /root/.ssh/ # buildkit

$ docker-squash -f 2 -t $IMAGE_NAME:squashed $IMAGE_NAME
$ docker save $IMAGE_NAME:squashed | tar -x -C

$ tar xvf f4152d. . .750c19 | grep "id_rsa"
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MuHndunumnpyem obpas

mint (ex-DockerSlim)

$ docker images -a
REPOSITORY

harbor.server/tests/bad-image.slim
harbor.server/tests/bad-image

https://github.com/mintoolkit/mint

..injected

Inpu‘t

sensor

d Stort [container

[ tmp ] Moni‘tor‘inf!
container

Col [e,ctj/?ﬁte[ i:s,e,nc.e.

Usage report

- files accessed Ar*t‘iPa\c‘tS

- syscalls issued
- certs detected

Build slm image &
Generote saé:uﬁ“ty pro'Pﬂes
\4

Ou‘tpu‘t

| AppArmor & seccomp
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https://github.com/mintoolkit/mint

Mooudununpyem
criou

copacetic

CLI tool for directly
patching container
Images using reports
from vulnerability
scanners

https://github.com/project-copacetic/copacetic

o e o e e o

i Parse
Scan ,
‘[ ' copa CLI tool Patched Application Image
Application lmage
—
| )
Framework Image L . Framework Image
1illlllll s B WEIIIIIII
| Bundle
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https://github.com/project-copacetic/copacetic

Moaoudunumnpyem crnowu

copacetic

$ trivy image --vuln-type os --ignore-unfixed --scanners vuln $IMAGE_NAME

Total: 8 (UNKNOWN: O,

LOW: ©, MEDIUM: 6, HIGH: 2, CRITICAL: 0)

Library Vulnerability Severity Installed Version Fixed Version
libc-bin CVE-2024-33599 HIGH 2.36-9+deb12u6 2.36-9+deb12u7
CVE-2024-33600 MEDIUM
CVE-2024-33601
CVE-2024-33602
libc6 CVE-2024-33599 HIGH
CVE-2024-33600 MEDIUM
CVE-2024-33601
CVE-2024-33602
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Moaoudununpyem crnou

copacetic

$ trivy 1image --vuln-type os --ignore-unfixed -f json
-0 bad-1image. latest.json $IMAGE_NAME

$ sudo ./copa patch -1 $IMAGE_NAME -r bad-image. latest.json
-t bad-image-patched

$ trivy image --vuln-type os --ignore-unfixed --scanners vuln
$IMAGE_NAME:bad-image-patched

Total: ® (UNKNOWN: O, LOW: ©, MEDIUM: O, HIGH: O, CRITICAL: 0)
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H enoc I a I K M C O p a mount / from exec sh -c apt install ~no-install-recommends --allow-change-held-packages -y libxml|2 python3.7 gzip imagemagick-6-

common libc-bin libgmp-dev libkrb5support0 libtiffS dpkg-dev libbsd0 libcurl4-openssl-dev libgnutls-openss|27 libkadm5clnt-mit11 li
bx11-dev libcairo-gobject2 libncursesé libpixman-1-0 libsqlite3-0 libssl-dev libexpat1-dev libwebp-dev libx11-6 libxslt1.1 libcairo-scri
pt-interpreter2 libexif-dev libjpeg62-turbo liblzma5 libpg-dev librsvg2-dev perl gnupg-utils libldap-common libmagickwand-6-headers
o libncurses5-dev libzstd1 libopenjp2-7 git-man gnupg gpg libcé libldap-2.4-2 libopenexr-dev libpg5 perl-base libc-dev-bin libfribidi0 lib
6 6 glib2.0-dev-bin libgnutlsxx28 libkadm5srv-mit11 libopenexr23 libcairo2 libfreetype6 unzip zlib1g libnettle6é openssl libaprutil1 libcair
¢ H O B bl I/I O pa3 On b Lu e o2-dev libgnutls-dane0 libkrb5-3 libksba8 libmagickcore-6-headers libmaxminddb0 libp11-kit-dev libsas|2-2 icu-devtools libdjvulibre2
1 libsglite3-dev imagemagick libgmpxx4ldbl libp11-kit0 libpython3.7-minimal libxslt1-dev gpgsm imagemagick-6.q16 libglib2.0-0 libl
. zma-dev libmagickcore-6.q16-6 libperl5.28 gpg-agent ncurses-bin libmariadb-dev-compat libss2 git libcurl4 libde265-0 libdpkg-perl li
TOJ-I bKO OT trlvy bicu63 libk5crypto3 libssl1.1 libudev1 libwebpé libx11-data libxml2-dev tzdata libmagickcore-6.q16-6-extra libmagickwand-dev libtas
n1-6 libgssapi-krb5-2 libmagickcore-6.q16-dev libbz2-dev libc6-dev libcurl3-gnutls libext2fs2 libglib2.0-bin libgnutls30 libpcre2-8-0 li
bmagickcore-dev libmagickwand-6.q16-6 libmagickwand-6.q16-dev ncurses-base libmariadb-dev python3.7-minimal apt dpkg libapt-
~ pkg5.0 libexpat1 libidn2-0 libjpeg-dev bzip2 libcom-err2 libfreetype6-dev librsvg2-2 libsasi2-modules-db comerr-dev dirmngr libkrb5-
° IDIaJ-I e KO H e Bce rl aTLI I/IT dev libmagickcore-6-arch-config libncursesw5-dev libpython3.7-stdlib e2fsprogs gpgv libbz2-1.0 libgmp10 libkdb5-9 libpixman-1-dev
librsvg2-common sudo gpgconf libdjvulibre-dev libexif12 libgcrypt20 libglib2.0-dev libncurses-dev xz-utils libgnutls28-dev libsvn1 lib
tiffxx5 libtinfoé libwebpmux3 linux-libc-dev libdjvulibre-text libtiff-dev libunbound8 curl gnupg-110n gpg-wks-server libglib2.0-data lib
I_I Oﬂ'ﬂe p}KM Ba eT TOJ-I bKO hogweed4 libtasn1-6-dev perl-modules-5.28 krb5-multidev libgssrpc4 libsystemd0 nettle-dev libidn2-dev zlib1g-dev liblz4-1 libmaxmi
nddb-dev libncurseswé6 libwebpdemux2 mariadb-common subversion gir1.2-rsvg-2.0 gpg-wks-client libicu-dev libjpeg62-turbo-dev lib
mariadb3 libopenjp2-7-dev && apt clean -y

apk M apt
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3aKpbiBaem npobnemsbl B "ctaTuke"

e Ha yposHe Dockerfile
o W Moaundvkaumsa cnoés

 Ha ypoBHe crnoeB obpasa
o HeucnonHaemble pannbl
= W docker-squash

o VlcnonHaemble doannbl
= P MuHumanucTnyHbin 6asosbin obpas

e Ha ypoBHe koga
o N3BecTHble yassumocTtu (CVE)
= P MuHumanucTnyHbin 6asosbin obpas

= W MNocnennue sBepcumn Gubnmotek
34/85



PRIN IS TEMPORARY

Ha ypoBHe
Kubernetes

SecurityContext holds
security configuration
that will be applied to a
container

PodSecurityContext
holds pod-level security

attributes and common securltyC@l‘ltext

container settings. Is Fn n E"En
u' l':.'

https://kubernetes.io/docs/reference/generated/kubernetes-
api/v1.30/#securitycontext-v1-core 35/85



https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#securitycontext-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#securitycontext-v1-core

SecurityContext vs PodSecurityContext

Pod-level

pod.yam|

apiVersion: v
kind: Pod
metadata:
name: mypod
spec:
securityContext:
runAsUser: 1000
£sGroup: 2000
containers:
- name: container| ¢—-—
image: nginx

- name: container? ¢
image: busybox

the settings are
inherited by

all the containers

within that pod

Pod-level + Container=level

pod.yam|

pod-level

container=level

apiVersion: v1

kind: Pod

metadata:
name: mypod

spec:

----- > securityContext:

runAsUser: 1000

containers:

- name: my-containerd——

image: my-image

......... »securityContext:

runAsUser: 2000

https://yuminlee2.medium.com/kubernetes-security-contexts-e54624e29d52

container—level
settings override
pod=level settings

Container-level: capabilities
pod.yam|

apiVersion: vi
kind: Pod
metadata:

name: mypod
spec:

containers:

- name: my-container
image: my-image
securityContext:

capabilities:
add: ["NET-ADMIN"]

M-Iaul: capabilities

capabilities can only
be specified at the
container-level
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https://yuminlee2.medium.com/kubernetes-security-contexts-e54624e29d52

privileged

Run container in privileged mode.
Processes in privileged containers are
essentially equivalent to root on the host.
Defaults to false.

containers:
- name: my-best-app
image: my-best-contailner
securityContext:
privileged: false




privileged

$ docker run -it --rm $IMAGE_NAME sh -c 'apt install -y libcap2-bin;
capsh --print | grep Current:'

Current: cap_chown,cap_dac_override,cap_fowner,cap_fsetid, cap_kill,
cap_setgid, cap_setuld, cap_setpcap,cap_net_bind_service, cap_net_raw,
cap_sys_chroot, cap_mknod, cap_audit_write, cap_setfcap=ep

$ docker run -it --rm --privileged $IMAGE_NAME sh -c 'apt install -y libcap2-bin;
capsh --print | grep Current:'

Current: =ep

If the capability set show =ep, that means it has all the capabilities from the
bounding set

https://tbhaxor.com/understanding-linux-capabilities/ 38/85


https://tbhaxor.com/understanding-linux-capabilities/

allowPrivilegeEscalation

AllowPrivilegeEscalation controls whether a process can gain more privileges than
its parent process. Default: true

allowPrivilegeEscalation BbiCTaBnsieM B false , YTO Obl 3aNpeTUTb NpoLeccam
noBbllWAaTb nNpuBenernn Yyepel3 sudo , setuid

containers:
- name: my-best-container
securityContext:
allowPrivilegeEscalation: false
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capabilities

Adds and removes POSIX capabilities
from running containers

- CAP_CHOWN

- CAP_DAC_OVERRIDE
- CAP_DAC_READ_SEARCH
- CAP_SETUID

- CAP_SETGID

- CAP_NET_RAW

- CAP_SYS_ADMIN

- CAP_SYS_PTRACE

- CAP_SYS_MODULE

- CAP_FOWNER

- CAP_SETFCAP

https://kubernetes.io/docs/reference/generated/kubernetes-
api/v1.30/#capabilities-v1-core 40/85


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#capabilities-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.30/#capabilities-v1-core

capabilities practice

containers:
- name: payment
image: nginx
securityContext:
capabilities:
drop:
- all
add:
- NET_BIND_SERVICE
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Linux capabilities n Kubernetes

KaK npmpquTb LmUx |

+ capabilities B Kubernetes

Hukonawn lNanHye

https://www.youtube.com/watch?v=maClprVnBcQ 42/85


https://www.youtube.com/watch?v=maCIprVnBcQ

seccompProfile

SeccompProfile defines a pod/container's seccomp profile settings

apiversion: vi
kind: Pod

spec:
securityContext:
seccompProfile:
type: Localhost
localhostProfile: file.json
containers:
- name: my-best-app
image: my-best-container: latest
securityContext:
allowPrivilegeEscalation: false

https://kubernetes.io/docs/tutorials/security/seccomp/

"defaultAction": "SCMP_ACT_ERRNO",

"syscalls": [
{
"names": [
"read",
"write",
"axit" ,
1

"action": "SCMP_ACT_ALLOW"
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https://kubernetes.io/docs/tutorials/security/seccomp/

Default Seccomp

SeccompDefault enables the use of RuntimeDefault as the default seccomp
profile for all workloads. Default: false

RuntimeDefault OTNMMNYAKOTCHA

e Docker/Moby
* Cri-o

e containerd

https://medium.com/@LachlanEvenson/how-to-enable-kubernetes-container-runtimedefault-seccomp-profile-for-all-workloads-6795624fcbcc 44/85


https://github.com/moby/moby/blob/v26.1.3/profiles/seccomp/default.json
https://github.com/cri-o/cri-o/blob/main/internal/config/seccomp/seccomp.go
https://github.com/containerd/containerd/blob/main/contrib/seccomp/seccomp_default.go
https://medium.com/@LachlanEvenson/how-to-enable-kubernetes-container-runtimedefault-seccomp-profile-for-all-workloads-6795624fcbcc

$ strace -c ping

Strace ping: usage error: TpefyeTcd yKa3aTk afpec Ha3HauyeHWs
syscall

9,00
9,00

100.00

https://strace.io/

seconds

0,000382
0,000119
0,000116
0,000049
0,000045
0,000044
0,000043
0,000042
0,000031
0,000022
0,000020
0,000016
0,000015
0,000010
0,000018
0,000007
0,000005
0,000002
0,000000
0,000000

6,000978

usecs/call

mmap
openat
mprotect
fstat
close
read
prctl
munmap
pread6d
access
write
brk
capget
getuid
capset
setuid

arch prctl

geteuid
execve
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https://strace.io/

appArmorProfile

AppArmor is a Mandatory Access apiversion: vi
Control (MAC) security system. lts kind: Pod

o _ metadata:
aim is to provide an easy-to-use name: test-apparmor
security system targeted at securing spec:
S o o securityContext:
individual applications by defining appArmorProfile:

L type: Localhost
and .rest.rlctlng what resources and e Es oo le: my=gms
application has access to and can containers:
share

appArmorProfile is the AppArmor
options to use by this container

https://kubernetes.io/docs/tutorials/security/apparmor/ 46/85


https://kubernetes.io/docs/tutorials/security/apparmor/

appArmorProfile practice

NODES=($(kubectl get nodes -0 name))

for NODE in ${NODES[*]}; do ssh $NODE 'sudo apparmor_parser -q <<EOF
#include <tunables/global>

profile my-app flags=(attach_disconnected) {
#include <abstractions/base>

/{,usr/}bin/myapp mixr,
/etc/modules.conf r,

¥
EOF'

done

https://kubernetes.io/docs/tutorials/security/apparmor/#example 47/85


https://kubernetes.io/docs/tutorials/security/apparmor/#example

AppArmor n Kubernetes

BEKOH™

MNepeasa B Poccun koHdepeHuma
no bEsonacHocTu. KOHTEMHEepOB U KOHTEMHEPHbIX cp 20,

AppArmor n Kubernetes: HacTpouKa

NpPOaKTUBHOW 3alUUTbI
0nsa 6e30nacHOCTU NPUAOXEHUN

Cepreu KaH no

https://www.youtube.com/watch?v=IvVVUajYUAg 48/85


https://www.youtube.com/watch?v=IvVVUajYUAg

Summary of features

Security
feature

seccomp

AppArmor

SELinux

Description

Restrict individual kernel calls in the
userspace. Reduces the likelihood that a
vulnerability that uses a restricted
syscall would compromise the system.

Restrict program access to specific
resources. Reduces the attack surface of
the program. Improves audit logging.

Restrict access to resources such as
files, applications, ports, and processes
using labels and security policies.

How to use

Specify a loaded seccomp profile in
the Pod or container specification to
apply its constraints to the
processes in the Pod.

Specify a loaded AppArmor profile in
the container specification.

Specify access restrictions for
specific labels. Tag processes with
those labels to enforce the access
restrictions related to the label.

https://kubernetes.io/docs/concepts/security/linux-kernel-security-constraints/#summary

Example

Reject the unshare
syscall, which was
used in CVE-2022-
0185.

Restrict a read-only
program from writing
to any file path in the
system.

Restrict a container
from accessing files
outside its own
filesystem.
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https://kubernetes.io/docs/concepts/security/linux-kernel-security-constraints/#summary

readOnlyRootFilesystem

Whether this container has a read-
only root filesystem. Default is false.

containers:
image: my-best-container: latest
name: my-best-app
securityContext:
readOnlyRootFilesystem: true

touch: cannot touch "test": Read-only file system
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runAsNonRoot

Indicates that the container must run as a non-root user

$ docker ps -a -q | xargs docker inspect -f
"{{.Id}}: User {{if .Config.User}}{{.Config.User}}{{else}}root{{end}}’

be8e6c. . .04el2e: User root

containers:
- name: my-best-app
securityContext:
runAsNonRoot: true

Error: container has runAsNonRoot and image will run as root

)

(pod: "my-best-pod. . ."

14
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runAsUser/runAsGroup

The UID to run the entrypoint of the container process
Defaults to user specified in image metadata if unspecified

The GID to run the entrypoint of the container process
Uses runtime default if unset

spec:
securityContext:
runAsuUser: 1000
runAsGroup: 1000

Exception in thread "main" java.lang.IllegalStateException:
Unable to create the directory [/tomcat.8888] to use as the base directory
at org.apache.catalina.startup.Tomcat.initBaseDir(Tomcat.java:847)
at org.apache.catalina.startup.Tomcat.getServer(Tomcat.java:613)
at org.apache.catalina.startup.Tomcat.getEngine(Tomcat.java:586)
at org.apache.catalina.startup.Tomcat.getHost(Tomcat.java:570)
at launch.Main.main(Main.java:20) 52/85



fix runAsUser

B0o3MOXHO MHOrga peLlnTb
Yyepes:

e initContainer

e supplementalGroups

https://www.youtube.com/watch?v=uouH9fsWVIE

KubeCon

N

Europe 2023

Least Privilege Containers: Keeping
a Bad Day from Getting Worse

Greg Castle & Vinayak Goyal, Google

CloudNativeCon
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https://www.youtube.com/watch?v=uouH9fsWVIE

hostUsers

Use the host's user namespace.

Defaults to true.
Setting false is useful for mitigating container breakout vulnerabilities even

allowing users to run their containers as root without actually having root privileges
on the host
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UserNamespacesSupport practice

name: cve-pod-userns

pec:

hostUsers: false

terminationGracePeriodSeconds: 1

containers:

- name: containerl

image: debian
command: ["sleep", "infinity"]

$ # It is the same pod as before, but with the hostUsers=false field
$ # This enables user namespaces
$ sleep 10
$ kubectl apply -f ./cve-pod-userns.yaml
pod/cve-pod-userns created
$ # Let's wait until the pod is Running
b kubectl get pod cve-pod-userns
AME READY  STATUS RESTARTS  AGE
ve-pod-userns 1/1 Running 0 7s
$ # With user namespaces, we map root in the container to a different (unprivileged) user on the host
$ # Let's see from the host as which user it is running
b ps faux | grep "sleep infinity" | grep -v grep
3937140+ 77550 0.1 0.0 2484 1152 ? Ss 15:41 0:00 \_ /usr/bin/sleep infinity

https://www.youtube.com/watch?v=M4a2b4KkXN8 55/85


https://www.youtube.com/watch?v=M4a2b4KkXN8

UserNamespacesSupport (deep dive)

Q@ MockBa , LOFT HALL#

ISEI(OI-I"%

KoH ¢>p u
KOHre

Linux user namespace B

yeptorax Kubernetes
OMnTpumn EB |

OcHogaTenb Lunt

https://www.youtube.com/watch?v=HvpPVuTwA4c 56/85


https://www.youtube.com/watch?v=HvpPVuTwA4c

THIS 1S
NetworkPolicy

NetworkPolicy

NetworkPolicies are an
application-centric construct which
allow you to specify how a pod is
allowed to communicate with
various network "entities" over the
network.
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NetworkPolicy

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: network-policy
namespace: default
spec:
podSelector:
matchLabels:
app: pod-two
policyTypes:
- Ingress
- Egress
ingress:
- from:
- podSelector:
matchLabels:
app: pod-one
egress: / L
- ton curl: (6) Couldn't resolve host "evil.site'
- podSelector:
matchLabels:
app: pod-one

kubectl exec -it my-best-pod -- curl -I -L evil.site
curl: (6) Couldn't resolve host 'evil.site'
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HononHutenbHble BO3MOXHOCTU (Network)

e Calico

e Cilium

e Flannel

e Kube-router
e Antrea

e Multus

e \Weave JQ
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https://docs.tigera.io/calico/latest/about/
https://cilium.io/
https://github.com/flannel-io/flannel
https://www.kube-router.io/
https://antrea.io/
https://github.com/k8snetworkplumbingwg/multus-cni
https://github.com/weaveworks/weave

JononHutenbHble BO3MOXHOCTU (PolicyEngine)

e Kyverno

e OPA Gatekeeper
» Kubewarden

e jsPolicy

o Kubelatte
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https://kyverno.io/
https://open-policy-agent.github.io/gatekeeper/website/
https://www.kubewarden.io/
https://www.jspolicy.com/
https://getsynapse.io/kubelatte/

HectanpaptHoe npumeHeHne Kyverno (SafeCode 2024 Spring)

@UN IRD

F—

HecTaHAapTHOe anMeHeHme

Kyverno

1. 0 1 00 011 0101

Ceprein Kannbop
R&D/Container Security, Luntry

https://www.youtube.com/watch?v=HUF3-L-bfGA 61/85


https://www.youtube.com/watch?v=HUF3-L-bfGA

3aKkpbiBaemM npobnemsbl B "AnHamMmuke"

e Ha ypoBHe Dockerfile
o X
e Ha ypoBHe croeB obpasa
o HeuncnonHsemble dpannol
= X
o cnonHsaemble dpannol
= P privileged, alloPrivelegeEscalation, capabilities, appArmorProfile, seccompProfile,
readOnlyRootFilesystem, NetworkPolicy

= D runAsUser/runAsGroup, runAsNonRoot, hostUsers (setuid/setguid-caiinbi)

e Ha ypoBHe Koga
o WN3BecTHble yassmumocTtn (CVE)
= P privileged, alloPrivelegeEscalation, capabilities, appArmorProfile, seccompProfile,
readOnlyRootFilesystem, NetworkPolicy
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Yo, Bce?!
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Yo, Bce?!

HeT, He Bce

https://www.youtube.com/watch?v=m2tg6Q9uL-A 64/85


https://www.youtube.com/watch?v=m2tg6Q9uL-A

Hapo 3a BceM 3TUM CMOTpeTb
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https://t.me/kubernetes_ru
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Falco (example)

- rule: Contact K8S API Server From Container

desc: >
Detect attempts to communicate with the K8S
API Server from container by non-profiled users

condition: >

evt.type=connect and evt.dir=<

and (fd.typechar=4 or fd.typechar=6)

and container

and k8s_api_server

and not k8s_containers

and not user_known_contact_k8s_api_server_activities
output: Unexpected connection to K8s
API Server from container (connection=%fd.name

priority: NOTICE
tags: [maturity_stable, container, network,
k8s, mitre_discovery, T1565]

https://github.com/falcosecurity/falco

DETAILS JSON

Time
2024-09-23T22:34:45.7922701997

Source

Hostname

gimme-b5799d85-2

Priority

Rule
Terminal shell in container

Output

22:34:45.792270199: Notice A shell was spawned in a contair
proc_exepath=/usr/bin/bash parent=containerd-shim command=tk
container_image tag=latest container name=[jjjj k8s_ns=def:

Fields

containerid 07aefd692ef8  containerimage.repository |G contai

k8spodname [ rprocemdiine bash  procexepath  /usr/bin/bash  pros

Tags

T1059

container

maturity_stable mitre_execution @
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https://github.com/falcosecurity/falco

Falco Talon

—

falco

event

-'-""‘--.
event—»

falcosidekick

——event

https://github.com/falcosecurity/falco-talon

falco-talon

action———» aws
output——» minio
actlun.___‘__‘
kubernetes
context
notification——» slack
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https://github.com/falcosecurity/falco-talon
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StackRox

e B 2021 rogy obin nornowéH RedHat (Red Hat Advanced Cluster Security for
Kubernetes)

e Open source

e Features
o Vulnerability

o Network Graph
o Compliance (/! ycTapen)
o Events

O - - -

https://github.com/stackrox/stackrox 71/85


https://github.com/stackrox/stackrox

DevOops

3awmwaemM Kubernetes
npu noMmouwm StackRox — gewieBo,
cepanTo, 9PPeKTUBHO?

https://www.youtube.com/watch?v=uKX8TaLJKGE


https://www.youtube.com/watch?v=uKX8TaLJK6E

StackRox (examples)

CVEs by severity

M 2 Critical
15 Moderate

73 results found

CVE

> O CVE-2023-45853

> O CVE-2023-6879

> O CVE-2023-2953

> O CVE-2023-31484

FS

# 8 Important

¥ 48 Low

CVE severity

M Critical

M Critical

»

Important

»

Important

CVEs by status

A 2 vulnerabilities with avail

= 7lvulnerabilities without-

CVE status

= Mot fixable

= Mot fixable

= Mot fixable

= Mot fixable

Event Timeline

1 27

Process

Policy Violation Activities

History of Running Processes

0

Restarts /
Terminations

View Graph

fnectd

in container nginx

Jusr/bin/echmod

in container nginx

Jusr/bin/ls

in container nginx

/bin/bash

in container nginx
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NeuVector

e B 2021 rogy 6bin nornoweH SUSE (NeuVector Prime)
e Open source

e Features
o Vulnerability

o Network Graph
o Compliance (! yctapen)
o Events

O - L -

https://github.com/neuvector/neuvector 74/85


https://github.com/neuvector/neuvector

NeuVector (examples)

I Hich [ vecium [ Low

[
P——
[ __________
[ __________
. 3 Refresh
Securlty Events ] [ C Refres| PE—
Total 8 i 500 1 000 1 500 2 000 2 500 3 000 3 500 4000 4 500
otak Q_ Advanced Filter ~ Filter
8
: ot - Score(V3) « G Q, Advanced Filter

A\, Process profile rule violation by command "cat” on conta...

a day ago Hostigimme-2563.. Score(V3) Published at Impact
Container:i1 default ') shell.default [ shell-demo
i Posn ot 2 B L I
269 BTN vez24 BT 05
e e rleintony cammand e ncon- ; 203 [ 59 | May 22, 2024 B 0Os
continer 2 et 3 sl etk B s oo 163 m May 22, 2024 B Os
722 [ s | May 07, 2024 B Os
547 [ 65 | Feb 01,2024 B Os
377 [ 53 | Dec 19, 2023 B1 Os
112 Nov 14, 2023 E1 Os
155 EEETE Oct 05. 2023 B1 Ms

75/85



while true;

do echo - "HTTP/1.1 200 OK\n\n{ \"status\": { \"code\": 200, \"status\": \"OK\" }}" \
nc -1 -k -p 8082 -q 1;

done

MR

|

o)

;
Yi £

\Jh’ 1 76/85
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MunnunoH.bl
ncrnorsriHaembix oannos
(LotL-aTakmu)

o Moguduumpyem crnom

e BbiOpacbiBaeM HEHYXKHOE
e [laTumm

o CeTeBble MONINTUKK

e [lapameTtpbl Kubernetes

o [lenaem ReadOnly dpannosyto
cuctemy

e [lpuBuneruu, capabilities,...
e ... BCE, yT0 6bl pewumnTb npobnemsb! B

Oyayliem
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MunnuoHbl CVE

o Moauduumpyem crou

Vulnerabllities Push Time Pull Time

e BbibpackiBaem HeHyXHoe e ol

e [laTumm

e CeTeBble NoNMUTUKKu

e [lapameTtpbl Kubernetes

e [lenaem ReadOnly dpannosyto G 120 180 240
Scanned by: Trivy@v0.40.0
CMCTeMy Duration: 3 min 18 sec

Scan completed time: 5/20/24, 5:42 PM

e [lpuBunernun, capabilities,...
e ... BCE, yT0 6bl pewmnTb npobnemsb! B
OynyLiem
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YyBcTBUTENbLHad
MHdopmMaLus

e Mogudunumnpyem cnowu

o docker-squash
o crane

o mint
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NMonb3oBaTtenu, SUID...

e "Ctatnka"

o Mogudunumnpyem criom
o BblbpackiBaeM HeHyXXHOe

o MaTynm
e [TapameTpbl HaknagbiBaloLmMe orpaHU4YeHns Ha Mosib3oBaTens

o runAsNonRoot
o runAsUser/runAsGroup
o allowPrivilegeEscalation

o UserNamespacesSupport
81/85



® internal 80

B 2 file anomalies

+®) internal 80
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BmecTO 3aKno4vYeHus

e KoHTenHepbl n Kubernetes nossonstoT
MUTUTMPOBATb pa3sHble NpPobrnembl 1
XOPOLLO XapAeHUTb cpedy BbINONTHEHUSA

e Bcerga MOXXHO HACTPOUTb MOHUTOPUHT
"non ceba"

e Hukorga He cnaBaucs!
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Tone3Hble CCbINKU

» Docker security best practices

e CIS Docker Benchmark

e Configure a Security Context for a Pod or Container
o Kak cobpartb KOHTEMHEP M HE BOOPYXUTb Xakepa

e 10 Kubernetes Security Context, koTopble HE0ODX0ANMO NOHUMATb

84/85


https://docs.docker.com/develop/security-best-practices/
https://www.cisecurity.org/benchmark/docker
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://habr.com/ru/companies/oleg-bunin/articles/799773/
https://habr.com/ru/articles/549076/

Cnacmbo 3a BHumaHume!

site: luntry.ru
tg: @rusdacent
channel: @tech bOIt Genona 85/85
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