AHOHCbI @u NTRY [ i ecsonmcnoo = BAFD

12 dpespans | 16:00 | EkaTepunbypr

ONLINE+OFFLINE

be3onacHoOCTb
ML knacTtepoB Kubernetes

Cnukep: Cepreit KaHn6op, R&D Luntry

@UNTRS

@UNTRS

Be6uHap 25 pespans, 11:00 | MCK |

Be30nacHOCTb KOHTE e
n Kubernetes gnsa CI

Cnukep:

. KapneHko AHaTonui ﬂMMTpMﬁ EBpgokumMmoB
" p WHXeHep no aBToMaTmusauum Luntry

OcHoBatenb peweHus Luntry

13 ®EBPAJIS1 2025 | 11:00 - 17:00

OcHoBbl aHannsa C3U B KOHTEMHEPHOM
UCNOJIHEHUU C nomMoulbio Luntry
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@UNTRB @
BebuHap N 4 L\

‘o \
-~ ®dpenMBOpK 6e30nacHOCTH
KOoHTenHepoB JCSF

luntry.ru

‘\ \
m OMUTPWit EBIOKMMOB \ Kvupunn Boukapes ' Hukvta Muxainos
: Founder&CTO Luntry .‘ '.

ApXUTEKTOP MHMPACTPYKTYpbI Crapwwni nHxxeHep Ub
Nb «UHPocncTeMbl [xeT» «MHpocucTembl [xeT»



http://www.luntry.ru/

whoami

« OcHOBaTeNb U TEXHNUYECKUM p,mpeKTob

* OnbIT B NIB 60onee 15 net

* Cneumanunsaumst 6e3onacHoOCTb KOHTeMHepoB n Kubernetes

+ CFP DevOpsConf, HighLoad++ -

- BbIBLLIMI @aBTOp CcTaTen 1 peaakTop pyobpuk B xypHane “XAKEP”

n

- ABTop Telegram-kaHana "

« ABTop kypca “Cloud Native 6e3onacHocTb B Kubernetés”

UNTRS

luntry.ru

« He BEpUT, YTO CUCTEMY MOXHO CAenaTh HaAEXHOM N 6e30nacHoONn, He MOHMMas ee. |
« OpraHu3aTop KoHdepeHumn no 6e30MnacHOCT KOHTENHEPOB - Q

- [loknapuuk: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS, OFFZONE,
PHDays, Kazhackstan, DevOpsConf, DevOops, KuberConf, VK Kubernetes Conference,
HighLoad++, BEKOH wn ap.

@UNTRS Poccuiickoe pelueHre gns 3amuTbl KOHTENHePOB 1 Kubernetes


http://www.luntry.ru/
https://t.me/k8security
http://www.bekon.luntry.ru/
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* ApXUTEKTOP MHMPACTPYKTYpbI MchdpMéuMOHHoﬁ 6€30MacHOCTH.
- bonee 20 net onbita B UT n Vb B Poccuun .VI 3a py6é>|<0M.

° OFpOMHbIVI HpaKTquCKMVI OMbIT — HECKOJ1bKO- COTEH BbIMNOJIHEHHbIX
I'IpOEKTOB BK/TIO4aA AECATKU NMpoBEeAEHHbIX ay,ClVITOB CpEﬂ,
KOHTEVIHepVIBaLI,VIVI

- CoaBTOp (pperiMBopka No 6e3onacHon paspabotke DAF.

« OanH u3 aBTopoB ppenmopka JCSF.

@UNTRS Poccuiickoe pelueHune ana 3almTbl KOHTENHepoB 1 Kubernetes

@ UHdocucrtembl [xert
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DevSecOps-uHxeHep.

Certified Kubernetes Administrator, roToBmock k CKS.

BHeapsto pelleHua knacca Container Security.

MNuwy Ha Xabp npo Secret Management.

Yuycb nucatb Ha GO.

Nrpato B 6ackeTbon.

l

Bepto, uTo 6yay cnukepom Ha npeacrosieMm beKoHe. | :
@ UHdocucrtembl [xert

@UNTRS Poccuiickoe pellieHne ana 3alimTbl KOHTeHepoB 1 Kubernetes



O koMnaHun Luntry

e Luntry — 310 KomMnnekcHas 3allmTa Ha BCEM >|<M3HeHHoM | @‘ U N T R s

LIMKJ1E KOHTENHEPHbIX NPUIOXEHUN U-CPEACTB luntry.ru

opkecTpauun Ha 6ase Kubernetes

* [lpoayKT B peectpe MuHUndpsbI

« B npouecce nonyyvenus ceptudpunkata PCTIK

» OpueHTnpoBoYHo 1 kBaptan 2025
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https://reestr.digital.gov.ru/reestr/1057835/

dyHKUMOHANbHOCTL Luntry

KoHTponb cocToAHWUA

Kubernetes knactepos

MpoBepka
Kubernetes-pecypcos

YnpaeneHue yASBUMOCTAMM
obpasos u best practices

@UNTRS Poccuiickoe pelueHne ansa 3almTbl KOHTeMHepoB 1 Kubernetes

BeaonacHocTb Runtime

AHanus npae gocTyna

((- U NT R s KoHTponb COOTBETCTBUA
Knacrepa ctaHgapTam

3awmra cetun




[1naH BebuHapa
- O6cyxpaem penmBopk Jet Container Security Framework (JCSF)

=]
be3zonacHoOCTb be3zonacHOCTb o be3onacHOCTb bezonacHOCTb A be3zonacHOCTb
nodes Orchestrator b ob6pa3zos MaHud¢ecToB KOHTellHepoB

Dockerfile Analysis

Cluster & Contr Do :
luster Network Control (Compliance, Best practice)

Deploy Manifest Analysis Container process control

Nodes Vulnerability and Orchestrator authentication Image Vulnerability and Container startup checks
Malware Management management Malware Management (Manifest)

Image Digital Signature C_Image Dl;gltal Container network control :
s = Signature Checks

Container filesystem control

Compliance checks (Nodes) RBAC audit Resources Quota Management Lontalgigﬁkgecunw

liance checks
chestrator)

Separation & Isolation Secret Management

Secret Identification Behavioral Threat Analytics

Kube-apiserver
interaction logging

Event and Security Incident Management

@UNTRS Poccuiickoe pellieHne ana 3alimTbl KOHTeHepoB 1 Kubernetes


https://github.com/Jet-Security-Team/Jet-Container-Security-Framework

Cnacubo
3a BHUMaHue!

® A €[

OmMntpun EBooknMoB

Email:

Twitter: @evdokimovds
@Qu3b3c

Channel: @k8security
Site:

Hukuta Mumuxamnos
Knpunn boykapes

Email:

Channel: @jetinfosystems
Site:


mailto:de@luntry.ru
http://www.luntry.ru/
mailto:nk.mikhaylov@jet.su
https://jet.su/
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