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[1naH BebuHapa

e KoHTenHepbl u Kubernetes

e 3aueM 3aHMMaTLC 6e30MacHOCTbIO?

e be30onacHoCTb Yepes nNpusmy cbpel‘/’lMBOpKa'PPT
Jlioan (People)

[Mpouecchl (Process)
TexHonorum (Technology)
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B pamkax Be6MHapa OTBETVM Ha BOMPOCH!

YTO Takoe KOHTEUHEpbI U Kubernetes?

Kak 1 Nno4YeMy KOHTENHEPU3ALIMS 3aBOEBbLIBAET MH(bpaCTDYKTypr7
[loueMy Heobxoanmo 3aWmwaTh KOHTEWHEPbI .U Kubernetes7 i

A peanbHble MHUMAEHTHI ecTb? e

Koraa HaunHaTh 3aHMMaTbCcs 6€30MacHOCTbIO?

Kak cMOTpeTb Ha 3alMTy KOHTEVHEPHbIX Cpes?

Kak coBMecTHO ¢ UT 3TO BCe UCnonb30BaTh Ha 6bnaro, a He BO Bpeu?
[Nlouemy 3awmTa Kubernetes 3To He TO XXe CaMoe,

yT1o 3awmTta Windows/Linux/Mac cpen?

YT1o npuoputetHee SAST/DAST nnun Container security?

Kakne noaBoaHble KaMHU eCTb NPU 3almMTe KOHTENHEPHbIX cpepl7
[ Ae uckaTtb cneunanmcToB?

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes



whoami

e OcHoBaTenb 1 TeEXHUYECKUn aupektop Luntry

e OnbIT B b 6onee 15 net ad

e Cneumanmsaums 6e30nacHOCTb KOHTeﬁHepoB.m Kubernetes
e [porpamMmHbIii komuTeT DevOpsConf, HighLoad++

e bbIBLIMW aBTOp CcTaTen 1 peaakTop pybpuk B xypHane “XAKEP”

e ABTOp Telegram-kaHana «k8s (in)security»

e AsTOp Kkypca “Cloud Native 6e3o0nacHOCTb B Kubernetes”

e He BEpUT, YTO CUCTEMY MOXXHO cAeNnaTb HAAEXXHON U 6e30MacHoOM, He NOHMMas ee |
e OpraHmn3aTop KOoHdepeHUun No 6e3o0nacHOCTU KOHTENHEPOB - beKoH ‘3 Q UNTRS
e [loknaauuk: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS, OFFZONE, e
PHDays, Kazhackstan, DevOpsConf, DevOops, KuberConf, VK Kubernetes
Conference, HighLoad++, BEKOH u ap.
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http://www.luntry.ru/
https://t.me/k8security
http://www.bekon.luntry.ru/

e

@
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luntry.ru

e Luntry —ato KoMnnekcHasa 3alinTta Ha BCEM XXU3HEHHOM
LIMKIIE KOHTENHEPHBIX NPUNOXEHWUI N CPEACTB
opkecTpaumn Ha 6a3e Kubernetes

e [lpoaykT B peectpe MUHUMDPSI
https://reestr.digital.gov.ru/reestr/1057835/

e B npouecce nony4vyeHus ceptndpunkata ®CTIK

OpueHTUpoBOYHO 1-2 kBapTan 2025

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes 6
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OyHKLUMOHaNbLHOCTb Luntry

Be3onacHocTb Runtime

KOHTpOnb cocTOAHUA
Kubernetes knactepos

AHanus npae gocrtyna

lMpoeepka
Kubernetes-pecypcos KoHTponb cooTBeTCTBUA

- T———1 KnacTtepa cTaHgaptam

YnpaBneHue ya3sBUMOCTAMMU

obpasos u best practices Sawura ceti

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEHEpPoB 1 Kubernetes



BBeneHue



Cneumduka

HoBble abcTpakLmnm .
e Obpa3bl, k8s pecypchbl (YAML), HeiiMcnelchl, HOabI,

Pa3paboTka CTpeMUTENIbHO Pa3BMBAETCH
e CTapble noaxobl kK 6e30MacHOCTM He paboTatoT
e [lenapTaMeHTbl pa3paboTku, NOAAEPXKKM 1 6e30MaCHOCTY AOMKHbI pa60TaTb BMecCTe

Ka)xabl KOHTEMHEP/MUKDOCEPBUC 3TO Ma/IEHbKUW YHUKAIbHbIA MUD
e CBOe OKpYy>XeHue n noseaeHue

e Manbin cpok Xwn3Hn (3heMepHOCTb)

e OyeHb ANHaMU4YHada cpeaa

e BbiCOKME Harpy3ku

Kubernetes — 310 dhpenmMBopk
e Build, komMmyHanbHble, ML knactepa, Dev okpyxeHus, Internet faced,
e YHUKa/bHbIE MOAENN HApPYLUUTENS, MOAENb YIPO3 U NOBEPXHOCTb aTaKu

(@LUNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes



KoHTelHepu3aums 310 4obpo wnm 3no ans UB?
CMOTPS KaK MOAOUTM K MX.66.3OI'Ia.CHOCTM.. =)

1. MOXHO HEe yYuTbIBaTb COELUMDUKY

NpoaomKaTh TYLWMTb MOXapbl, B eLue 60MblIeM KONYeCTBe

2. MoXHO UCMonb30BaTh COeLMdUKy

3aKprBaTb dClMneKTbl, KOTOPbIE C/TOXXHO UJTA HeBOBMO)KHC 3adKPbITb

B KJ1TaCCMYECKON MHMDPACTPYKTYpe

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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KOHTEMHMPM3aLmMs
N opkecTpauust



SBONOUMS K KOHTENHEpaM

App

Bin/ Library Bin/ Library

Operation Operation

System System Bin/ Library|| [Bin/ Library|| |Bin/ Library

Virtual Machine Virtual Machine Container Container Container

& &
— s -

Container Runtime

TpaguunoHHoe BupTtyanusnposaHHoe KoHTenHepnamnpoBaHHoe
pas3BepTbiBaHME pas3BepTbiBaHUE pas3BepTbiBaHNE

@U NTRY Poccuiickoe pelueHue gns 3awuTbl KOHTENHePoB 1 Kubernetes
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be30nacHOCTb BUPTYasibHbIX Cpea
M KOHTEMHEPHbLIX cpea

[1ns Tex, KOMy NPOLLE U MOHATHEE TEMA BUPTYyaM3aLmm
M KTO XOYET 3alTh B TeMy 6e30MacHOCTM KOHTEMHEPOB Ha accoumaumsax

be3onacHOCTb
OT BUpPTYyarbHbIX MaLIUH
00 KOHTEeUHepoB U 0OpaTHO ‘.

Omutpun EBOOKUMOB MoHa ApxunoBa
Founder&CTO Luntry HesaBucuMbIN aKcnepT

¥ Industrial '.>
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UTo Takoe KoHTeliHep? OH 6e3omnaceH?

Container — 310 Linux process c onpeaenéHHbiMiy CBOMCTBaMWU/OrpaHUYeHNAMMU

YTo MOXHO yBUAETb: hamespaces (pid, user, uts, ipc, net, mnt), pivot_root (+ image)

YTo MOXHO aenatb: Capabilities, seccomp, LSMs

Y710 MOXXHO ncnonb3oBatb: Control group (npoueccop, NamMsATb, YCTPOWCTBA, ...

root
root
root
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root
root
root
root
root
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containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ /pause
containerd-shim —namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ node /usr/bin/nodemon /src/index.js

\_ sh -c node /src/index.js

\_ node /src/index.js

containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ /pause
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 —--workers 1 ——threads 1 —-

\_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 —--workers 1 ——threads
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ /pause
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ /pause
containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
\_ /docker-java-home/bin/java -Djava.util.logging.config.file=/opt/atlassian/conflue
| \_ /usr/lib/jvm/java—-8-openjdk-amd64/jre/bin/java —-classpath /opt/atlassian/conf
\_ /bin/sh

@UNTR‘J Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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Y10 Takoe 0bpa3?

Container Image 3To HenameHsieMblii NakeT ¢aiifoB onepaLoHHON CUCTEMDI,
KoAa NpUIoXKeHUs U NIObIX 3aBUCUMOCTEN NPUIOIKEHUS

e Union File System
m OverlayFS kak peanunsauyus

Writable (Copy-on-write) layer

i Y~ | IO | i |
1 2 n

e OClimage cneundukauymsa

Image Index

Read-only image layers

Ubuntu 22.04

@UNTRH Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes



DBOMOUMSA OT KOHTEMHEPOB
K OpKecTpaTopaM KOHTEMHEPOB

OpKecTpaTopb!: &) kubernetes Nomad

Bin/ Library

Container Container Container

Bin/ Library|| |Bin/ Library|| |Bin/ Library

Virtual Machine Virtual Machine Container Container Container

05
Operating System ‘ Operating System - Operating System - Operating System
Hardware Hardware Hardware Hardware
TpaganumnoHHoe BupTtyanunamposaHHoe KoHTenHepnamnpoBaHHoe Kubernetes
pas3BepTbiBaHNE pasBepTbiBaHNE pasBepTbiBaHNE A pa3BepTbiBaHNE

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes 16



YTto Takoe Kubernetes? OH 6e30naceH?

e Kubernetes (K8s) — aTo OTKpbITOE NPOrpaMMHOE 06ecrneyeHne Ana aBToMmaTm3aumm pasBepTbiBaHms,
MacLITabupoBaHMA U YNpaBieHUs KOHTEMHEPUIUPOBAHHBIMU NMPUITOXKEHUSMMU.

e 5 6uHapem

Platform as a API server
Service (PaaS) Cloud

provider Cloud controller

API manager

Configuration =5 (optional)

Controller

etcd

Applications (persistence store)

kube-proxy

ejojofcoielole

Scheduler

Control plane

Node

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes



OuctpnbyTmebl Kubernetes

e 3T0O PpenMBOpPK
B OnPrem 1 Managed Kubernetes
B OT10 Aaapo Linux 21 Beka

m Ha 6a3e Kubernetes nenatot cBoun ,qchpyl6yTV|B

<
‘:’ Deckhouse ”
A 4 Kubernetes Platform RANCHER

orensHirr - NMOUA

VMware Tanzu

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes

¢ Yandex Cloud 0

VK Cloud
Solutions

& SBER

we (Y BT Mo

Amazon EKS

- Selectel
Google Cloud
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Pa3BuTHE KOHTENHEpHBbIX cpes

e «State of Kubernetes 2024»
e «2024 State of Production Kubernetes reDort»
e «Kubernetes Market Size & Share Analysis - Growth Trends & Forecasts ( 2025 2030)»

[MnaHbl kKOMnaHW No paboTe ¢ Kubernetes

B 6nvmKanwmne 2 roga Over 60% of enterprises have adopted Kubernetes, and this

number is projected to surge past 90% by 2027 [Kubernetes
Market Trends].

82% 44% 15% 2%

pecnoHaeHToB COOB6LLAIOT, PEeCnoHAEeHTOB NNaHUpYyoT COXpPaHAT TeKyLU.Vll7l o6bem KOMMaHWi HE3HaYNTENbHO

4YTO B BAMXKaLLME ABa roga CyLU,eCTBeHHbH;I pocCT KNacTepoB, He MIaHnpytoT nnn cyuwecTtBeHHO COKpaTaT USD 10 7 bi”ion by 2031 hlghllg htlng |tS Immense Com merC|a|

X KOMMaHWW naaHnpyoT KonnyecTBa KJlaCTepoB KaKNX-TMB0 N3MEHEHNIA KONM4eCTBO KnacteposB

The global Kubernetes market is poised to reach a staggering

6 Kub t . .ps 5 T
bl g e Mp= e evies shemeres significance [Kubernetes Adoption Statistics].

knactepos Kubernetes yeMm Ha 50%)

For those that use it, Kubernetes has become a central pillar of IT, and it's not going
away any time soon. 75% of users are strategically committed to Kubernetes, and
73% believe itll still be around a decade from now.

(@LUNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes


https://cloud.vk.com/promopage/state-of-kubernetes/
https://info.spectrocloud.com/2024-state-of-production-kubernetes
https://www.mordorintelligence.com/industry-reports/kubernetes-market

MOCTOSIHHbBIE, CIOXHBIE U BbICTPble N3MEHEeHUS

' - ) - Cloud N
o A 5% Cloud 1

Q. “ Q. (. Toom @ . S—7=L
AA A‘A»VU\ AVA . _
AYA P : STAGE-knacTepbl = @ |ﬂ
Pa3paboTuymnkm A CncTemHble : : @ ol

£90.\ aHaNUTUKN : r=AVA
ALMWUHWACTPATOPbl . * MOHUTOPUHT

g @

T

7 = AR\ = - CUCTEMHbIe i NNy

'~ MWKPOCEpBUCbI SRE

‘ BesonacHocTb
NHbpacTpyKTypHblE | ~
MMWKPOCEpBUCbI [ XL

\ = -

Cob6CTBEHHbIE [ I PROD-kn1acTepbi =
MUKPOCEpPBUCHI \ Y& / | @m% :
TEST-knacTepbl ==
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3a4eM 3aHMATbCH
6e30nacHOCTbIO?



NHUMOEHTHI C/B KOHTeﬁHepax n Kubernetes ?

[ly6anYHbIX NCTOPUN C I'IDVIBFIBKOVI K Kubernetes MaJ1o

e B OCHOBHOM yKa3blBaeTcs, 4YTo CBSA3aHO C KOHTeMHepOM
CamM K8s aTo oKpy>XeHue .

e HWKTO He AenuTca AeTansMu — TONbKO Kysyapbl

e C60pHuK Cloud Threat Landscape

B OCHOBHOM NY6aMYHbIE UCTOPUKN KacatoTcsa 06n1a4uHbIX [poBanaepoB

e lccnenoBaHUa KOMMNaHMK No 6e3onacHocTu, bug bounty

e Hall onbIT NEHTECTOB MOKa3bIBAET YCMELIHOCTb B KOMI'IpOMeTaLI,MVI
knactepoB B 90% cny4asax

e C 2021 ropa: duHTEX, BaHKN, MapKeTnaencol, HedTeras

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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https://threats.wiz.io/

Moaenu HapywmTens

BHeLlIH1M aTakyowmni ‘ _ |
— Jla)ke He NoA03PEBAET, YTO 3@ CEPBUCOM CTOUT KOHTENHEpP ¢ K8s

BHYTDEHHMM aTaKyoLLIMI
— Haxoautca B 0fHOW NOACETM C MalIMHAMK KacTepa

CKOMMPOMETUPOBAHHBI Pa3paboTUMK
— BnuseT Ha coaepxknmoe 06pa3oB

CKOMNPOMETUPOBAHHAA LLenoyka NOCTaBKU
— BpenoHOCHbIe 3aBUCUMOCTH

[pBUAErMPOBaHHbLIN NOJIb30BATE/b KACTePa
— AgMunHucTpatopsl, DevOps, ...

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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MaTpuua yrpo3 ans Kubernetes ot Microsoft *

Initial Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Movement Collection
Escalation

c into container Ba )or container Privil i lear ¢ ine S t K8S secrets A ibernetes / & dr . Images from a Data
container API server private registry destruction

bash/cmd inside Nrit luster-admin Jelete K8S events Mount ce principa Access Kubelet A er S¢ oun Collectin 3 Resour

container

New co ubernet CronJob hostPath mount Pod/c >ontainer service unt ng Cluster internal networking

Application Application exploit Malicious Acces i Connect fror ( Application credent n xposed sensitiv Application credentials in
vulnerability (RCE) admission server configuration files erfaces configuration files

controller

Exposed sensitive SSH server running Container service Acces d identity i Writable hostPatt

interfaces aine account

>ar injection atic pods Malicious admis CoreDNS poisoning

controller

ARP poisoning and IP

spoofing

* OHa HernosHasa 1 NOCTOSIHHO pacLUnpsieTcs
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https://microsoft.github.io/Threat-Matrix-for-Kubernetes/

KapTuHy yxyaLwlaloT

« HexBaTtka b kaapos |
« HekBanuduumpoBaHHble Kaapbl
o TEeKyyka KaapoB '
o CTOpOHHSIS pa3paboTka
o Cpoku '
o [lpoLeccHasa BOJIOKUTA
o PernameHTshl

o CepTndukaTsl

(@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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K yeMy BCe MPUBBLIKAN?

Patch Management *

Deception Platform

Vulnerability Assessment

Antivirus

FIM :

DCAP 8 Antivirus software and Docker

E D R When antivirus software scans files used by Docker, these files may be locked in a way that causes

SOAR . Docker commands to hang.

N G FVV One way to reduce these problems is to add the Docker data directory ( /var/1lib/docker on Linux,

Firewall

IPS/IDS

WAF

SIEM

DLP

Key Management
|AM

PAM

SoD

%ProgrambData%\docker on Windows Server, or $HOME/Library/Containers/com.docker.docker/ on

Mac) to the antivirus's exclusion list. However, this comes with the trade-off that viruses or malware in
Docker images, writable layers of containers, or volumes are not detected. If you do choose to exclude

Docker's data directory from background virus scanning, you may want to schedule a recurring task that

stops Docker, scans the data directory, and restarts Docker.

1. lMonoBMHY MOXHO CMEN0 BbIKUHYTb
2. W pobaBnTb CneumanmanpoBaHHbIX MEXaHU3MOB, KOHTPONEN N pPELLEHN

(@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes



SwenoHMpoBaHHas 060poHa

Code Images k8s resources
g B] I Label
= SAST .|stro ess abels,
8 images annotations
o
€ pasT Rootless - q
containers
)
©
Q
c Security as
— SCA SBOM Code
Security Compliance as
scan Code

Configuration

Secret scan check

Sign

Registry
staging

+ Multi-tenancy

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes

Authentication
Webhook

PAM

IAM

Authorization
Webhook

RBAC |

Audit Log

Admission controllers
LimiiRanger Audit Policy
ResourceQuota

Validating/MutatingAdmiss
ionWebhook

KubeletinUserNamespace

UserNamespacesSupport

PolicyEngines/PSA/PSP/V
alidatingAdmissionPolicy

Kubernetes operators

Containér/Sandbox/VM

NetworkPolicy

SecutityContext

Segregation of duties
(Secrets,
ServiceAccounts token)

Observability

Asset
management

Security
monitoring

Application
monitoring

Anomaly
detection

" BEvent
resource



Kak noaxoauTb K 6e30mnacHoCTu?

Develop o r\ 8
Distribute TAG

CLOUD NATIVE

Deploy ShCoT
Runtime

E CLOUD NATIVE
COMPUTING FOUNDATION

|dentify
Protect
Detect
Respond | @
Recover %,,,o
Deception®

NER
00
&

CYBERSECURITY
FRAMEWORK
VERSION 1.1

® 06060 0 o
D
Rorect

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes

Cloud/Co-Lo/
Corporate Datacenter
Cluster

Container

Code

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection

Impact
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https://github.com/cncf/tag-security/tree/main/security-whitepaper
https://kubernetes.io/docs/concepts/security/overview/
https://www.nist.gov/cyberframework
https://microsoft.github.io/Threat-Matrix-for-Kubernetes/

CTaHaapTbl 6e30MacHOCTY A4St KOHTEMHEpPHBIX cpen

e (IS Kubernetes Benchmark , . .
https://www.cisecurity.org/benchmark/kubernetes/ - | - @UNTRH = —

e NSA/CISA Kubernetes Hardening Guide - CooTo 'A;ﬁm
hitps://www.cisa.gov/news-events/alerts/2022/03/15/updated- : Kubernetes-kiacrep ”V”WPaKT”K?M?
kubernetes-hardening-quide . e s o = f

e Kubernetes Security Technical Implementation Guide (STIG) _
https://ncp.nist.gov/checklist/996 | |

e PCI Security Standards Council: Guidance for Containers and Container Orchestration Tools

https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools

e NIST Special Publication 800-190 "Application Container Security Guide"
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf .

e [lpukas ®CTIK Poccmm N2118. TpeboBaHMa nNo 6€30MacHOCTN MHOPMaLIMK K CpeacTBaM KOHTEMHEpPU3aLUnn

https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniva-po-bezopasnosti-informatsii-ut
verzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
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https://www.cisecurity.org/benchmark/kubernetes/
https://www.cisa.gov/news-events/alerts/2022/03/15/updated-kubernetes-hardening-guide
https://www.cisa.gov/news-events/alerts/2022/03/15/updated-kubernetes-hardening-guide
https://ncp.nist.gov/checklist/996
https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118

YTO NpropuTETHEE U3 PELLEHMIA?

SAST? DAST? IAST? Container security?
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CepebpsiHON Nyan HeT I

stop solarwinds

yv4
SBOMS
DON'T SOLVE
SECURITY
DONT SOLVE!
R s:cunmg!
%

imgflip.com
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signatures
dont stop log4

slsa doesn't
stop typosquatting

| guess
we'll do nothing

= Mark Manning
P @antitree

Serious question: Can someone name a
company/startup/tool that detected the xz

backdoor before it was discovered?
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Ananu3 puckos Kubernetes knacrepos

On this page: A zero-to-hero guide for assessing the security risk of your Kubernetes
cluster and hardening it.

Risk8s Business

Table of Content

https://tldrsec.com/p/quides-kubernetes

Introduction:

» Start Here

 Intro & Kubernetes Overview

o What Does A ‘Secure’ Cluster Look Like?

» Tooling Up
Understanding Your Environment:

+ Understanding_Your Environment

» How are you deploying Kubernetes?

o What's Running_In Your Cluster?

o What's Running Next To Your Cluster?
Understanding Your Risk:

o Understanding_Your Risk

o What Services are Exposed?

o How Vulnerable Is My Cluster?

o Common Compromise Scenarios
Wrapping Up:

» Putting_It All Together

o Further Reading

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes


https://tldrsec.com/p/guides-kubernetes

DevSecOps apa

3a 6e30nNacHOCTb OTBEYAIOT BCE AeMapTaMeHTbl, y4acTBYoLme
B YKM3HEHHOM LIMKJ/IE MPUNOXEHUS U MHDPACTPYKTYpPbI

e Dev
e Ops
e Sec

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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Kak cTapToBaTh?

0. lHBeHTapu3auug

1. Bce ocTanbHoe

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes

@UNTRH luntry.ru

N &

:: BeouHap B e

C yero HauaTb 3aWUTY K/1acTepa
- Kubernetes?

'\ \
AmnTpuin EBLOKMMOB £ AHapeit [aHoLWKUH
Founder&CTO Luntry <,

Kommepueckuit avpekTop Luntry
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Korga Hy»XHO HaYMHAaThb 3aHMMaTbCs 6€30MacHOCTbIO?
1. YeM paHblue, TEM nyquje (npoeKTM_poéaHMﬂ)

e MoOXHO npoaymaTtb Secure-by-Design

e MOXXHO NOArOTOBUTL KOMaHAbI M.HpOLI,GCCbI

2. Ha ctagmn Bbibopa nnaTtdopMbl

3. Jlo Hayana 3ae3aa NpPoAyKTOBbIX MUKPOCEPBMCOB

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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MpoaKTUBHbLIN 1 PEaKTUBHBIV NOAX0A K 6e30MacHOCTY

| PROACTIVE || REACTIVE

BeforeThreat  |mml  After Threat
‘ < Detection } |  Detection =

Locates & corrects your System’s Bulks up your defenses against
potential vulnerabilities before they common attacks and defends against
can be exploited & an attack can occur attacks that have already happened

KynbTypa kubepycroitunsocTu (Cyber-resilient culture): «Mpu nocTpoeHUn KynbTypbl KU6EPYCTOMYMBOCTU POnb
6e30nacHOCTM 3aK/l0YaETCHA HE B TOM, YTOObI OCTAHOBUTL BCE MHUMAEHTLI. OHa 3aK/104YaeTcs B TOM, |
4TObObl HE AONYCTUTb BAUSAHUSA MHUMAEHTA 6€30MNacHOCTU Ha BU3HeC».

Ya3BuMocTu = Ya3BUMbIN

@UNTR‘J Poccuiickoe pelueHne gns 3awmuTbl KOHTEHEpPoB 1 Kubernetes
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Kakoi MapkeTuHr BaM 6amxe ?

DevSecOps, SecDevOps, DevOpsSec, SecDevSecOpsSeg, ...
Shift Left Security (e | e

What is SecDevOps and why should you care? - Sqreen Blog

- - Ll
S 1 Ift RI ht SeC u rI ; 19 mon. 2017 . — What is SecDevOps? SecDevOps (also known as DevSecOps and
DevOpsSec) is the process of integrating secure development best practices ...
- - g ’ .
S 1 Ift Eve ryw h e re SeC u rlty www.altexsoft.com > blog » w... ¥ [NepeBecTu 3Ty cTpaHuLy

resources.whitesourcesoftware.com > ... v lNepesecTu aTy cTpaHuUy What is SecDevOps and Why is It So Important? | AltexSoft
DevSecOps VS SecDevOps: What Are The Differer,~~~" )

www.capgemini.com » secdev... v [lepeBecTu Ty CTpaHuLy

21 mas 2020 . — SecDevOps Puts Security First, Literally. For those wh SecDevOpS' Cybersecurity Innovation - Capgemini
difference between DevSecOps and SecDevOps, it is about putting ...

right into the development

11 Hos6. 2019 . I'm delighted today to be joined by Capgemini cybersecurity expert Luis
Delabarre. This topic is known as SecDevOps. It's the process of ...

www.acunetix.com » blog » d... ¥ lNepeBecTu 3Ty cTpaHuLy

DeVSGCOpS VS. SeCDevopS | ACUnetiX blog.newrelic.com > technology v lMepeBecTu aTy cTpaHuuy

SecDevOps: Injecting Security Into DevOps Processes

16 mion. 2018 r. — Think of SecDevOps—practitioners are sometimes called “Security DevOps

24 cenT. 2019 . — It is an extension of DevOps (Development + Operatic
security. The order of component terms in the DevSecOps name, howeve
www.csoonline.com » article ¥ MepeBecTn 3Ty cTpaHuuy

DeVOpsseC, SeCDeVOpS: DeVSGCOpS: What'S in a Name blog.ariacybersecurity.com» ... ¥ [NepeBecTu aTy cTpaHuLly

Engineers”—as a set of best practices designed to help organizations ...

18 okT. 2016 . — The world is awash in DevOps, but what does that really mean? Although DevSecOps vs. SecDevOps vs. DevOpsSec: Is there really a ...

DevOps can mean several things to different individuals and ... 14 vioH. 2018 r. — SecDevOps: To borrow from “Goldilocks and the Three Bears,” this approach
is just right! According to this insightful article on CSO.com, ...

“Shift Left” is becoming “Shift Everywhere.”

« Although shift left has been promoted as doing some security testing during development, that is a large
simplification of what we meant. More accurately today, some secure software development lifecycles (SSDLs) seek

to conduct an activity as quickly as possible with the highest fidelity as soon as the artifacts on which that activity
depend are made available. Sometimes, that’s to the left of where you're doing things today, but often times, it’s
to the right. In addition, technology trends naturally require shifting right to produce rapid and accurate telemetry
from modern languages, frameworks, and software orchestration.

(@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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O60CHOBaHME KOMaHabl

5 nioHs 2024 ©Q Mocksa, LOFT HALL#2

BEKOH™

, KoHdepeHuus no BEsonacHocTu
KOHTenHepoB 1 KOHTEWHEPHbIX Cpeq,

. k8s

*

I'Ion,pasueneHme ana 3aLLI,l/ITbI =

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEHEpPoB 1 Kubernetes

Peslome BEKOH

1. TexHonorusa nonynsapHas
* Ha pblHKe Oe-paKTo CTaHOaPT, B aTakax HabupaeT TpeHa

2. IpMBHOCUT HOBbIE YT PO3bl
o MHHOBaLUMOHHDbIE NOoOXoAbl, O KOTOPbIX HAaAO 3HAaTb N KOHTPOJIMPOBATb

3. MpeacTaenseT co6oii Lenylo albTePHaTUBHYIO MHPPaCTPYKTYpYy
’ MOXET ObITb HEMTOX0 NHTErpmpoBaHa B KJllaCCNYeCKYHO
* A MOXeT ee paClnpaTb NN 3aMeHATb B 3aBUCMMOCTU OT peannsaumnm

4. Hen36e)XHo MeHfieT Moesib YIrpo3

5. TpeGyeT 3alm Tl
0 nogaepXxmBaeM uersble nogpasgeneHna ond 3aKpbliThga 3TUX yrpos B O4HOM BUae
MHd)paCprKTypbl

+  MOYTU UTHOPUPYEM BCE 3TU e Yrpo3bl B APYroM Buae MHOpacTpyKTypbl (6onee nomnynapHoMm)

KoHdepeHumns no bEsonacHocT KOHTEHEPOB 1 KOH TEMHEPHBIX Cpea
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Kaapbl

e XopoLunx cneumannctos no b mano
e Cneunanuctos No b KOHTEMHEPHbLIX CPea elle MeHbLUe
e CTOMMOCTb BbiCOKas

e OnbIT NOKA3bIBAET, YTO MpoLLe AenaTb cneuuanmcTa no 6e3onacHoCTu
KOHTEMHEpPHbIX cpen 13 DevOps, YeM M3 K/1aCCMYECKOro cneumanmcTa
6e30nacHOCTU

e [/1laBHOE He KO/IM4YeCcTBO, a KayeCTBo

@UNTRH Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes



[loAroToBKa KaapoB

e Hauw 3-aHeBHbIM TpeHUHT «Cloud Native 6e3onacHocTtb B Kubernetes»

e JlabopaTopus KBeCT rno obecrieyeHnto 6e3onacHocTu B Kubernetes Bmecte
¢ Luntry oT Hawmnx napTHEpPOB

e KypaTopcTBO 1 MOMOLb B HAayHYHO-MCCIIEA0BATENLCKOI AEATENBHOCTH OT Luntry
m https://luntry.ru/initiatives/curation

e bBa3a 3HaHWI No KOHTelHepHol 6e30nacHOCTM OT Luntry. Ha pyccKoM si3blke
m https://luntry.ru/research

e KoHdepeHums BEKOH oT koMaHabl Luntry
m https://bekon.luntry.ru/

@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes
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Ecnn Bce yyecTb

« People: CoBmecTHas pabota Bcex AenapTaMeHTOB

. Process: ObecneyeHne 6e30nacHOCTM B paMKax BCEro XXM3HEHHOIO
LKA NPUNOXEHUN N NHPPACTPYKTYPbI »

. Technology: Bbicokun ypoBeHb 6e30nacHoCcT 63 Bpeaa ANs CKOPOCTY
[10CTaBKK HoBOro value

(@UNTRS Poccuiickoe pelueHne gns 3awmuTbl KOHTEMHepoB 1 Kubernetes



1. ObecneyeHne 6e30nacHOCTMU
KOHTENHEPOB N OPKECTPATOPa
HEMMHYEMbIW HOBbIN BbI30B Ans Nb

2. HoBble TEXHOMOMrMM 3TO HE TONbKO
HOBbIE Bbl30Bbl, HO 1 HOBbIE
BO3MO>XHOCTH

ITor

3. Crapble noaxoabl He paboTatloT

4. CrtpouTe 6e30MacHOCTb, NOHNUMas CBOE
OKpY>XEHUNE
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Email:
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