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* Pepaktop Telegram-kaHana "

* Cnukep: PHDays, OFFZONE, VK Kub'erneté,s conf,
Devoops, HackConf, CyberCamp, beKoH un ap.



http://www.luntry.ru/
https://t.me/k8security

Agenda

* 3a4eM HaM MaTpuLbl N Kakne oHu bbiBatoT?
* MITRE ATT&CK Container Matrix

* Microsoft Threat Matrix for Kubernetes
« Kakon MaTpuLeN Nosib30BaTbCs?

* PacknagbiBaeM aTakm No MaTtpuuam
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3a4yeM HaM MaTpuLbl U
Kakne oHu bbIBaloT?



YTO 3TO Takoe n 3a4eM HY>KHO

« MaTpuua NoCTpOEeHa Ha peasibHbIX HAbMIOAEHNAX U NPUMEPAX PeanbHbIX UHLUWIEHTOB
 IT0 nNy6nuyHasa 6asa 3HaHUI, KOTOpas HaMoHAETCA U NOAAEPXKUBAETCA COOBLLECTBOM

* NOMMMO OCHOBHOW «60/bLIOW» MATPULibl CYLLECTBYIOT MaTpULibl-noapa3aensi

ATT&CK
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TakTuka

To, KaK 3/T0yMbILLNIEHHUK AENCTBYET

Reconnaissance

10 techniques

@U NTRY Poccuiickoe pelieHune ans 3awpytsl KOHTEHepoB 1 Kubernetes



TexHuka

TO, KaK 3/TOyMbILUIEHHUK OOCTUraeT Luenu

Gather Victim Host

Information (4)
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[pouenypa

TO, KaK 3Ta TeXHUKa BbINOMHAETCA U AN Yero

PowerShell
AppleScript
Windows Command Shell

Unix Shell

Command and

Scripting Interpreter (q) Visual Basic

Python

JavaScript
Network Device CLI

Cloud API
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TTP

* Kill Chain — mogenb (nocneaoBaTenbHOCTb TTP), onpeaensiowas nocneaoBaTeNbHOCTb AEUNCTBUN, BEAYLUNX

HapYyLUTENs K Lenu

* Ecnn paccMaTtpuBaTh peanbHbIA KUTYENH, COBCEM He0b53aTeNbHO YTOObI B HEM NMOC/IEA0BATENBHO

NMPUCYTCTBOBAJIAa Ka>XAad TaKTUKa

Exfiltration >
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Linux, Kubernetes nnu Cloud?

oono
oo
oono

Containers

OueHb MHOro TEXHWUK, B OCHOBHOM KOHTeNHep 6e3 KOHTEKCTa AKTyanbHO, ecnu
MOXHO oTHecTu K Node 0cob0 He uHTepeceH ncrionb3yete Managed
B 60/1bLUIMHCTBE CBOEM Kubernetes
HUBENNPYETCH UCMNOSIb30BaHUEM https://clck.ru/36LhhK

Container OS https://clck.ru/36Lhk7
https://clck.ru/36Lheh
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MITRE ATT&CK Container Matrix

* OnybnukosaHa B 2021 roay
* OnHO 13 oTBeTBNEHMN MaTpuLbl Enterprise
 Kak n B ntobon apyron MITRE maTpuue ecTb MannuHr npoueayp Ha peanbHbie APT

* Ectb onucaHue Mitigations n Detections

ATT&CK?® for Containers now
available!

Jen Burns - Follow
q = . _ -
g = Published in MITRE-Engenuity - Sminread - Apr 29,202
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MITRE ATT&CK Container Matrix — Data Source

* Container un Pod B kauecTtBe Data Source

Data Components

Container: Container Creation

Initial construction of a new container (ex: docker create )

Domain D Name Detects

Enterprise  T1610 Deploy Container Monitor for newly constructed containers that may deploy a container into an environment to facilitate execution or evade defenses.

Enterprise  T1611 Escape to Host Monitor for the deployment of suspicious or unknown container images and pods in your environment, particularly containers running as root.
Enterprise  T1053 Scheduled Task/Job Monitor for newly constructed containers that may abuse task scheduling functionality to facilitate initial or recurring execution of malicious code.

Container Orchestration Job Monitor for newly constructed containers

Enterprise User Execution Monitor for newly constructed containers that may use an existing, legitimate external Web service to exfiltrate data rather than their primary command and control channel.

Malicious Image Track the deployment of new containers, especially from newly built images.

Container: Container Enumeration

An extracted list of containers (ex: docker ps)

Domain D Name Detects
Enterprise T1613 Container and Monitor logs for actions that could be taken to gather information about container infrastructure, including the use of discovery API calls by new or unexpected users. Monitor account activity logs to see actions

Resource Discovery performed and activity associated with the Kubernetes dashboard and other web applications.

Container: Container Start

Activation or invocation of a container (ex: docker start or docker restart)

Domain D Name Detects

Enterprise  T1610 Deploy Container Monitor for activation or invocation of a container that may deploy a container into an environment to facilitate execution or evade defenses.
Enterprise  T1204 User Execution Monitor for the activation or invocation of a container (ex: docker start or docker restart)

.003 Malicious Image Monitor the behavior of containers within the environment to detect anomalous behavior or malicious activity after users deploy from malicious images.
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MITRE ATT&CK Container Matrix — Data Source

* Container un Pod B kauecTtBe Data Source

Data Components

Pod: Pod Creation

Initial construction of a new pod (ex: kubectl apply|run)

Domain D Name Detects

Enterprise T1610 Deploy Container Monitor for newly constructed pods that may deploy a container into an environment to facilitate execution or evade defenses.

Pod: Pod Enumeration

An extracted list of pods within a cluster (ex: kubectl get pods)

Domain 1D Name Detects

Enterprise  T1613 Container and Resource ~ Monitor logs for actions that could be taken to gather information about pods, including the use of discovery API calls by new or unexpected users. Monitor account activity logs to see actions performed and
Discovery activity associated with the Kubernetes dashboard and other web applications.

Pod: Pod Modification

Changes made to a pod, including its settings and/or control data (ex: kubectl set|patch|edit)

Domain )] Name Detects

Enterprise T1610 Deploy Container Monitor for changes made to pods for unexpected modifications to settings and/or control data that may deploy a container into an environment to facilitate execution or evade defenses.
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MITRE ATT&CK Container Matrix — nepsbl1 YepHOBUK

Privilege
Initial Access Execution Escalation Defense Evasion  Credential Access Discovery

Exploit Public-Facing Implant Internal Image Container Resource ,
Id e f | of
st P o i Discovery D

f q,
Deploy Contalner Schedded Task/iob Schedded Task/iob Deploy Cortalner g':;:“' SaTScec Network Denial of Service

Scheduled Task/Job: Scheduled Task/Job: Bt Forra Pt
Valid Accourts Scheduled Task/iob Contalner Contalner Cr— v Resource Mijacking
Orchestration Job Orchestration Job pray e

Scheduled Task/Job: Masquerading: Match
Contalner Valld Accounts Valld Accounts Legitimate Name or
Orchestration Job Location

Valid Accounts: Local
Accounts

Brute Force: Credential
Stuffing

Valid Accounts: Local Valid Accounts: Local
User Execution Valld Accounts Unsecured Credentials
Accounts Accounts

User Execution: Valid Accounts: Local Uraecured Credentials:
Malicous Image Accounts Credentials in Flles

Ursecured Credentials:
Container API

Proposed new techriques
and subtechniques
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MITRE ATT&CK Container Matrix

Initial Access

3 techniques

Exploit Public-
Facing Application

External Remote
Services

Valid Accounts () 1]

Execution

4 techniques
Container
Administration
Command
Deploy Container

Scheduled Task/Job (1)

User Execution (y) 1]

Persistence

4 techniques

External Remote
Services

Implant Internal

Scheduled
Task/Job

Valid Accounts ()

Privilege
Escalation
4 techniques
Escape to Host

Exploitation for
Privilege Escalation

Scheduled
Task/Job (1)

Valid Accounts (y)
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Defense Evasion

7 techniques
Build Image on Host
Deploy Container
Impair Defenses (1
Indicator Removal
Masquerading (1)
Use Alternate

Authentication
Material (7

Valid Accounts (3

Credential Access

3 techniques
Brute Force (3

Steal Application
Access Token

Unsecured
Credentials ()

Discovery

3 techniques

Container and
Resource Discovery

Network Service
Discovery

Permission Groups
Discovery

Lateral Movement

1 techniques

Use Alternate
Authentication
Material (q

Impact

3 techniques

Endpoint Denial of
Service

Network Denial of
Service

Resource Hijacking




MITRE ATT&CK Container Matrix — angaent okta6pb 2023

Initial Access
3 techniques

Exploit Public-F
Application

External Remote Services

Valid Accounts (3 "

I

Execution
4 techniques

Container Administration
Command

Deploy

Scheduled T:

r Execution (1) n

Persistence
6 techniques

Account Manipulation (j)
Create Account
External Remote Services

Implant Internal Image

Privilege Escalation
5 techniques

ccount Manipulation (1)
Escape to Host

Exploitation for Privilege
Escalation
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Defense Evasion
7 techniques

Build Image on Host
Deploy Container
Impair Defenses (1)

Indicator Removal

Credential Access
3 techniques

"

Steal Application Access
Token

Discovery
3 techniques

Lateral Movement Impact
1 techniques 5 techniques

a Destruction
Endpoint Denial of Service
Inhibit System Recovery
Network Denial of Service

Hijacking



MITRE ATT&CK Container Matrix — HegoCTaTKu

[MpaBKM N N3MEHEHUA BHOCATCA AOCTAaTOYHO A0SO

* B peanbHOM Mupe 6bIBaeT AOCTAaTOYHO CNOXHO onpeaenuTb K Kakon ctaamm kill chain oTHocuTcs Ta nnm nHas

npoueaypa
* TexHWKM A0BOMLHO abCTpaKTHbI N HE CUJTbHO MOrpPY>XeHbl B KOHTEKCT Kubernetes
* CaMnX TEXHUK CU/IbHO MEHbLLE MO CPaBHEHUIO C APYrMMU MaTpuLaMu

* DTO CKOPEE MHCTPYMEHT, C MOMOLLbIO KOTOPOro MOXHO Y3HaTb 06 ornpeaeneHHbIX npoueaypax
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Microsoft Threat Matrix for Kubernetes

* [lepBasa Bepcua Bbiwna B anpene 2020

* HaBepHoe, oaHa M3 caMblX YA0BHbIX MaTpuL, Ans KoHTenMHepoB 1 Kubernetes

ECTb MannuHr Ha TeXHMKKN, onucaHHble B MITRE

[TOHSATHBIE W XOPOLLO OMNMCaHHbIE TEXHUKWN B KOHTEKCTe Kubernetes

Mitigations Ha ypoBHe Kubernetes

News Threat trends Microsoft Defender - 12 min read

Threat matrix for Kubernetes

By Yossi Weizman, Senior Security Researcher, Microsoft Defender for Cloud

April 2, 2020
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Microsoft Threat Matrix for Kubernetes — nepsbi angenT

Persistence Privilege Defense Credential Lateral
Initial Access Escalation Evasion Access Movement Collection

Using Cloud Exec into Backdoor Privileged Clear container . Access the K8S Access cloud Images from a .
. . . : List K8S secrets . . Data Destruction
credentials container container container logs API server resources private registry

Compromised  bash/cmd inside Writable hostPath  Cluster-admin Mount service Access Kubelet Container service Resource
. X . . - Delete K8S events . N
images in registry container mount binding principal API account Hijacking

Cluster internal

networking Denial of service

Kubernetes hostPath mount Pod / container Access container

CronJob name similarity  service account BT TR

Kubeconfig file New container

Application  Application exploit Malllequs Access cloud Connect from Appllca.tlon_s Access Kubernetes Appllca.tlon.s
admission credentials in e et ] credentials in

vulnerability (RCE) controller resources Proxy server configuration files configuration files

SSH server Access
R managed Instance Metadata
running inside Cants
. identity API
container )
credential

Writable volume
mounts on the
host

Exposed Sidecar Malicious
sensitive injection admission
interfaces controller

CoreDNS
= New technique poisoning

ARP poisoning

- = Deprecated technique and IP spoofing
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Microsoft Threat Matrix for Kubernetes

Tactics

Initial Access

Using cloud
credentials

Compromised
image In registry

Kubeconfig file

Application
vulnerability

Exposed sensitive

interfaces

Execution

Exec into container

bash/cmd inside
container

New container

Application exploit
(RCE)

SSH server running
inside container

Sidecar injection

[TomHuUTe: MaTpHULbl BCeraa OTCTakoT N BCerga He NONHbI!

Persistence

Backdoor
container

Writable hostPath
mount

Kubernetes
CronJob

Malicious
admission
controller

Privilege
Escalation

Privileged
container

Cluster-admin
binding

hostPath
mount

Access cloud
resources

Container service
account

\

Static pods
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camu ;)
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Access cloud resources
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Writable hostPath mount

CoreDNS poisoning

ARP poisoning and IP
spoofing
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Images from a
private registry

Collecting data
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Data
destruction

Resource
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Microsoft Threat Matrix for Kubernetes — HegocTaTku

* [1paBKnN U N3MEHEHMS BHOCATCS AOCTAaTOYHO AOMIO
* EcTb Hebonblon akueHT Ha Managed Kubernetes

 Kak 1 B ntobon apyron matpuLuy, aTaKylowWwmi BCErAa Ha wwar Bnepeau
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CpaBHeHue MaTpuL

MITRE ATT&CK Container Matrix Microsoft Threat Matrix for Kubernetes

AsnseTca yacTbto 6onbLoM Enterprise maTpuubl OpueHTUpoBaHa Ha K8s

OpuneHTMpOBaHa Ha KOHTEWHEPDI Ectb cBA3b ¢ MITRE maTpuuen

ManuTtca Ha KOHKpeTHble APT Mitigations opneHTUpoBaHbl Ha Kubernetes

BONbWMHCTBO TEXHNK 3aMMCTBOBAHO C «00NbLION» MaTPULbI

@U NTRY Poccuiickoe pelieHune ans 3awpytsl KOHTEHepoB 1 Kubernetes



PacknaabiBaeM aTaku Mo
MaTpuLiaM



Moaenu HapyluuTend

/ N
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Kubeflow Pipelines campaign — BHELLHMW HapyLUUTENb

Kubeflow 310 pperimBopKk ansg 3anycka ML TackoB B K8s

Mo)xHO B3amMoaencTeoBaTb Yepe3 CRD unu yepe3 dashboard

B HekoTopou KoHdurypaumm, Kubeflow He TpebyeT ayTeHTUdMKaLmm

Ecnu dashboard Topunt HapyXXy, 3TO MO3BOASET NMONYYNTb MNOMHbLIA AOCTYN K HTepdency Kubeflow
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Kubeflow Pipelines campaign

STOT NPUMEP OTHOCUTCS K BHELUHEMY HapyLUUTENIO

Kubeflow 310 bperimBopk ans 3anycka ML TackoB B K8s

Mo>kHO B3amMoaencTBoBaTb Yepe3 CRD mnnu yepes dashboard

B HekoTopou koHdburypaumm, Kubeflow He TpebyeT ayTeHTUdbMKaL MK

Ecnn dashboard Topunt HapyXXy, 3TO NO3BONASET NMONYYNTb NOJHbLIN AOCTYN K MHTepdency Kubeflow
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Kubeflow Pipelines campaign

B mae 2021 macwTabHasa KaMnaHus 3aTpoHy1a Topyalumne Hapyxy Kubeflow

3n0yMbILLNTIEHHUKN UCNoNb3oBann oTKpbITYto dashboard ansa pennos BpeaoHocHoro Kubeflow Pipeline

Kubeflow Pipeline aTo cepsuc ans co3gaHmsa ML pipelines, ocHoBaHHbIM Ha Argo Workflow

Kubeflow 310 ppeimBopk ans 3anycka ML TackoB B K8s

MoykHO B3amMoaencTBoBaTb Yepe3 CRD mnnu yepes dashboard

B HekoTopon KoHdburypaumm, Kubeflow He TpebyeT ayTeHTUMKaL MK

Ecnn dashboard TopunT Hapy»XXy, 3T0 NO3BOMSET NMOMYYUTb NOMHBLIN AOCTYN K MHTEpPdency Kubeflow

/ N
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Kubeflow Pipelines campaign

-
:!; Kubeflow P anonymous (Owner

Pipelines Pipelines

Pipeline name Description Uploaded on v
[Tutorial] DSL - Control
[Tutorial] Data passing |
[Demo] TFX - Iris classif
[Demo] TFX - Taxi tip pr

[Demo] XGBoost - Train

https://clck.ru/36LxFg
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Kubeflow Pipelines campaign

* Ncnonb3ysa Kubeflow pipelines, 3n0yMbIlUNEHHUKM 33A€MNI0NIN B KNacTepe BPeAOHOCHbIE KOHTENHEPSI
* 3TN KOHTENHEPbI UCNOJIb30BANNCL ANA KPUMTOManHUHIA B Knactepe (¢ ucnonb3oBaHueM kak CPU, Tak n GPU)

* BpeagoHocHast Harpy3ka 3anyckanacb NoBepx nerutMMmHoro obpasa TensorFlow

Kubernetes cluster

Deploy a pipeling

attacker
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Initial Access

Using cloud
credentials

Compromised
image In registry

Kubeconfig file

Application
vulnerability

Execution

Exec into container

bash/cmd inside
container

Persistence

Backdoor
container

New container

Exposed sensitive
interfaces

Application exploit
(RCE)

SSH server running
inside container

Sidecar injection

Writable hostPath
mount

Kubernetes
CronJob

Malicious
admission
controller

Container service
account

Static pods

Privilege
Escalation

Privileged
container

Cluster-admin
binding

hostPath
mount

Access cloud
resources
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BHYTpEHHMWN HapyLUUTENb

OTCyTCTBME CErMEeHTaLuMM No3BosMMI0 nonactb Ha Node

B Pod ncnonb3oBancs BbICOKO NpUBUNErMPOBaHHbIM ServiceAccount

Ncnonb3ys Bad Pods 3noymbiwneHHUK agenaet Container escape Ha Mactep Hoay (PolicyEngine 6b1nn, HO He HacTpoeHb! A0

KOHUQ)

* TMonHbIN 3axBaT KacTepa
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CKOMMNPOMETUPOBaHHbIN pa3paboTumk

* 3/10yYMbILIEHHUK MONYYNA AOCTYN K aKKayHTY pa3paboTymka

ECTb BO3MOXHOCTb 3aMycKaTb Harpy3ku u nywmTb 06pasbl B registry

Y pa3paboTumka eCcTb BO3MOXHOCTb co3aaBaTb Admission Controller

Admission Controller naTunT Ka)xayto HOBYIO 3aAE€MNI0EHHYIO Harpy3Ky 1 AobaBNsieT K HeW BPEAOHOCHbIN KOHTENHEP
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Kubernetes nocTosiHHO pa3BUBAETCH
BMecTe ¢ TeM pa3BMBatOTCS U Yrpo3bl

He cTouT Uennkom u nosHOCTbIO
nonaraTbCs Ha MaTpuuy, HO
YUNTbIBATb €€ HeobxoanMMo



KypaToOpCTBO U NOMOLLb B UCCNEA0BAHUAX
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