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6ubnmnoreky, 4To ucnonb3yerca 8 obpase / MUKPOCEepPBUCOB




KoHTenHepbl u Kubernetes 101

root 2966156 0.0 0.0 110128 5932 ? ST Novl9 ©0:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2966174 0.0 0.0 1020 4 ? Ss Novl9 ©0:00 | \_ /pause

root 2966375 0.0 0.0 108720 6356 ? ST Novl9 ©0:11 \_ containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
sadm 2966394 0.0 0.0 827512 19728 ? Ssl Novl9 0:00 | \_ node /usr/bin/nodemon /src/index.js

sadm 2966421 0.0 0.0 4460 80 ? S Nov19 0:00 | \_ sh -c node /src/index.js

sadm 2966422 0.0 0.0 967396 16596 ? S1 Novl9 0:00 | \_ node /src/index.js

root 2988902 0.0 0.0 108720 5408 ? ST Novl9 0:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2988922 0.0 0.0 1020 4 ? Ss Nov19 0:00 | \_ /pause

root 2989066 0.0 0.0 108720 5408 ? ST Novl9 0:26 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2989099 0.0 0.0 31000 23956 ? Ss Novl9 0:42 | \_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 --workers 1 -—threads 1 --
root 2989116 ©.3 0.1 142092 48964 ? SL Novl9 16:50 | \_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 --workers 1 --threads
root 2989333 0.0 0.0 110128 5404 ? ST Novl9 ©0:11 \_ containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2989352 0.0 0.0 1020 4 ? Ss Nov19 0:00 | \_ /pause

root 596808 0.0 0.0 110128 6316 ? ST Nov20 0:06 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 596827 0.0 0.0 1020 4 ? Ss Nov20 ©0:00 | \_ /pause

root 598309 0.0 0.0 110128 6224 ? ST Nov20 0:07 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 598334 1.4 5.5 7236340 1832196 pts/0 Ssl+ Nov20 39:39 \_ /docker-java-home/bin/java -Djava.util.logging.config.file=/opt/atlassian/conflue
root 599854 1.0 1.3 7007820 427956 pts/0 S1l+ Nov20 28:11 | \_ /usr/lib/jvm/java-8-openjdk-amdéu4/jre/bin/java -classpath /opt/atlassian/conf
root 701694 0.0 0.0 4288 764 ? Ss+ Nov20 0:00 \_ /bin/sh

Container — 310 Linux process
c onpeaenéHHbIMU cBOMCTBaMU/OrpaHMYEeHUAMM

Kubernetes — 3to nnatpopma (opKectpatop) ana
ynpaBaeHUa KOHTeMHepamu

File -> Image

Process -> Container -> Pod -> ReplicaSet -> Deployment

POD POD
App App App
Bin/ Library Bin/ Library Bin/ Library
Container Container Container
Kubernetes Container
components Runtime

Operating System

Hardware
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Mpobnembl SOC n DFIR 8 Kubernetes (LUNTRY

1. OBbHapYXNTb MHUMAEHT B KOHTENHEpPE

2. TpagMuMoHHbIE MHCTPYMEHTbI SOC HE NOHMMAIOT KOHTEMHEPDI
3. }ecTkue TpeboBaHUA K NOTPeb/IEHMIO PECYPCOB

4. iInHammnyeckoe oKpyxKeHue

5. Cneunduka ceteBoro Bzammogenctasma B k8s

6. MHOXecTBO YpOBHeWN abcTpaKkumi
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Incident Response

While incident response is primarily a human process, in this section we discuss h
Kuberenetes policy management impacts it. Kubernetes incident response should be aligned
with established DevSecOps operating principles with an emphasis on recognizing the

declarative state, ephemeral nature of workloads, and automated controls.

Kubernetes and cloud native technologies introduce new challenges for planning incident
esponse. The volume of telemetry data required to effectively identify and detect attacks is
espan of containers, and since the persistence of resources is not
guaranteed. Telemetry and audit logs need to be ingested and processed automatically instead
of manual review and enrichment so that automation workflows can manage and respond to
operational status changes in the infrastructure by extracting actionable events out of raw
telemetry data. Existing SIEM and SOAR platforms may not be up to the challenge, having

focused on manual human operations.

Increasing adoption of C s Fngineering into Kubernetes incident response planning and
simulation helps surface new threats and design better monitors and telemetry ingestion flows.
ML-based telemetry analysis can help proactively identify anomaly scenarios and edge cases.
It is increasingly important to build automated remediation, using policy-as-

and train ML models so that these tools adapt as attackers evolve. Kubernetes poln:j-,.-' reports

can provide additional data, with long term data collected and stored in the PAP.


https://github.com/kubernetes/sig-security/blob/main/sig-security-docs/papers/policy/kubernetes-policy-management.md#incident-response
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Mopenu Hapywurtena

BHELWHUA

[lonagaeTt BHYTPb
KoHTenHepa Pod n otTyaa
obpaulaeTca K paaom
CTOALLMM CEPBUCAM U
aenaet nober n3
KOHTerHepa Ha Node

BHYTPEHHUN

3noymbiwneHHUK ¢ Node
WU U3 OAHON CeTU C
Kubernetes
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CKOMMPOMETUPOBAHHbIU
PASPABOTHYUK

KoHTponupyet/dopmupyet
coaepxnumoe YAML

pecypcbl
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Runtime cobbitna U matpuua yrpos

" oT Microsoft

Initial Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Movement Collection Impact
Escalation

- TO, YTO MO>XXHO OBHapPY>XMUTb Ha OCHOBE runtime cobbITUIN N3 KOHTENHEPA



https://microsoft.github.io/Threat-Matrix-for-Kubernetes/

Moaxoabl K 06HapyXeHUto B Runtime @onTRy

CUTHATYPHbIN

[lpeaynpexaeHune npu
cCoBNaAeHun c Tem nnu
MHbIM NPaBuaOM M3 6a3bl
3HAHWUM

NOBEAEHYECKUM

duKcmposaHune
aHOMa/IMN NpwU
OTXOXXAEHUU OT moaenu
noBeaeHus

rTMBPUAHbIN

CovyeTaHMe CUrHATypHOro
N noBeaeH4YecKoro
aHann3a
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Live Demo



JomeH 6e3onacHocTu Runtime B Luntry @onTRs
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[lone3Hble maTepuanbi

1. ®PopeH3unKa gNa KOHTEMHEPOB N KOHTEMHEPHbIX MHPPACTPYKTYP
CyberCamp 2025

2. J1IoBUM 310yMbILLIZIEHHUKOB U CO6Mp3€M YAnUKK B KOHTeUHepax Kubernetes

BebuHap Luntry 2024

3. Kubernetes Audit Log B apceHane SOC
SOC Forum 2024

4, JKCKYypcua No matpuuam yrpo3 Ana KoHteuHepoB u Kubernetes
VK Kubernetes Conf 2023

5. SOC B KOHTeMHepax
SOC Forum 2023

6. EDR vs Containers: akTyasbHble npobsaembi
SOC Forum 2023
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https://luntry.ru/wp-content/uploads/2025/03/forenzika_dlya_kontejnerov_i_kontejnernyh_infrastruktur_0_5.pdf
https://luntry.ru/wp-content/uploads/2024/07/luntry_vebinar_lovim_zloumyshlennikov.pdf
https://luntry.ru/wp-content/uploads/2024/11/kubernetes-audit-log-v-arsenale-soc-final.pdf
https://luntry.ru/wp-content/uploads/2023/12/vk-kubernetes-conf-16_11_23-sergej-kanibor_ekskursiya-po-matriczam-ugroz-dlya-kontejnerov-i-kubernetes_.pdf
https://luntry.ru/wp-content/uploads/2023/11/soc_forum_speczifika_rassledovaniya_inczidentov_v_kontejnerah_4.pdf
https://luntry.ru/wp-content/uploads/2023/11/lashkin_evdokimov_edr_vs_containers_aktualnye_problemy_11_11_v1.pdf
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Cnacubo 3a BHUMaHue!

Email: de@luntry.ru

Twitter: @evdokimovds
@Qu3b3c
Channel: @k8security

Site: www.luntry.ru
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Founder&CTO Luntry
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